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Fireye has published a paper of the backdoor Felixroot after using two vulnerabilities CVE-2017-0199 and CVE-
2017-11882. The RTF document drops an executable.

And the Analyst explains:

The dropped executable (MD5: 78734CD268E5C9AB4184E1BBE21A6EB9) contains the compressed
FELIXROOT dropper component in the Portable Executable (PE) binary overlay section. When it is executed, it
creates two files: an LNK file that points to %system32%\rundll32.exe, and the FELIXROOT loader component.
The LNK file is moved to the startup directory. Figure 5 shows the command in the LNK file to execute the loader
component of FELIXROOT.

But it’s no so easy. The dropper copies two PE files after using RC4 and a decompression function custom in

memory.
The two PE file are an installer and the backdoor Felixroot.

The installer puts on the disk the backdoor and after decrypting strings, it creates the persistance (a Ink in startup
folder) and execute run32dll with Felixroot and uses some technics anti forensic to change the timestamps of the
backdoor.

Now all technical details !
Encryption and decompression

load the overlay in memory

After a look with Pestudio, the overlay is 53% of the dropper and the entropy is 7,994. it’s too high for a

compression.
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property walue

affset TuhO00DE00

size 64000 Bytes

signatung unkngar

widi GFETIIITEITEDESAMTFIFOEIHLFITA

shal I8P DO LI ARDATEFET0SGITEFFEFY
shalsé SOABS BSOS BRE RN DO FET L CAEACET I F L BEFEREIFIMBZL M 14
enirepy T¥H

firss-bytes (hes) LB 73 B4 17 5E 5F 14 5% AF F7 BA AF DA 75 A FS
firs2-bytes (text] afun?_aNuucuulian

file-ratin HES%

veusietl -

strings-stch

strings-unicade

Overlay of the dropper

to dump the overlay, two lines of python are enough. The overlay starts at 0xD800 in the file.

overlay = open(‘573ea78afb50100f896185164da3b8519e2e0f609a34a7c70460eca5b4ae640d’,’rb’).read()
[0xD800: ]

open(‘overlay.dump’,’wb’).write(overlay)
So launch the debugger to understand how this overlay is used by the dropper.
The dropper starts to read itself.

Press enter or click to view image in full size
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Read itself

The file handler is in EAX as value 288.
If we check in IDA, this part is badly interpreted by IDA. It’s patched at runtime.
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Eoxt:DD40SHYY
T T ————
® | text;DOLDIRIA c1a

¥ teKt ODADLRIR or BAE, BIETCITEN
" LeNt!DO4DSBAD BV o TEh
" rese:004050AZ add eax, FILIBEIIM
® .text:ODL0EAT inc LY
-oxt : DDADSRAR
.text; DDLDSHAR log_dDIRRE: ; COOE JRET: sub_iJ408S4ETEip

1K OOLDIRAR ] -y
" reNr!OD4OSBAY len ean, (eBl]
 Lext:OOAOSUAN Bov ebp, eip
* .Lext:0D4DNOAD o sa, cOFEIIDEER
® .text:ODLDERZ =aw oAE,

LKt DDLDSHAL maw adx, anl
" text  DOADSERE oy e, [ebpii]

LNt 00405EEE

erro in IDA
So the best way, it’s to set a breakpoint at the CreateFile and ReadFile.

So it reads and stores the result in [ebp + C].(here 194408)

--8 ~ OF 84 EO 1D 02 00 je kernel3z.772EEEDA
] FF 75 18 push dword ptr ss:[lebp+13]
] 57 push edi
. FF 75 10 push dword ptr ss:[lebp+10j
. FF 75 0OC push dword ptr ss:[febp+Cf]
. L& push esi

> ES 2F 00 00 00 €21l <kernel32.rReadFiles
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And the dropper seeks to D800 to set EAX at the start of the overlay.

RC4 and Custom decompression
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Overlay in memory
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if we check in IDA where we are.
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If we check the the graph overview,this function is in a huge function with many jmp.
It seems this function is like a packer.
In the second step, it reads 40 bytes ( from C08 to C30)
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) e
copy
mov dl, [==x+=nx+l]
dec [ebp+arg_8]
Jmp loc_40&6B2
; END OF FUNCTION CHUNE FOR sub_406681

loc 4066B2:

mov [eax], dl1

inc eax

cmp [ebptarg_&], O
Jmp loc_407BRO

[l el 5

L

; START OF FUNCTICH CHUNE FOR sub_4066E1 ;
loc 407BBO: 1
j= loc_407BEB 1
P

]

f.
bl et 5 IRZE
Jmp copy I ; START OF FI

The loop is made by the the jmp to go to the start of the function if the 40bits are not read.

After reading the 40 bits, we have a loop of 256 steps, to store 01 to 256 on the stack.
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loc_406172:

mowv [esi], dl
ine edx

Jmp loc_408364

; START OF FUNCTION CHUNE FOR sub_407731

loc_408364:
Jmp loec_40516%
; END OF FUNCTION CHUNKE FOR sub_ 4077351

ol e =]

; START OF FUNCTION CHUNEK FOR sub_407731

loc 405169:

ine esi

cmp dx, ax

Jjmp loc_40616C

; END OF FUNCTION CHUNE FOR sub_407721

[l s 55

; START OF FUNCTION CHUNE FOR sub_407731

loc_40616C:
jnk loc_406182
P |1
init of RC4

0012FE10 || 03020100
O012ZFEL4 || 07060504
O01ZFELE || OBOAOSOE
0012FELC || OFOEODOC
OD012FEZOD|| 13121110
O01Z2FEZ24 || 17161514
O012FEZE || 1B1A1918
001Z2FEZC || IF1EID1C
D01Z2FEZ0|| 22222120
DO1ZFEZ4 || 27262524
O01ZFEZE || 2B2AZ928
O012FE3C || 2F2EZD2C
O012FE40 (] 33323130
O01Z2FE44 || 373263534
D01ZFE4E || 3B3A3938
O01ZFEA4C || 3FZE3D3C
O01ZFESO|| 43424140
O01Z2FES4 1l 47464544

And it manipulates the 40 bytes and stores the result on the stack in a loop of 256 steps.
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Ll (i 51

init:

mowr ebx, [ebptarg_0]

mov al, [eax+ebx]

mov dl, [esi]

add al, dl

add byte ptr [ebp+wvar_4+42], al
lea eax, [ecx]

mov eax, OABZ462EBFh

mow eax, BEEARB&ECSh

MoOVIX eax, byte ptr [ebptvar_4+42]
mov bl, [eax+ecx]

jmp loc_406135

e

; START OF FUNCTION CHUNE FOR sub 406681

loe 4061595:

mowv [e=i], bl

ine byte ptr [ebp+var_4+43]
jmp loc_406278

; END OF FUNCTION CHUNE FOR sub_406681

il i =

; START OF FUNCTION CHUNEKE FOR sub 406681

loc 406278:

mowv [eax+ecx], d1
not eax

mow eax, G6FETBDEh
Jmp loc_4075DD

; END OF FUNCTION CHUNK FOR sub_406681

Init of RC4

Press enter or click to view image in full size

And a third function with aritmethic operations works on the overlay with the results of the two lasted functions

Press enter or click to view image in full size
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s F4
® EE 21 out 21,al
L Al 4A F4 3E 4C mov eax,dword prr ds:[4C3EF444]
8 OF B& D2 mavzx edx,dl
° ZE 4D 08 mov ecx,dword ptr ss:lebp+s]
B 03 F2 add esi,edx
8 §1 E6 FF 00 00 00 and esi,FF
° A 14 06 mov dl,byte por ds:[esi+eax]
- 30 14 39 ¥or byte ptr ds:[ecx+edi],dl
L] 47 inc edi
[EIF, > 3B 7D OC cmp edi,dword ptr ss5:[ebp+C] |

[EBP+C] store FOD8. Remember !? It’s the size of file.

The result of this function is stored at the same place of the overlay in C30.

00271C30| 4D 00 S5A 90|00 OD O3 OO|00 OS5 10 D4|05 10 0D FF|M.Z...icinanans W
00271C40 |00 FF O5 10|B8 08 11 OE(OF 11 10 11(11 12 13 10| . Y. ccvursannss
00271C50( 00 40 01 08|50 OO0 45 OS5 |10 4C O OO0(05 14 11 08| .@..P.E..L......

00271C60(EQ 00 00 02|00 01 OB OO|01 09 01 OS5 |0E 01 08 28| 8..ccuccernrnnn f
00271C70|11 OF 64 00|19 08 10 10(08 10 20 OE(11 16 00 01| ..d....u.. uu.n
00271C80(2F O5 10 02|05 11 1D O1(01 OF 39 11|10 60 D1 08|/ vunenans -
00271C90 (37 10 00 D3 (00 B2 36 11|15 85 01 05|35 11 35 47|7..0.%6..... 5.5G

00271CAD(11 4A OF 11|49 12 10 7E&(23 01 OS5 78|01 1E 53 11| .J..I..X#. . 5.
00271CBO(OF 50 01 OS5 |D8& O1 54 59(11 5A 14 11|31 00 OO0 B4|.P..B.TY.Z..1..

B T o B e B ma mm s N FEp—

Ok, everybody has recognized the three steps of RC4.

if we do a comparaison using python langage, the first functions is:

self.state = list(range(256))

The second function is:

def init(self, key):
for i in range(256):
self.x = (ord(key[i % len(key)]) + self.state[i] + self.x) & OxFF
self.state[i], self.state[self.x] = self.state[self.x], self.state[i]
self.x = 0

And the third function is:

def decrypt(self, input):
output = [None]*len(input)
for i in range(len(input)):
self.x = (self.x + 1) & OxFF
self.y = (self.state[self.x] + self.y) & OxFF
self.state[self.x], self.state[self.y] = self.state[self.y], self.state[self.x]
output[i] = chr((ord(input[i]) " self.state[(self.state[self.x] + self.state[self.y]) & |

return ''.join(output)

So here, the key of the RC4 is the first 40 bytes of the overlay.

1B 73 B4 17 5E 5F 14 59 AF F7 BAAF DA 75 AB F5 19 4D 32 50 36 01 46 30 09 AB 9C 09 4D B2 74 01 9E CO
CO 9E FD B9 ED E5
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The result seems to be a PE file but not totally.

D0311C30| 4D 0D 5A 90|00 00 03 00|00 05 10 04|05 10 00 FE|M.Z...veuvevens i
00311C40|00 FF 05 10(E8 08 11 OE|OF 11 10 11(11 12 33 10| Ve . cuveverenns
00311C50|00 40 O1 08|50 00 45 05|10 4C 01 00(05 14 11 02|.&.. )

00311C60|EQ 00 00 02|00 01 OB 00|01 09 01 O5|0E 0L 08 28| 8. ..u.uenenrnns (
00311C70|11 OF 64 00|19 08 10 10|08 10 20 OE|11 16 00 01|..d...uver veun.
00311C80|2F 05 10 02|05 11 1D 01|01 OF 39 11|10 60 01 OB |/ vvererePee os
00311C90|37 10 00 D3 |00 B2 36 11|15 85 01 05|35 11 35 47 |7..0.%6..... 5.5G
00311CAD|11 4A OF 11|49 12 10 78|22 01 05 78|01 1E 53 11|.J..I..%#..X%..5.
D0311CE0|OF 50 01 05 (D8 01 54 59|11 SA 14 11(31 00 00 B4|.P..8.TY.Z..1..
00311CC0|5B 11 1E 2E (0D 74 65 DO|78 74 01 08|84 00 OD 2E|[....TE.XE......
00311CD0|11 29 3F 11|59 5D 10 60|2E 00 72 64|00 61 74 00|.J7.¥]. ..rd.at.
D0311CED|61 05 10 AE (07 01 20 08|10 08 6A 11(54 33 10 40|a..°..0...j.T3.8
D0311CFO|2E 01 72 74|11 7A OF 10|30 &0 11 OF|32 10 CO 2E|..rt.z..0 ..3.A

oo0311D0o0o ) 00 43 52 00|54 OE 11 OF (08 11 33 21(11 08 18 01(.CR.T..... e
00311010|5% FE 11 70|65 00 6C 6F |00 &3 05 10|88 3A 11 05 (¥Y~.pe.lo.C...:..
031 IN2>0IER 11 44 O 110 1A 95 11105 42 00 BEEIRAR My FC BIIw._.m. ... .. I T T

After that, the dropper increases the stack from 12F000 to 12C000 before launching the decompression function

(seemly custom after many searches, but if it’s not that, write a comment at the end of this post !)

the dropper puts the three bytes [AB,CD,EF] in the stack.

vy I —

copy!:
mov dl, [ecx+eax+l]
dec [ebpt+arg_8]
jmp loc_4066B2

; END OF FUNCTION CHUNE FOR sub_40&66881

loc_4066B2:

mowv [eax], 4dl

inc eax

cmp [ebp+arg_8], 0O
jmp loc_ 407BEO

The algorithm used in the first AB,C and secondly D, EF in this function sub_004055FC.
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ol e 5]

; START OF FUNCTION CHUNK FOR process_bytes_per 3
loc 40716B:

and eax, O0F0Oh

mov edi, e=si

mov edi, 5S8AE3DF3h

add esp, 0Ch

lea edi, [ecx+52EA3B1Ah]

lea edi, [esi4+4d9h]

shl eax, 4

mov edi, 0ED&8&62D4Dh

lea edi, [e=i+73h]

Jmp loec_4051DA

; END OF FUNCTION CHUNK FOR process_bytes per_3

I
AB,C

Y

s
MOVIX eax, byte ptr [esi+0Ah]
not EeCX
MoVIK ecx, byte ptr [esi+0Eh]
shl eax, B
or eax, ecx
and eax, OFFFh
jmp loc_406ATE

END OF FUNCTION CHUNE FOR process_bytes_per_3

I
D,EF

If C or D == 0 then the dropper writes AB or EF.
If C != 0 then the dropper writes 0 and the number of 0 depends on AB

if D!= 0 then the dropper write 0 and the number of 0 depends on EF

Get Sebdraven’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

We develop many examples to better understand:
4D 00 5A -> 4D 5A

90 00 00 -> 90 00

03 00 00 ->03 00

51 10 04 -> 00 00 04

The result is stored in a buffer. The address of the buffer is stored by EAX.
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The dropper decodes two PE Files: another dropper which we name drop and the backdoor Felixroot.

Felixroot is copyied to 378C38.

00378C30(| 23 FA 15 C1|4F 23 00 18 |[9005A
0037524004 00 00 OO|FF FF OO 0OO|BS8 00

90 03 00

oo ulu]
0037850 40 00 OO0 OO(00 OO OO 00|00 OO0 OO

oo

BA

o0 00

00Z78Ce0| 00 OO OO0 OO|0OD OO OO0 00|00 OO0 00| 00 DO

oo
oo

0o

0o
00378C70| 00 OO0 OO0 OO(FD OO OD OO|DE 1F EH| E B I |
0D378C80(21 B8 01 4C|CD 21 54 68|69 73 20 70|72 6F &7 72|! .LitThis progr
0037BC30| 61 6D 20 63|61 6E GE GF (74 20 62 65|20 72 75 GE|am cannot be run
0037BCAD| 20 69 6E 20|44 4F 53 20|6D 6F 64 65 |2E 0D 0D 0A| in DOS mode....
00378CEO| 24 00 00 0OO|00 OO0 DO OO(D9 34 70 DE|90 55 1E B8B|%....... DapD.
00378CCO| 9D 55 1E 88|90 55 1E 88 |5E 54 11 88|99 55 1E 88 AL L
00378CD0| 90 55 1F 88|1E 55 1E 88 |S5E 5A 43 88 |BC 55 1E 88

00378CEQ|SE 5A 41 88|95 55 1E 88|G5E 5A 42 88|9C 55 1E 88

00378CFO|5E 5A 40 88|9C 55 1E 88|G5E 54 7E 88|BE 55 1E &8

00378D00|5E 5A 44 88|9C 55 1E 88|52 6% 63 68|90 55 1E &8

0027801000 00 00 00|00 DO 00D 0Ol00 00 00 Q0|00 00D OO0 00

u
U..
JAZCL LU
u
u
u

drop is copied after a Virtualloc at 20000 and drop is executed in 00021964.

Installation

drop verifies if it’s executed after the dropper by checking a mutex.
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s =

; Attributes: noreturn bp-based frame

; woid __ecdecl _ noreturn start (LPCVOID lpBuffer, DWORD nNumberOfBytesToWrite)
public start
start proc near

Stringl= word ptr -850h

pezPath= word ptr -420h

war_10= dword ptr -10h
lpExistingFileName= dword ptr =0Ch
lpMem= dword ptr -8

lpbhirectory= dword ptr -4

lpBuffer= dword ptr &
niurberOfBytesToWrites dword ptr OCh

push

maw ebp, esp

sub esp, &50h

push ebx

push mai

xor esi, esi

push edi

mov [ebp+var_10], eai

mav [ebp+lpExistingFileName], esi
maw [ebp+lpDirectory], eadi
mav [ebp+lpMen], esi

call checkmutex

test eax, eax

jz loc_21B47
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il e

Attributes: bp-based frame
checkmutex proc near

HwProfileInfo= tagHW_PROFILE_INFOA ptr -7Ch

push ebp

mov ebp, esp

sub esp, TCh

push esi

lea eax, [ebpt+HwFrofilelnfo]
Xor esi, esi

push eax ; lpHwProfileInfo
ine esi

call d=z:GetCurrentHwProfileh
test eax, eax

jz short loc_216CC

bl e =

lea eax, [ebp+HwProfilelnfo.szHwProfileGuid]
push eax ; lpName

push 0 ; bInheritHandle

push 100000k ; dwDesiredhccess

call ds: OpenMutexh

test eax, eax

j= short loc_216CC

3

¥
FIFE
Xor ezi, esi
I

[l s =]

loc_ 216CC:

mowv eax, esi
Pop esi
leave

retn

checkmutex endp

If it’s ok, drop checks if it’s executed on a 64bits systems to correctly set the parameters of decoding strings
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il e

; Attributes: bp-based frame
sub_21027 proc near
var_4= dword ptr -4

push ebp

mowv ebp, esp

push ecx

and [ebp+var_4], 0

push offset ProclName ; "IsWowtdFrocess"
push offset ModuleMame ; "kernsl32"
call ds: GetModuleHandleA

push eax ; hModule

call ds:GetProchddress

mow dword 23000, eax

test eax, eax

jz short loc_21060

eax, [ebpt+var_4]

eax
ds:GetCurrentProcess
eax

dword 23000

il e =

loe 21060:

mov eax, [ebp+var_4]
leave

retn

sub_21027 endp

Drop decodes the first string depending on if it’s 64bits or not.
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lall s
lea eax, [ebp+pszPath]
push eax i pszPath
push esi ; dwFlags
push esi ; hToken
push Z4dh ; esidl
push esi i hwnd
call ds: SHGetFolderPathW
call check_isé4d
mov esi, ds:lstrlenW
test &ax, eax
jz short loc_215DE
1

lpString2

]

lpStringl

] [l
tring
loe_2139DE:
push offset unk_ 22310
call decode_strings
mow ebx, ds:lstrcatW
— mov edi, eax
push edi ; lpString2
lea eax, [ebp+pszPath]
push eax ; lpStringl
call ebx ; lstrcatW
test edi, edi
jz short loc_2ZI1AlS5
i =
offset unk_ is the key of the decode functions.
The function is a XOR with a and with FF.
The data to decrypt is in drop ressources.
and eax, 3
mowv al, [ebpteax+var_4]
Movsx esi, al
Cmp ecx, esi
j=z short loc_210C8
L g’ Y
[l e
Xor ax, cx loc_210CE:
mow ecx, OFFh mowv [edx], ex
and ax, cox
mov [edx], ax
jmp short loc_210CB
L

The result is the stored the result in a buffer.
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The result of the first decoding function is \\System32.

Press enter or click to view image in full size
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rundll32.exe is the result of the second decoding.
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drop drops the backdoor after decoding strings to set in which folder the backdoor is dropped.
in first it decodes the pattern of the path L”%IS\\%1S\\%IS.dbf”

It chooses the special folder: % APPDATA%/Roaming/Microsoft/

In 32bits, this folder is not used so it’s very easy to hide a malware.

And the path of file is: ”C:\\Users\[EUser\\AppData\\Roaming\\Microsoft\\{ 22B4CEF1-633C-4F94—824E-
0C207AC4F2DF}.dbf”

The name of file changes at each execution.

drop writes the backoor in the disk from 378C38in sub 210E5.
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d.lgpl‘.lﬁ- pres near :

(var_4= dword ptr -4

1pFileName= dword ptr &

1pBuffer= dword pte OCh
n¥umberOfEyteaToWeite= dword ptr 10R

puah ebp

meyr ebp, eap

puah sox

[push eal

[push el

wor eal, ead

[push =al i hTemplateFile

push 2 ; dwFlagsindAttributes
push 2 ; dwCreationDisposition
[push L 58 i lpSecurityhtiributes
push 81 i dwSharsMode

[push 40000000h ; dwDesiredAccess

[push [ebp+ipFileName] ; 1lpFileName
miow [ebpivar_d], =ai
(call de ;i CreateFilel

mary edi, eax
| emp edi, OFFFFFFFFn
iz short lec_21130

I_*

[ebp+nHunbe rOfBytesToWrite]

; lpOverlapped
[ebpnHunberOfBytesToWrite]

; lpNunbercfBytesWritten

; nNumberCfEytesToNrite
lp@uffer] ; lp@uifer

; hFils

111

"
-
=

Rkl

da:WeiteFile
eax, eax
shart laec _21130

'_l

[ebpénNumberOfEytesToWrite], ebx
ynz short loc_21130

e

[ebpvar_4], esi
short loc_21146

— 1y

lec_21130: ] .1pr.u-n—|

push [ebp+1pFilatiams]
call da:Delateriled

eax, [ebpivar_d]
adl

Press enter or click to view image in full size
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drop decodes a string to have the path: c:\\windows\\system32\\msvcrt.dll
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P
Attributes: bp-based [rame
; imt _ _stdcall sub_218F4 (LFCWSTR Ep?:’. leName)
sub_218F4 proc near
CreationTime= FILETIME ptr -18h
LastAccessTime= FILETIME ptr -10h
LastWriteTime= FILETIME ptr -8
lpFileName= dword ptr &
push ebp
ma ebp, esp
sub esp, 18h
push asi
push adi
push aoffset unk_ 22258
xOr edi, edi
call decode_strings
mior esi, eax
laa eax, [ebpilLastWriteTime]
push eax i int
lea AN, [e'hp-l-Last].cceusTimE]
push sax + int
lea sax, [ebp+CreationTime]
push AN i int
push esl ; lpFileName
call sub_21835
test sax, sax
jz shert loc_21%3D
|
P
tast esi, asi
iz short loc_2133C
* 1
P
lea eax, [ebp+lastWriteTime]
push eax ; lpLastWriteTime
lea eax, [ebpilasthocessTime]
push eax ; lpLastAccessTime
lea eax, [ebp+CreationTime]
push sax ; lpfreationTime
push [ebpélpFileName] ; lpFileName
=all change_the_timsstamps
test =ax, eax
jz short loc_Z133D
)L

in sub_00021845, drop catches the creation date of c:\\windows\\system32\\msvcrt.dll

Press enter or click to view image in full size
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1pFilaNama= dword pte &
aEg 4= dward pte OCh
arg 8= dwapd pte 10k
arg C= dword ptr 14dh
puah abp
mow abp, sap
suls eap, 250h
puah eal
lea eax, [sbp+FindFilebata]
puah eax ; lpFinaFilesData
push [ebp+lpFileName] ; 1pFileName
NOE esi, esi
call de:FindFiratFilsW
(= eax, OFFFFFFFFh
jz short loc_ 21548
Lo oy, [ebplarg 4]
test eCH, &CN
qz short loc_21B6E
]i L
il i 1
mow edu, [ebpdFindFilelats. frCreationTime dwlowDateTime |
moy [eex], edx
Y wdw, [ebpdFindFilelats.fiCreationTinme . dwlighDateTime]
mey [ecn+d], edu
mow o, [ebpldarg _B]
‘teat BCH, &CK
iz short loc 21886
|‘ L
il s
o edy, [ebpdFindFileData. filastRocessTime dwlowDateTime]
o [een], edx
Lo edw, [ebpdFindFileDats. ftlasthccesaTine . dwlighDateTime]
mow [eon+d], edu
Y oK, [ebplarg C]
test &cN, eCN
iz short loe_21839E
h L
edi, [ebp+FindFlleDats . ftlastWelteTims . dWwlowDateTims]
[ecx], edx
edw, [ebp+FindFilelsts. ftlastWriteTime. dwilighDateTims]
[ecw+d], edw
: nFindrils

drop changes the attributes of the timestamps (creation date of the file, last modified...) of the backdoor switching
the value with L”c:\\windows\\system32\\msvcrt.dll” in sub_000218AF

Press enter or click to view image in full size
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prash anp

B WP, SFp

Fush L1

pash edi

max sax, sax

pusk eax ; hfesplateFile

paak T ; dwFlagshsdAttributes
posk 3 ; dwlreaticnDisposition
Fush AR i lpSsourityAttributes
Fash max i duihareMode

Fash 40090000k P dubesiredhccose
puat febpdlpFiladasa] ; 1pFileHazae

xaz edi, mdi

eall da:CreatelLlel

o esl, eax

cmp &sl, COFFFFFFFFh

1z short log_Z1BEC

[ebptlplantsziteTize] ; lplastWriteTims
[ebpélpLasthccessTime] ; lpLastAccessTime
[ebp+lplreationTime] | lplreaticnTime
esi i hFile

asl i habjest

odi
Pep a8l

PR ety
Eetn 108
ahange_the_timestamps endp

the persistance is created. The first step is the decoding of the name of file in 00021A1A. the result is .Ink

After ther create the persistance of the backdoor in sub_000211D7. It’s a shortcut installed in startup folder and

create a copy in roaming folder.

Press enter or click to view image in full size
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in sub_216D1, drop installs the shortcut in the Startup Folder and copies the shorcut and execute with the function
ShellExecute.

0012DC84 0012DCAO0 L”C:\\Windows\\system32\\cmd.exe”
0012DC88 0012E6C8 L”/c move \”C:\\Users\[EUser\\AppData\\Roaming\\ .Ink\”
\”C:\\Users\[EUser\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\ .Ink\””
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h 4
[l s =
push [ebp+arg_0O]
mowv esi, ds:wsprintfW
lea eax, [ebp+var_B82C]
push eax
mov edi, offset aLsLs ; "%13\%13"
lea eax, [ebp+String]
push edi ; LPCWSTR
push eax ; LPWSTR
call esi ; wsprintfW
push [ebp+arg_01]
lea eax, [ebp+pszPath]
push eax
lea eax, [ebp+var_C3C]
push edi ; LPCHWSTR
push eax ; LPWSTR
call esi ; wsprintiW
lea eax, [ebp+String]
push eax
lea eax, [ebp+var_C3C]
push eax
push [ebp+lpString]
lea eax, [ebp+Parameters]
push offset aLsLsLs ; "%15 \"%18\" Y "%1s\""
push eax ; LPWSTR
call esi ; wsprintfW
add esp, 34h
lea eax, [ebp+String]
push eax ; lpString
call ebx ; lstrlenW
lea eax, [eaxteax+t2]
push eax ; dwBytes
call allec
mov ecx, [ebpt+arg_4]
mov [ecx], eax
lea ecx, [ebp+String]
push ecx
push offset aWs ; "hws"
push eax ; LPWSTR
call esi ; wsprintfiW
add esp, OCh
push 618h ; nSize
lea eax, [ebpt+Buifer]
push eax ; lpBuffer
push [ebp+1lpName] ; lpName
call ds:GetEnvironmentVariableW
test eax, eax
j=z short loc_217F1
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55 0

74 21

33 £0

50

50 push ean

ED 8D B4 EF FF FF lea ecx,dword ptr ssilffesp o |

£1 [ EERILTE T\ W Ao
B0 80 BC EF FF FF Yea mox, dword ptr soilfecp-1474)

£1 push ecx

50
50 i
FF 15 BO IO 0 OO0

5 [eashe MExecut en]

Shortcut to restart

The Ink runs run32dll.exe with the .dbf and ordinal 1 of the export of the dIl.
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Few words about Threat Intel

It’s strange that FireEye hasn’t published a full paper with the analysis of the dropper and the backdoor.

The dropper uses many very interesting techniques:
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e rc4 encryption

o decompression function custom

e run32dll to bypass applocker and AV

o change timestamps of the installed files
e decrypting strings to install the backdoor

e decrypting strings for the persistance settings

The function sub_406681 is very interesting and it’s very difficult to make a yara rules on it because there are
many jump to have enough binaries to make a rule. the rc4 encryption and a decompression function are in this

function.

Thanks

thank to the zone de confort to try to understand this f... decompression function and thank to @FliegenEinhorn to

find the sample !

Source: https://medium.com/@Sebdraven/when-a-malware-is-more-complex-than-the-paper-5822fc7ff257

Page 23 of 23



