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&2 Tool: Nokki

Names Nokki
Category Malware
Type Backdoor, Info stealer

Nokki is a RAT type malware which is believe to evolve from Konni RAT. This malware

has been tied to attacks containing politically-motivated lures targeting Russian and

Description ) . o ) )
Cambodian speaking individuals or organizations. Researchers discovered a tie to the
threat actor group known as Reaper also known as APT37.
<https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-

) reaper-group-uses-new-malware-to-deploy-rat/>

Information

<https://researchcenter.paloaltonetworks.com/2018/09/unit42-new-konni-malware-

attacking-eurasia-southeast-asia/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0353/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.nokki>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:nokki>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool Nokki

Changed Name Country Observed

APT groups
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1 group listed (1 APT, 0 other, 0 unknown)
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