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Netwalker Ransomware: [API Call Obfuscation (using Structure)
and Evading Memory Forensic]
Published: 2020-05-14 - Archived: 2026-04-05 21:51:09 UTC

Today I just want to share some interesting obfuscation and anti memory forensic techniques I've learned from
Netwalker Ransomware that makes its code more time consuming and hard to analyze. This also include the first

part which is a obfuscated powershell that will serve as the loader of the malware.

Stage 1: Obfuscated Powershell:

This netwalker ransomware variant start with 3 stages as follows:
1st Layer : base 64 encoded powershell

2nd Layer: (after decoding the base64) is an encrypted array of bytes using xor command with decryption key of

0xc4, that will be run in scriptblock command.

3rd Layer : (after the decrypted 2nd layer) is a 2 sets of hex bytes array which is the x86 and 64 version of
Netwalker binary files that will be injected in a process by a C# code that will be loaded and compile using

powershell.
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[E¥te[]] SLAOR=VaEGbxgsqRzTHGE =

@{I=E4,xE4, 0xE4, (xed, ONSF, (xaf, IRBD, 0xbO, 0mAL, ONSL, 0XSS, (x99, Oxed, Oxed, ORE4, (xed , 0xED, OxBe, 0x3F, (HBL, (XS5, (RE4, Ixed,

f0r {§xloB = ;8x10B -1t  SLAcRzVzZRBxGSqRzTNgp.LEnSth; $x1oB++)
[

SLAORZVEERDXOsQRZ THOR [ §xL0B] = SLAORZVZZRbXgSqQFETROP [5xLOB] -Bxof (=ed

“1
SIDELXCPEISUIsU= [SyStem. Text . ENCoding] : tASCII.GETET o ING (§ LAORzVEZRbaxgsQKz THGD 1
5AsPWEQ =[ScriFTELOCK] : :CreATe( §IDEFXCPRISUIST 1

InVakE-COmmand -SCRIpTBlacKSAnPwID

[byzell] SzFOR” = P —

NSO

K00, 00D, OxDd, D)

B{0xad, 0xde, 0x%0,0x00, 0203, 0x00, x00, 0x00, 0xbE

[Bytel]] SPOTIMMSK

B{0xad, Oxde, 0x$0,0x00, 0x03 , 0x00, 0x00, Ox00, 0x04, 0x00, Ox00, 0x00, OxLL, OxLL, 0x00,0x00, OxbE , 000, 000, OX00, 0x00, Ox00, Ox0

SPraWFkeVMLXoUEConTY = "

ACer

figure 1: the 3 layered powershell script
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Add-Type -TypeDefinition $PraWKkeVMLXoUEOenUY -Language CSharp

SOViUchHcEFhsfgeDC = Add-Type -MemberDefinition $PVelBwoyNmcnoFdTCIMO -

Name 'OViUchHcEEhsfgeDC' -Namespace "WINAPI"™ -PassaThru

Function jECDJIYyUnAWEdLiLZMNF

{
Param
| (
[Parameter (Position = 0, Mandatory = Strue)] [Inté4]
§IwgviQsguTQggZkWY,
[Parameter (Position = 1, Mandatory = $trme)] [Inte4] S$PFeDIuAYRE

)
"@

SPVelBwoyNmcnoFdICIMO = @ ™
[DllImport ("kernel32.dll " ,SetLastError = true, EntryPoint = "VirtualAlloc
¥

public stacic extern IntPrr eqVEjAvXcsim(IncPrr GwMVs, UIncPtr glTbRAOokaZ,
UInt32 AHCublselInXfd, UInt32 Unwp) !

[DllImport ("kernel3Z.dll™, SetlastError = true, EntryPolint =
"GetProchddress"™) ]

public static extern IntPtr llifzbhTSdGgideMmiWE (IntPtr jAsyIF, string DcDxp) !

[DllImporc("kernsl32.dll", SetlastError = true, EnctryPoint = "LoadLikbraryAm™)]

public static extern IntPtr BgaKzwlLCyIPcJ(string niT);

[DllImport ("kernel32.dll™, SetLastError = true, EntryPoint =

"WritePIoceﬂfHem:::"]]
figure 2: the C# loader written in powershell using Add-Type

Stage 2: No MZ Header Binaries

as far as we saw in the last stage of the powershell, it will inject the ransomware (x86 or x64 binaries) to the
explorer.exe process. The interesting part is after I decode those hex byte array, I notice that there are no MZ

header to the binary file that are one technique to evade memory forensic tools or some quick check for injected

executable to a process.
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figure 3: NO MZ Header Files

Stage 3: Obfuscated API Call Using Structure

This Netwalker Ransomware has no import table. It will dynamically harvest its needed API using some hashing
algorithm search to all export table of all needed DLL modules to executes its malicious code then save it to a
structure object. Below is the screenshot how the raw Hexray view of the import harvesting before and after

resolving the API hash and the structure Array using Idapython.
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sub_lEee9101e(-2067767744) ;
v/l = vl
if ( 've )
return dword_ 1888ELCE;
v2 = (int (__stdcall *){int, int, int))sub_leeeleecs(.s, BxAlD4S974);
if { vz )
return dword 1B80E1CE;
v3 = sub_l8664660(8, 648); |
dword_1B@ELCC = v2({v3, v14, w15):
if ( ldword_18@@E1CC )

v@ = func_ResolveDllModulehamne(
if ( 1vo )
return dword_1888E1CE;
v = (int {_ stdcall *)(weoid *,
if ( vz )

return dword_1888E1CE;

1= sub_leeass0a();

@3

dwipImpartStruct 1dMELCC = (D

BxBACOSELR) ;

int, int))func_parse export_table(v2, ntdll RtlallecateHeap HASH);

ORD *Ju2(v3, B, Bx288);

if { ldwapImportStruct_LBeBELCC )

return dword_1888E1CE;
*dwipImportStruct_le8aflll =
dwipImportStruct_1888ELCC[1]
dwipImportStruct_188RELCC[2]
dwipImportStruct_1888E1CC[3]
dwipImportStruct_LOGBELCC[4]
dwipImportStruct_1888ELCC[5]
dwipImportStruct_1BBRELCC[6]
dwipImportStruct_1BSOELCC[S]
dwipImportStruct_1ee8ELCC]8xA]
dwipImportStruct 18MBELCC[T] =
dwipImportStruct_LBBRELCC[E] =
dwépImportStruct_19MRE1CC[8xB]
dwipImportStruct_1888E1CC 8wl ]
dwipImportStruct 1HHHELCC[BxD]
dwipImportStruct_1BsRELCC[8xE]
dwipImportStruct_18E1CC[8xF]
dwipImportStruct_18S8ELCC[Bx1a]
dwipImportStruct 1SBBELCC[Bx1l]
dwipImportStruct_1BBBELCC[Bxl2]
dwipImportStruct_19M0E1CC[@x13]
dwipImportStruct_1SS8E1CC[Bxld]
dwipImportStruct 18BBELCC[Bx15]
dwipImportStruct_18BeELCC[BxlE]
dwépImportStruct_18ME1CC[Bx17]
dwipImportStruct _1888E10C [ ExlE]

func_parse_export_table(ntdll_,

fune_parse_export_table(ntdll
func_parse_export_table(ntdll_
func_parse_export_table(ntdll
func_parse_export_table(ntdll
fune_parse_export_table(ntdll
fune_parse_export_table(ntdll_
func_parse_export_table(ntdll
= func_parse_export_table(ntc
fune_parse_export_table(ntdll
funec_parse_export_table(ntdll
func_parse_export_table(ntc
fune_parse_export_table(n

func_parse_esxport_table(nt
fune_parse_export_table(nt
func_parse_export_table(nt
func_parse_export_table(nt

func_parse_export_table(ntdll
Y

fune_parse_export_table(nt
func_parse_export_table(nt
func_parse_export_table(nt

func_parse_sxport_table(ntdll

figure 4: API harvesting Function
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return dword 1288EL1LE;
*(_DWORD *)dword_18@8ELCC = sub_180@1e68(v1, 8xAlD45974);

*(_DWORD *)(dword_18@@E1CC + 4) = sub_10001068(v1, BxAF11BC24);
) *){dword_108GELCC + B) = sub_186@186@(.1, BxBITIBEDC):
*)(dword_180GE1CC + 12) = sub_18001068(v1, @x84639684);
*)(dword_1868E1CC + 16) = sub_186@1066(v1, @xD141AFD3);

) *Yy(dword_1e8@ELCC + 28) = sub_leeelese(vl, @x57FL7B6E);
*)(dword_1888E1CC + 24) = sub_18001066(v1, Bx23398D9A);
*)(dword_1@@@ELCC + 36) = sub_100@1868(.1, @xBDETISCI);

) "y dword_1@e9ELCC + 48) = sub 18901e6e(v1, BxIBEFEASE);
*)(dword_188@E1CC + 28) = sub_10@01060(.1, @xABAE7412);

) *)(dword_188GELCC + 32) = sub_lee@106e(.1, @x4896443):
“)(dword_1886E1CC + 44) = sub_10001066(.1, Gx4CBASB22);
*)(dword_188@E1CC + 48) = sub_10001068(v1, @x61E2048F);

) *)(dword_18@8ELCC + 52) = sub_1P@@lece(.l, @x52FFEAIF);
*)(dword_1B8GE1CC + 56) = sub_18001060(v1, @xA312E4DE);
*)(dword_188@E1CC + 68) = sub_10001068(v1, @xCAIABFIA);

) *}{dword_1888E1CC + 64) = sub_18081068(. 1, @xG58F474F )3
*)(dword_188@E1CC + 68) = sub_10001060(v1, BxOABA7ITE);
*}(dword_18@9ELCC + 72) = sub_19001068(.1, Bx7EF4BAES):
*Ydword_1888ELCC + 76) = sub 18001868 (v1, Bx4ASASEBC)
*)(dword_186@E1CC + B8) = sub_10001060(v1, Bx7TAATBE9E);

-1579918988);

#
&
L
2
#
a
3

ntdll RtlFreeHeap HASH);

ntdll RtlRedllocateHeap HASH);
ntdll_memset HASH):
ntdll_memcpy HASH);
ntdll_mememp HASH) ;
ntdll_sprintf HasH);
ntdll_stropy_HASH);

11_, ntdll_strcat_HASH);

, ntdll_strehr HASH);
ntdll_strtol HASH);

func_parse_export_table{ntdll

func_parse_export_table(ntc
func_parse_export_table(ntdll

ntdl]l_wcscpy HASH):

ntdll_wcscat HMASH);

ntdll strstr HASH);

ntdl]l_wesstr HASH);

ntdll_woscmp HASH) ;
ntdll_wcsncmp HASH) ;
ntdll RtlRandomEx_HASH) ;
ntdll_RtlRandom HASH) ;

ntdll_RtlInitAnsiString HASH);
ntdll_RtlInitUnicodeString HASH);

ntdll RtlansiStringTelnicodeString HASH);
ntdll RtltnicodeStringToansistring HASH) ;
ntdll_RtlFreeUnicedeString_HASH) :
ntdll_RtlFreeAnsiString HASH);
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The Hashing Algorithm is really looks complicated base on its graph but actually it is just a loop of xor and rotate

bit operation with specific keys.

api_hasher (self, api_name, api_len, low_case_flag):

R

function that emulate the hashing algorithm o
api_name == "":
hash val = OxFFFFFFFF
api_len = len(api_name)
i api_name:
esi = ord(i) "~ hash val L 2
ecx = esi I_—l
esi = esi >> 1
eCX = ecx & 1
ecx = self.twos_c(ecx)
ecX = ecx & Oxedb88320

ecCX = ecx "™ esi
s j in range (0, 7T): )

edx = ecx |
ecx = ecx >> 1

edx = edx & 1 F..EEEE%:::———

edx = self.twos_c(=dx)
edx = edx & O0xedb88320

ecx = scx ™ edx
hash_wval = ecx

(~hash wal & OxFFFEFFFF)

r
Loc _1oad2 1l
B18 movSK e, dl

inc b
O esi, ecwm
Lo ecx, €5k
shr esdi, 1
and ecx, 1

ecu

figure 5: Hashing algorithm
But the Obfuscation does not ends here. As we remember that it place the resolved API address into a structure

object. Then this structure was initialized to a another variable by a function then do the access the member of the

structure out of that which make the analysis more confusing.
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dwApImportStruct 1@@BE1CC = (DWORD *)v2(v3, 8, @x288);
if ( !dwApImportStruct 1@8@E1CC )
return dword 188RELCS;
HdwApImpertStruct_1@@@ELCC |= func_parse_export_table(ntdll_, -1579918988);
dwApImportStruct 1B@BELCC[1] = func_parse_export_table(ntdll_, Ir‘ﬂ:dl]._R‘c1F."EIEHEa'i[:u_H:-‘«SH};.

| func_InitaApiStruct |pr'c|c near

200 mov gax, PwApImportStruct_l@eeEiccC |

828 retn ! : Return Mear from Procedure
fur]c_Inilh-‘qpiStruct endp

dword_188@E10C =
= [k ysub
= 5

if )

118008180( ) ;

c——d— R

o = 23117; W
- | func_InitApiStruct(); |

= (TR L1 » imt, dnt)}{va + 3?‘3 y{vi, 31337, 1337);
if ( )] <__)
{ 1
= func_InitApiStruct();
= [*{int (__stdcal )" s Ant)) (w4 4 324))(vi, v3);
= func_InitApiStruct();
= (*(int (__stdcall **)(int)){vE + 328))(v5);
if ]
i

= func_InitApiStruct();
i to

= (*{int ( s ANTRI(VT + 332))(v1, w3);

= Jaub_180046E0(vE);
if ;
dword_1BeaEllc = @;
= RO *)func_Check_DEAD Mark();
= Jl i
if | ) 1
{ %
* = Bx5440; "
@2 w (apivashstructlis yfunc_Initapistruct(); h |
= ((int {__stdcall #J(_WOAD =, imt;- intphy2) {Kerneld2_FindResourceA HWASH)|(v1, 31337, 1337);
if b
{
= (ApiMashStructlist *)func_InitApiStruct();
= {{int {_ stdcall *W RO *, int})va->Kernel32 LoadResource HASH)({v1, | H
= (ApiHa yfunc_InitApistruct();
if ( ({int (_ stdcall *)(int))vi->Kernel3d2_LockResource_HASH)(v5) )
{
= (ApiHashstru Yfune_InitApistruct();
w ((int (  stdcall =3{ WORD =, int))v7=->Kernel32 SizeofResource HASH)(v1, 'H
= (int *)func_ntdll RtlAllocateHeap(vi);
if ( )
{
func_CallMemCpy():

figure 6: Declare multiple Structure as a obfuscation

Thanks for IDA Python for helping me in creating a structure out of harvested API it needs to make the static

analysis more easily.
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o,

e
Lo
f create_ struct sid():
gid = idc.add struc(-1l, "ApiHashStructlist", 0)
etu 3id

f main{():
5id = create_struct_sid()

api_name in api member.api member:
ide.add struc member (sid

1 3 .l:lr-__- Y

r Striapi name), -1, FF_DATA|FF_DWORD, 0, 4)

iashStructlist®. format (api_name) )

(sys.exc_info())

ki member = [
"ncdl -__RL LAll-:-:a:eﬂ-;—ap_H:—.Sif" .
"ncdl -__?\:'_ 1 :‘:-tt:-]tap_:-‘ASH",

locacteHeap HLRSHE"

= HESHN
_...n._'i.. "

figure 7: Add Structure

Lesson Learn:

I learned that the there are so many way to obfuscate code from analysis and even the data structure can be used to

make the analysis little bit confusing during analysis like what I experience. :)

I10C:
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https://app.any.run/tasks/6bb00be0-cd0a-4d9a-alea-72cd275ded0e/

Powershell:

filename: powershell.ps1

md5: Sbec43ea21e95a68abafa8c7f99d1e6¢

shal: 22df933f2b33f3f4ffee22b51b4f8fa0268bb327

sha256: b7c7fa9b74aacf331871a9e5438678bce46002618fa106429225161d94e22e44

x64 Netwalker Ransomware:

filename: x64.bin

md5: bc96c744bd66ddfaa79d467b757b8628

shal: a379f9e04708d773a2dec897166780b026f4cdea

sha256: 2c245db9fb9b2c6e84832662dda3dfff3c6b21128d9fec115f5b989fb090841d

x86 Netwalker Ransomware:

filename: x86_raw.bin

md5: de61b852cadac6afe307652b187ca5df

shal: fa02c1d394bc150d8a62d3f991d0fdc042ee9724

sha256: e8c5c0b70d45a5dc80d678ed7102abf9882efb9cbc2cff20f171d60d5205051d

Source: https://tccontre.blogspot.com/2020/05/netwalker-ransomware-api-call.html
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