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Solar can automatically exfitrate files from

compromised systems.m

Solar can Base64-encode and gzip compress C2

communications including command outputs.[l]

Solar can XOR encrypt C2 communications.]

Solar can send staged files to C2 for exfiltration.11

Solar has the ability to delete staged files after they
are uploaded to c2.1]

Solar has the ability to download and execute files.
[1]

Solar can create scheduled tasks named Earth and
Venus, which run every 30 and 40 seconds

respectively, to support C2 and exfiltration.l]

Solar can send basic information about the infected

host to C2.Lll
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