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 Tool: SIMPOBOXSPY

Names SIMPOBOXSPY

Category Malware

Type Exfiltration

Description
(Trend Micro) The first tool, SIMPOBOXSPY, is an exfiltration tool that can upload the
archive files to Dropbox with a specified access token. This tool is exactly the “generic

DropBox uploader” mentioned in this ToddyCat report.

Information <https://www.trendmicro.com/en_us/research/25/d/earth-kurma-apt-campaign.html>

Last change to this tool card: 27 June 2025

Download this tool card in JSON format

All groups using tool SIMPOBOXSPY

Changed Name Country Observed

APT groups

  Earth Kurma 2020  

  ToddyCat 2020-2024  

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8b8ff2a2-fb37-4f06-95b2-833a3a80d8e8
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