https://attack.mitre.org/techniques/T1437

Application Layer Protocol, Technique T1437 - Mobile
Archived: 2026-04-05 12:58:44 UTC
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Adversaries may communicate using application layer protocols to avoid detection/network filtering by blending
in with existing traffic. Commands to the mobile device, and often the results of those commands, will be

embedded within the protocol traffic between the mobile device and server.

Adversaries may utilize many different protocols, including those used for web browsing, transferring files,

electronic mail, or DNS.

Tactic Type: Post-Adversary Device Access
®

Platforms: Android, iOS

Last Modified: 24 October 2025
Procedure Examples
Mitigations

This type of attack technique cannot be easily mitigated with preventive controls since it is based on the abuse of

system features.

Detection Strategy

Analytic . L
ID Name D Analytic Description
DET0685  Detection of

Application

Abuse of standard application protocols can be difficult to

Layer Protocol detect as many legitimate mobile applications leverage such

AN1793 protocols for language-specific APIs. Enterprises may be
better served focusing on detection at other stages of

adversarial behavior.

AN1794
Abuse of standard application protocols can be difficult to

detect as many legitimate mobile applications leverage such

protocols for language-specific APIs. Enterprises may be
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Analytic . L.
ID Name D Analytic Description

better served focusing on detection at other stages of

adversarial behavior.
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