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Roaming Mantis is a campaign named by Kaspersky.

In March 2018, Japanese media reported the hijacking of DNS settings on routers located in Japan,
redirecting users to malicious IP addresses. The redirection led to the installation of Trojanized

applications named facebook.apk and chrome.apk that contained Android Trojan-Banker.

Since we didn’t find a pre-existing name for this malware operation, we decided to assign a new one for
future reference. Based on its propagation via smartphones roaming between Wi-Fi networks,

potentially carrying and spreading the infection, we decided to call it ‘Roaming Mantis’.

(source: https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-android-
smartphones/85178/)

This campaign uses Android malware and also phishing scams.

For example, a Roaming Mantis landing page redirects a user to a phishing website when a victim uses an iOS

device.

if ((navigator.language || navigator.browserlLanguage).tolLowerCase().startsWith("ja")) {

} else {
var u = navigator.userAgent;
var isAndroid = u.indexOf('Android') > -1 || u.indexOf('Adr") > -1;
var isi0S = !lu.match(/\(i[?;]+;( U;)? CPU.+Mac 0S X/);
if (isAndroid) {
window.alert(getString(0));
window.location.href = "http://" + location.hostname + "/" + Math.random().toString().substring(2, 10)

function isPC() {
var userAgentInfo = navigator.userAgent;
var Agents = ["Android", "iPhone", "Symbian0S", "Windows Phone", "iPad", "iPod"];
var flag = true;
for (var v = 0; v < Agents.length; v++) {
if (userAgentInfo.index0f(Agents[v]) > @) {
flag = false;
break;

}

return flag;
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}
if (isPC()) {

}
if (isi0S) {

window.alert(getString(1));
window.location.href = "http://security.apple.com/";

Note that a victim of this campaign is controlled under a rogue DNS.

The rogue DNS resolved security.apple.com to 172.247.116[.]155 . This is an IP address of a phishing

website impersonates Apple.

Sign in to Apple Store
Apple ID

Password

Roaming Mantis 2019 ver.

Roaming Mantis seems disappeared since late 2018 but it comes back with new techniques this spring.

e Roaming Mantis, part IV: Mobile config for Apple phishing, and re-spreading an updated malicious APK
(MogHao/XL.oader)
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The new Roaming Mantis landing page has a mysterious if-else branch.

if ((navigator.language || navigator.browserlLanguage).tolLowerCase().startsWith("ja11111111")) {

setTimeout(function () {
window.alert(getString(0));

window.location.href = "https://play.google.com/store/apps/details?id=com.jptest.tools2019"

}, 500);

https://play.google.com/store/apps/details?id=com.jptest.tools2019 returns 404 even if using a rogue

DNS.

We're sorry, the requested URL was not found on this server.

B Google Play

Search

However, the DOM structure of Roaming Mantis landing page is changed on 2019/06/10.

1 <head>
2 <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
3 <script>
4 var dict = {
5 zh: [
6 "Please update your Google Chrome for the best experience"”,
7 "Please update your Google Chrome for the best experience"
8 1,
9 zh2: [
10 "REFERABYR, FENIRMchromelRE. ",
11 "Apple StorelfRFEERERE, BEHEA"
12 1,
13 /1eF 1) T B EDRS, BHF/N—Y 3 Dchromelc 7y 77—k LT EEW,
14 1/ ZDHERGRIRTEH O E Ao 7Y TT—bLBVWERBRTT !
15 //apple:
16 //BPP StoreF AV Y hRREEENHZDT, BEATIYULTIREIW,
17 ja: [
18 "EF a1 UFAELEDS, BH/IN—Y 3 Y Dchromelc 7Yy FF— M LT EEW, ",
19

"HBEKDApple storelc CEBRORFHEHREAAOAREYN VX,
THRFRFHREZT> TS, "

G [V % =10

1.

ko:
'Ol €2 MHlA MBS el 85 JHME chrome EAUHTS ACIO|E BtAIZ| HIEILICE. ",
"REABAL (ROIFIK|L) CHEtAlE Hci12ARt2Y) JPHEO| B (8, sad, M RS AlA

E~24A1ZH THME HN7iAl FZ3ed X1

1.
//BPP storeE HIFY HEfo|7| miRol Al 23ol5HNR.
en: [
"Please update your Google Chrome for the best experience"”,
"The APP store account has a security exception, please log in again."
1, //5GE
ar: [
"L led 3T sy pay adaild . chromep lae] Susl ] 5L, dlad oo pd

"olu> 5 el JJs Jlia APP Store i oo Jesadl Jusas sole] 0"
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140 if (typeof String.prototype.endsWith != "function") { 140 if (typeof String.prototype.endsWith != "function") {
141 String.prototype.endsWith = function(suffix) { 141 String.prototype.endsWith = function(suffix) {

142 return this.indexOf (suffix, this.length - suffix.length) 142 return this.indexOf (suffix, this.length - suffix.length)
143 }; 143 i

144 } 144 }

145 if ( 145 if (

146 (navigator.language || navigator.browserLanguage) 146 (navigator.language || navigator.browserLanguage)
147 .toLowerCase() 147 .toLowerCase ()

148 .startsWith("jall111111") 148 .startsWith("ja")

149 ) { 149 ) {

150 setTimeout (function() { 150 setTimeout (function() {

151 window.alert(getString(0)); 151 window.alert(getString(1));

152 window.location.href = 152

//window.location.href = "https://play.google.com/store/apps/details?id=com.jp
test.tools2019"

153 153 window.location.href = "http://www.nttdocomo-urt.com";
"https://play.google.com/store/apps/details?id=com. jptest.tools2019";
154 }, 500); 154 }, 500);
ey ; Lo ;
188 if (isPC()) { 188 if (
189 isPC() &&
190 (navigator.language || navigator.browserLanguage)
191 -toLowerCase()
192 .startsWith("ja")
193 ) {
194 window.alert(getString(l));
195 window.location.href = "http://www.nttdocomo-urt.com";
189 //setTimeout (function () { 196 //setTimeout (function () {
190 //window.alert (getString(0)); 197 //window.alert(getString(0));
191 //window.location.href = "chromel.0.7.apk" 198 //window.location.href = "chromel.0.7.apk"
192 //}, 500); 199 //}, 500);
193 // document.writeln("<script src=\'https://coinhive.com/lib/coinhive.m 200 // document.writeln("<script src=\'https://coinhive.com/lib/coinhive.m
in.js\'><" + "/script>"); in.js\'><" + "/script>");
194 //document .writeln("<script>"); 201 //document .writeln("<script>");
195 // document.writeln(" var miner = new CoinHive.Anonymous (\'U8lCCcyq 202 // document.writeln(" var miner = new CoinHive.Anonymous (\'U8lCCcyq
S7MeBz2npIynBxoJ3QdGZgkK\');"); S7MeBz2npIynBxoJ3QdGZgkK\');");
196 //document.writeln(" miner.start();"); 203 //document.writeln(" miner.start();");
197 //document.writeln("</" + "script>"); 204 //document.writeln("</" + "script>");
198 } 205 }
199 if ( 206 if (
200 isios && 207 isios &&
201 (navigator.language || navigator.browserLanguage) 208 (navigator.language || navigator.browserLanguage)
202 .toLowerCase () 209 .toLowerCase ()
203 .startsWith("ko") 210 .startsWith("ko")
204 ) { 211 ) {
205 //window.alert (getString(1)); 212 //window.alert (getString(1));
206 window.location.href = "http://sasekr-qwq.top/xvideo/"; 213 window.location.href = "http://sasekr-qwq.top/xvideo/";
207 } 214 }
208 if ( 215 if (
209 isios && 216 isios &&
210 (navigator.language || navigator.browserLanguage) 217 (navigator.language || navigator.browserLanguage)
211 .toLowerCase () 218 .toLowerCase ()
212 .startsWith("ja") 219 .startsWith("ja")
213 ) { 220 ) {
214 window.alert(getString(1)); 221 window.alert(getString(1));
215 window.location.href = "http://bgh.idq.mybluehost.me"; 222 window.location.href = "http://www.nttdocomo-urt.com";
216 //document.writeln("<script src=\'https://coinhive.com/lib/coinhive.mi 223 //document.writeln("<script src=\'https://coinhive.com/lib/coinhive.mi

Obviously, the message( [ IERHERA] SEHACFADIN —RABE=E(CAREFMBOTEENCSVE
To RER—IICYIDBREIITNDT. BIFRANRIGEEEHFEOWLE I, )andthe

website( hXXp://www.nttdocomo-urt[.]com ) indicates that Roaming Mantis targets a Japanese MNO, NTT
DoCoMo.
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© 2018 NTT DOCOMO, INC. All Rights Reserved.

Interestingly, this phishing website has a similarity with a phishing campaign I called GaoHao .

GaoHao targets Japanese brands such as NTT, KDDI, SoftBank, Rakuten, etc.

// an example list of GaoHao phishing website domains
docomo-login[.]Jcom
securitys-docomo[ . Jcom
nttdocomo-services[.]com
softbank-securitys[.]com
softbank-b[.]com
docomo-security[.]com
mydocomo-smt-security[.]com
mysoftbank-uses[.]com
docomo-id[.]Jcom
rakuten-card.gnway[.]cc
info-docomo[.]com
nttdocomo-smt-security[.]com
nttdocomo-detect[.]com
myau-securitys[.]Jcom
myau-supports[.Jcom
security-docomo[.]Jcom

nttdocomo-smt-supports[.]com
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mydocomo-smt-supports[.]com
softbank-sos[.]Jcom
bank-softbank[.]com

There is a common character in GaoHao phishing websites.

They use action_XXX as cookie names.

3 Cookies

@ Cookies are little pieces of information stored in the browser of a user. Whenever a user visits the site again, he will also send his cookie values, thus allowing the website to
re-identify him even if he changed locations. This is how permanent logins work.

& k4 ® Domain/Path Expires Name / Value

X v x bank-softbank.com/ 1969-12-31 Name: action_id
23:59:59 Value: 10771533566838

X v X bank-softbank.com/ 1969-12-31 Name: action_pwd
23:59:59 Value:

X v x bank-softbank.com/ 1969-12-31 Name: action_user
23:59:59 Value:

hXXp://www.nttdocomo-urt[.]Jcom uses the same cookie names.

5 Cookies

@ Cookies are little pieces of information stored in the browser of a user. Whenever a user visits the site again, he will also send his cookie values, thus allowing the website to
re-identify him even if he changed locations. This is how permanent logins work.

a8 X [} Domain/Path Expires Name / Value
X X X www.nttdocomo-urt.com/ 1970-01-19 Name: auth_pv_gid
01:25:01 Value: GA1.3.1133311007.1560214859
X X X www.nttdocomo-urt.com/ 1970-01-19 Name: auth_pv
18:54:46 Value: GA1.3.456377984.1560214859
X X X www.nttdocomo-urt.com/ 1970-01-19 Name: _gat_UA-47453928-1
01:23:34 Value: 1
X v x www.nttdocomo-urt.com/ 1969-12-31 Name: action_id
23:59:59 Value: 10011560214859
X v % www.nttdocomo-urt.com/ 1969-12-31 Name: action_user
23:59:59 Value:

I don't have absolute confidence but I think this overlap suggests a connection between Roaming Mantis and

GaoHao gangs.
IoC

Landing pages (2019 ver.)

1[.71171.152.3
1[.1171.153.177
1[.1171.156.4
1[.1171.156.75
1[.1171.158.27
1[.1171.158.91
1[.7171.160.146
1[.1171.160.155
1[.7171.163.183
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Other phihsing websites

hXXp://sasekr-quq[.]top/xvideo/

17
17
1171.
17
1N
117
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117
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117
1N
1N
11
1N
11
1N
11
1N
117
1N
117
1N
117
1N
117
17
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.164.
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17

71,
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o 1784
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7.
.48.
.51
.52.
0DFc
093c
0DFc
.54,
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10
10
10
10
15
15
15
15
15

249
17
13
219
19
160
27
228
155

224
24

.250

233
165
54

58

203
137
144
242

.13
.201

207
0.213
1.102
1.49
2.66
4.202
4.31
5.90
5.93
6.188
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hXXp://apple.varifidogiones[.]com/verification/apple/alert
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hXXp://bgh.idg.mybluehost[. Jme

Source: https://hackmd.io/@ninoseki/Bkw660hAN
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