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Splunk is committed to using inclusive and unbiased language. This blog post might contain terminology that we
no longer use. For more information on our updated terminology and our stance on biased language, please visit
our blog_post. We appreciate your understanding as we work towards making our community more inclusive for

everyone.

As stated in our previous threat advisory STRT-TA02 in regards to destructive software, past historical data
suggests that for malicious actors to succeed in long-standing campaigns they must improve and add new ways of
making their payloads stealthier, resistant, and damaging. HermeticWiper introduces some unique features,
applying destructive actions on compromised hosts. In addition to other commonly known wiper destructive

features, HermeticWiper also presents the following unique behaviors:

 Interacts with the system via signed driver

e Disables crash dump functionality (Anti-Forensic)

e Modifies “GlobalFolderOptions” registry at file permission level (NTFS)

e Checks for FAT (Windows XP) and NTFS (Windows OS newer than XP using NTFS)

e Corrupts (Destroys) MBR and NTFS file system

e Reported to have been deployed via Group Policy Object (Windows Active Directory Group Policy Object)

This payload is another destructive tool in the ongoing campaign which has included DDoS attacks, web

defacements, MDM attacks, Microsoft SQL attacks and now two known as of yet destructive payloads.

STRT has also released a new analytic story covering HermeticWiper itself. We have collected information about
the observed vectors in relation to HermeticWiper according to several security vendors including Symantec,

ESET, Sentinel One. The following diagram shows a visual flow of the observed attack vectors per tactic.
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As seen above malicious actors are gaining initial access by either compromising publicly exposed services or via
spear phishing, following the establishment of persistence and privilege escalation via web shells or the use of
schtasks, PowerShell payloads, and finally deploying additional payloads via certutil.exe or Powershell which
include genuine wiper payloads and ransomware decoy binaries seeking to distract and delay defense and

containment from defenders. Here is a brief breakdown of HermeticWiper features and detections.

HermeticWiper Analysis

Signed driver (hermetic name reference)
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Certificate

General

Details

Certification Path

6 Certificate Information

This certificate has been revoked by its certification
authority.

Issued to: Hermetfica Digital Ltd

Issued by: DigiCert EV Code Signing CA (SHA2)

Valid from 4/ 13/ 2021 to 4/ 15/ 2022

‘ Install Certificate... J Issuer Statement

Dropping Driver Component Base on Windows Version (XP or above)

This wiper will first adjust its token privileges with “SeShutdownPrivilege” and “SeBackupPrivilege” for later

purposes like initiating shutdown or accessing files with high-security descriptor context.

It contains 4 compressed drivers in its RSRCsection. It will drop one of those drivers depending on the Windows

version or OS architecture of the compromised host by using VerifyVersionW API. Below is the summary table of

the RSRC TYPE ID and the name of its rsrc entry for each driver.

Page 3 of 14




https://www.splunk.com /en_us/blog/security/detecting-hermeticwiper.html

Then it will generate random characters based on the current process ID of its running process. Once the wiper
parses the needed rsrc entry, and has a filename, It will locate the C:\windows\system32\Drivers folder to drop its

driver component.

The driver extracted from the rsrc section of this wiper is in LZW compressed (SZDD file format). The screenshot

below shows how it uses LZ API to decompress that to retrieve the actual driver binary file.

ileName;

TW(lpstrFileName, L"System32")};

Interestingly during analysis, we found out that it drops both the compressed driver (<4 char random name>
without file extension) and also the actual driver (<4 char random name> with .sys file extension) in

C:\windows\system32\Drivers. Then it will delete the compressed version afterwards.

e view

hisPC » Local Disk (C:) » Windows » System32 3 drivers

L

Mame Date modified Type Size

[ ] njdr 272472022 11:41 AM - File 11 KE

| njdr.sys 272472022 11:41 AM  System file 18 KB
Disable Crash Dump

It also has some features where it disables the generation of crash dumps of the compromised host that serve as

anti-forensic techniques. This is done by modifying a registry as shown in the screenshot below:

irpath, 4u);

Loading The Driver

The way it loads its driver component is by creating a service entry for that file. First It will adjust its token
privilege with “SeLoadDriverPrivilege”. If the service related to its driver does not exist it will just create and start
a new service for it using CreateServiceW() and StartServiceW() API. If it already exists but is not active, it will
modify the service config of that kernel driver to DEMAND_START to start the service. Below is the code, how it

uses ChangeServiceConfigW() API to change the status of its driver if it is not active. This driver is a legitimate
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component of the EaseUS Partition Master application. This file was leveraged by this wiper to interact and

retrieve storage device information for its destructive purposes.

Corrupting Boot Sectors

The wiper starts to enumerate all possible physical devices connected to the compromised host (range 0-100
device). Below is the code how it enumerates all the devices and retrieves partition information of each device
using DeviceloControl() API. The function named “mw_GetDeviceNumberAndGeometry” is the function it uses
to check if the physical device is “FILE_DEVICE_DISK?” type or not.
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push
push
XOorps
Mo
lea
mov
push
xor
movg
Xor
mowv
push
movups
mow
MoVUpPSs
call
add
lea
lea
lea ecx, [ebp+ps st] ; lpFileName
; int

; 1pInBuffer

: dwIoControlCode
3 hDevic

It also checks what File System type is present at Device, if it is either “NTFS” OR “FAT”. This checking will
help the wiper to enumerate all of its partitions to corrupt all possible boot records on it. It also looks for known
NTFS files like $Bitmap, $LogFile, $DATA, and many more to be overwritten as part of its file destruction
payload.
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mow esi, [ebptarg_4]
push edi
push offset String2 ; "NTFS !
mov [esp+84h+var 647, @
mov eax, [esi+3]
mow dword ptr [esp+B84h+5tringl], eax
mov eax, [esi+7]
mov [esp+B84h+var 68], eax
lea eax, [esp+84h+5Stringl]
push eax : lpStringl
call ds:1strcmpd
test eax, eax
jnz loc_481C4F
i 1
Lol s 5 bl ) =]
mov edi, [ebp+arg_14]
lea eax, [esp+3h+var 6] loc_4@1C4aF:
mov ecx, [ebptarg_@8] mov eax, [esit+36h]
mawv edx, esi maow edi, ds:Strstra
push eax ; void *J (mov dword ptr [esp+88h+5tringl], eax
push edi ; int mowv eax, [esi+3ah]
push [ebptarg_1@] ; int mov [esp+BBhtvar 68], eax
call sub_48199@2 lea eax, [esp+BBh4Stringl]
mov [esp+BBh+var_78], eax push offset pszsrch ; “FAT"
test eax, eax push eax i pszFirst
jz loc_4@1CF9 mov [esp+E3h+var_sc4a], @
call edi ; StrStra
test eax, eax
jnz short loc_4@81C9F
| |

Below is the code of the Volume Boot Record partition before and after the infection of Hermetic wiper to the

compromised host.
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C:\Users\Publig

2w 80600000
awaoooaale
BxBoeaa020

Bxoeeaeasa :
gweoapaada

awaaaaaasa

aweaaeaene
Bxeeaaeara

Bxe0ep80a0
exaoaaaebe
BxBpeaaace
Bneaa0a0da

BxBaE00020

axaoapaate
g Baeaal1ee
axeoealle
Bxeaaa8l26
axeaaaalse
gnaaeaal4e
BxBoea8156
axeae081606
Brxooeaal7e
BnepBealse

eneeaealon

Bx 80688138
eneaaaalbe
Bxaaeaalce
Bxoaeaalda
Bxeee881ce
Exeeaealfe
Bweeaaaaa

C:\Users\Publi

C:\WWsers\Publj

gxeaa08000
gxooapaale

awoeoaeaze
gxooepease

gxapbaeada
exoaaaae5a
Bx 806880608
Bneaa0aa7a
Bxeaa28058
Bxeoaaa098
axeoeaaeas

ewaeapaaba .

awaaaaaaca
gxboeaaade
Bneaaoaoca
gxooaaaefa
Bxeaeaal10e
exoaaaalle

Bxoeeaalze

exaoaaalse
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B MBR- REWIND . exe

-hermeticwiper.exe

*MER- REWIND.exe -rv
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Other Registry Modification

It also has a thread that will modify certain GlobalFolderOptions registry related to showing compressed files and

information tips.

Trigger Shutdown

Another thread of this malware is responsible for shutting down the compromised host to make the corruption of

boot sectors take effect.

Wn

rd ptr

Millisecor

dwRe

Other Behaviors
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1. Check the C:\Windows\SYSVOL attribute using GetFileAttributeW() API. If the API returns an invalid
handle(possible return if the folder path does not exist) or if it is a folder path it will continue the execution
if not exit the process.

2. Disables the VSS service which is related to volume shadow copy service to disable creation of backup

copies.
It also has a function that can dismount or lock a disk volume.

push

mov

sub

push

push

lea

mow

push

push

push

call

add

lea ax, [ ]

push

push : !
push F ionDis
push ; s JAttr
push

push : ot
push ; 1pFileNam

call - il

push ; lpOverlapped
MmO 1

lea s L ]

push ; lpBytesReturned
push ; nOutBuffersize
push ; lpOutBuffer
push ; nInBuffersiz
push ; lpInBuffer
push ; dwIoControlCode
push ; hDevice

call DeviceToControl

push ; lpOverlapped
lea . et

push

push i }

push ; 1lpOutBuf

push ; nInBufferSi:
push ; 1pInBuffer
push ; dwIoControlCode
push ; hDevice

call :DeviceIoControl

xor ;

Pop

mov

Pop

retn

PartyTicket Analysis
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During eset analysis in this incident, they found another binary where they named it as “Hermetic Ransom”. This
is a Golang compiled ransomware binary where it tries to encrypt files in the compromised host. Below is the

screenshot of its code snippet where it renames the encrypted files with “.encryptedJB” file extension.

mov [rsp+78h+a.lent+lBh], 2
Moy rdx, cs:main_ContactInfo.str
Moy rbx, csimain_ContactInfo.len
mov [rsp+78h+a.str+20h], rdx
mav [rsp+78h+a. lent2Bh], rbx
lea rdx, aEncryptedjb @ ; "].encryptedls’
mowv [F=p+78hta.str430h], rdx
mov [rsp+78h+a.len+38h], BDh
call runtime_concatstringd
mov rax, [rsp+78h+newpath.str]
g Date maddied T_..-[lr Qe

(W] a7c75911-92d8- 11ec-Sedf-02cchec 2 aThe.axe

(8] a7eT5911-2ad8- 11ec-501-02cefeciaTbe e

(%] aTcebaac-Oadd-11ec-0163-00ccbeclaThe.axe

| | paryticket.eve.[vote2024forb@protonmail.com].encrypted)B
OV LT 2P T oTo.osT J» TOX

mow [rsp+78h+a.len], rax ; newpath
mov [rsp+78h+a.str+l8h], rcx

call os_Rename

Application 321B KE

Application 3218 KB

caticn

EMCRYPTEDUE File 3

It will also drop a ransomware note in the desktop named as “read_me.html” to inform the user that their machine

is compromised and encrypted.

/C:/Users/Administrator/Desktop/r X +

<« & D hle://fC:fU sers/Administrator/Desktop/read_me.html

"The only thing that we learn from new elections is we learned nothing from the old!"

Thank vou for your vote! All your files, documents, photoes, videos, databases etc. have been successfully encrypted!

Now vour computer has a special ID: a7Tb068db-9ad8-11ec-8c94-02cc6ec2aTbe

Do not try to decrypt then by yourself - it's impossible!
It's just a business and we care only about getting benefits. The only way to get your files back is to contact us and get further instuctions.
To prove that we have a decryptor send us any encrypted file (less than 650 kbytes) and we'll send you it back being decrypted. This is our guarantee.

NOTE: Do not send file with sensitive content. In the email write us your computer's special ID (mentioned above).

So if you want to get your files back contact us:
1) vote2024forjb@protonmail com

2) stephanie jones2024@protonmail com - if we dont't answer you during 3 days

Have a nice day!

Aside from its encryption features, this binary uses strings to its code function name that reference US President
Biden.
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f | main_selfElect text
E main_subscribeNewPartyMember text
| | main_randomiseDuration text

Lf | main_highWay60 text
[E main_voteFord(3 teut

_C__projects_403forBiden_wHiteHousE_baggageGatherings text

_C_ projects_403forBiden_wHiteHousE_lookUp dext

_C__projects_403forBiden_wHiteHousE_pnmaryElectionProcess dext

__C_ projects_403forBiden_wHiteHousE_GoodOfficel dext

_C__projects_403forBiden_wHiteHousE_init text
Detections

The following detections are focused specifically on HermeticWiper, Splunk STRT has a significant number of
analytic stories that cover Ransomware which should also be considered when detecting and hunting for these

types of threats.

Windows File Without Extension In Critical Folder

This analytic is to look for suspicious file creation in the critical folder like "System32\Drivers" folder without file

extension.

| tstats 'security_content_summariesonly’ count FROM datamodel=Endpoint.Filesystem where Filesystem.file_path IN ("#\\System32\\drivers\\x" k6 "*\\syswow64\\drivers\\x")

by _time span=5m Filesystem.dest Filesystem.user

Filesystem.file_name Filesystem.file_path Filesystem.process_guid Filesystem.file_create_time

| “drop_dm_object_name(Filesystem)"

| rex field="file_name" "\.(7<extension>[*\.]x$)"

| where isnull(extension)

| join process_guid

[| tstats 'security_content_summariesonly® count FROM datamodel=Endpoint.Processes
by _time span=5m Processes.process_name Processes.dest Processes.process_guid
Processes.user

| "drop_dm_object_name(Processes)’ ]

| stats count min(_time) as firstTime max(_time)

as lastTime by process_name process_guid file_name file_path file_create_time user dest

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

+~ 5 events (before 03/03/2022 10:32:43.000) No Event Sampling

Events Patterns Statistics (1) Visualization

20 Per Page v # Format Preview «

process_name % 4 process_guid + £ file_name &~ file_path & - file_create_time = o user & o
c.exe {414EBEDF-CABB-6218-F103-000000003702} fndr C:\Windows\System32\drivers\fndr 2022-82-25 12:25:31.890@ Administrator

Windows Raw Access To Master Boot Record Drive

This analytic is to look for suspicious raw access read to the device where the master boot record is placed.
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New Search

“sysmon’ EventCode=9 Device = \\Device\\Harddisk@\\DR@ NOT (Image IN("*\\Windows\\System32\\x",6 "s*\\Windows\\SysWOW64\\x"))

| stats count min(_time) as firstTime max(_time) as lastTime by Image Device ProcessGuid Processld EventDescription EventCode Computer

| ‘security_content_ctime(firstTime)"
| “security_content_ctime(lastTime)"

+ 1event (before 25/02/2022 14:02:46.000)  No Event Sampling *

Events Patterns Statistics (1) Visualization

20 Per Page + # Format Preview »

Image & ¥ Device & rd ProcessGuid & Fd Processld + EventDescription % 4 EventCode =
C:\Temp\c.exe \Device\Harddisk@\DR@ {414E8EDF-CABB-6218-F103-000000083702} 6068 RawAccessRead 9

Windows Disable Memory Crash Dump

The following analytic identifies a process that is attempting to disable the ability on Windows to generate a

memory crash dump.

| tstats "security_content_summariesonly’ count FROM datamodel=Endpoint.Registry
where (Registry.registry_path="#\\CurrentControlSet\\Control\\CrashControl\\CrashDumpEnabled") AND Registry.registry_value_data='x00800000" by _time span=Th Registry.dest Registry.user
Registry.registry_path Registry.registry_value name Registry.registry_value_data
Registry.process_guid Registry.registry_key_name | ‘drop_dm_object_name(Registry)"
|join process_guid [| tstats 'security_content_summariesonly’
count FROM datamodel=Endpoint.Processes by _time span=1h Processes.process_id Processes.process_name

.parent_process_name Processes.parent_process

| fields _time dest user parent_process_name parent_precess process_name

Pr .process Pr .dest Pr
Processes.process_guid | "drop_dm_object_name(Processes)’
process_path process process_guid registry path registry value name registry value data
registry_key_name] | table _time dest user parent_process_name parent_process process_name
process_path process process_guid registry_path registry_value_name registry_value_data

registry_key_name

1 event (before 2/28/22 2:26:37.000 PM)  No Event Sampling = © Job~

Events  Patierns  Statistics{f)  Visualization

20PerPagev  #Fomat  Preview~

rs s s e ' 4 4
parent_process_name process_name  process_path process_guid registry_value_name  registry_value_data
& parent_precess + 4 s & process + 4 L registry_path + -~ + s
explorer. exe C:\Windows\Explorer.EXE  c.exe "Ci\Temphc.exe”  (414ESEDF- HKLM\SystemhCurrentControl Set\Control \CrashControl\Cr. ed  Cr led
/NOUACCHECK CABB-6213-
F103-
000000003702}

Windows Modify Show Compress Color And Info Tip Registry

This analytic is to look for suspicious registry modification related to file compression color and information tips.

SaveAsv  Create Table View  Close

New Search
Last 15 minutes v n

| tstats "security_content_sumariesonly’ count from datanodel=Endpoint.Registry

Advanceds"

© Registry. registry_path = “s\\Microsoft

Registry. registry_value_nane IN('ShowCompColor”, “ShowInfoTip")
_tine span=1h Registry.dest Registry.user Registry.registry_path Registry.registry_value_nane

Registry. registry_value_data Registry.process_guid | 'drop_dn_object_nane(Registry)"

Irenane process_guid as proc_guid |join proc_guid, _time [| tstats "security_content_summariesonly’

count FROM datanodel=Endpoint .Processes by _time span=1h Processes.process_id Processes.process_name

Processes. process Processes.dest Processes.parent_process_name Processes.parent_process

Processes. process_guid | *drop_dn_object_name(Processes)" |renane process_guid as

proc_guid | fields _time dest user parent_process_name parent_process process_name

process_path process proc_guid registry_path registry_value_name registry_value_datal

| table _tine dest user parent_process_name parent_process process_name process_path

process proc_guid registry_path registry_value_name registry_value_data
v 2events No Event Sampling ~ Job v » & L ¥ SmatMode~
Events  Pattens  Statistics (2)  Visualization
20PerPage~  /Fomat  Preview~
s s v s .
arent_process_name process_name process_path proc_guid registry_value_name  registry_value_data
3 parent_process ¢ s s s process + P registry_path + P
nd.exe C:\Windows\systen32\cnd.exe  reg.exe reg add (328C47E9- HKU\S-1-5-21-255986400-45527644-2136164048- ShowCompColor 0900000000
/e *"C:\Temp\regs.bat* * HKCUASof 1 t\Windows\Curr Advanced  4599-621F- 500\S0F i \Windows\C: plorer’ ol
/v ShowCompColor /t REG_OWORD /d @ /f 1A08-
000000003602}
nd.exe C:\Windows\systen32\cnd.exe  reg.exe reg add (328C47E9- HKU\S-1-5-21-255986400-45527644-2136164048~ ShowInfoTip 0x00000000
/e *"C:\Temp\regs.bat" * HKC i urt plorer\Advanced  4599-621F~ 500\SOF L H ion\Explorer ip
/v ShowInfoTip /t REG.ONORD /d @ /f 1808~
000000003602)

Mitigation
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Many of these exploits can be prevented by following CISA guides for preparation and hardening of systems,

applications, and networks, including MDM attacks as well. There is also a free HermeticRansom/Party Ticket

decryptor by AVAST and CrowdStrike. The following table shows Splunk coverage of the aforementioned attack

vectors in this ongoing campaign.

HermeticWiper Analytic Story is available in ESCU release v3.36.0

Also available from Splunk SOAR for automated response against these threats:

¢ Ransomware Investigate & Contain
e Suspicious Email Domain Enrichment

e Crowdstrike Malware Triage

Learn More

You can find the latest content about security analytic stories on research.splunk.com. For a full list of security

content, check out the release notes on Splunk Docs.
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