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FortiGuard IL.abs Threat Research Report

Affected platforms: Microsoft Windows

Impacted parties: Windows Users

Impact: Control and Collect sensitive information from victim’s device, as well as delivering other
malware.
Severity level: Ciritical

FortiGuard Iabs recently detected a suspicious email through the SPAM monitoring system that was designed to
trick a victim into opening a web page to download an executable file. Additional research on this executable file

found that it is a new variant of the Bazar malware.

My analysis of this variant is being published in two parts. In the first part of the analysis, I explained how the

Bazar loader was downloaded onto a victim’s device, how it communicates with its C2 server to obtain a Bazar

file, and how that file is then injected into a newly-created “cmd.exe” process.

In this second part, I will focus on the Bazar payload file that runs inside the “cmd.exe” process. You will learn
what new anti-analysis techniques this Bazar uses, how it communicates with its C2 server, what sensitive data it

is able to collect from the victim’s device, and how it is able to deliver other malware onto the victim’s system.

Main() function of the Bazar Payload

This variant of the Bazar payload is a 64-bit executable file written in Microsoft Visual C++ 8.0. It was compiled
on Monday, Jan 18, 2021.

In its Main() function, we can see that it is driven by a “Timer” set by the API SetTimer() and then captured by
GetMessageA(). When a condition is matched, the working function is called once. The pseudocode of how they

work together is shown in Figure 1.1, below.
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int _ edecl main(int argc, const char *xargu, const char *xenup)

eee
ub = B3
|setTimer(@i6h, 0i64, BREA6GOu, Bis4); |
while ( 1 )
{
LABEL_2:
while { vd <= 508666016 )
{
LODWORD(u11) = get_api(@iéh, 3i64, 1269748168164, 334i6k4); // DispatchMessagen
vi?7 = vil;
while { 1)
{
o0 ®
else if ( v12 == -2114518853 )
{
vl 7(&u19); /7 call DispatchHessagen()
ul2 = 38739278;
b
o9 0
LODWORD(v8) = get_api(0id4, 3id64, 3366089960164, 313i64); // GetMessagen
uib = uB;
vo = —1117194215;
while ( 1)
{
while { v0 > -917679823 )
{
LODWORD{uS8) = uvi6(&u19, Bi6s, Bi6h, @i6d): 77 call Eetﬂegsageﬂ(]l
oy == B8LiZ;
*80
else if ( uh == 1324096185 )
{
u18 = work fun() == B; s/ call Yorking Function
ut = -LO46O7B08;
b
WsACleanup();
return v21;
H

Figure 1.1. Pseudocode of the Main() function of Bazar

Anti-analysis Techniques

I also observed three primary anti-analysis techniques being used throughout entire Bazar execution. I will explain

how each of these work.

1. All key APIs are hidden

Bazar hides key APIs in the code and only uses them when it needs to call. A function that I call get_api() is used
to dynamically get an API address with the API name hash and its module index. The API address is carried in the
RAX register when get_api() returns. More than 600 APIs are obtained in this variant by using get_api().
Analyzing this API is complicated because nobody is able to read it via its name hash code. This really creates

trouble for researchers during both dynamic and static analysis.
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The piece of ASM code shows below when it retrieves the API “TerminateProcess” with the name hash
0x9E6FA842 and module index 8. As stated earlier, the address is found in RAX when the API call returns.

XOr  ecx, ecx

mov edx, 1

mov 18d, 9E6FA842h ; The hash of API "TerminateProcess".

mov 19d, 8 ; An index of the module that contains "TerminateProcess".
call get_api

mov  [rsp+698h+var_640], rax ; “TerminateProcess” is in RAX.

2. ASM Code Obfuscation

If you are curious about the code structure, the pseudocode (shown in Figure 1.1) looks so weird because Bazar
uses a kind of code obfuscation technique. This is another barrier to threat researchers in clearly tracking the code.

Here is an example of how the ASM code is obfuscated.
The original code is below:

mov  [rsp+40h+var_18], rdx

mov  rbp, [rsp+40h+var_18]

cmp rbp, 4

jae Lable_1

mov  rdx, [rsp+40h+var_18]
movzx ebp, [rsp+rdx+40h+var_10]
imul ebp, -OBh

mov  ebx, ebp

add ebx,273h

[...]

Lable_1:

lea rcx, [rsp+40h+arg_40]

lea rdx, [rsp+40h+var_10]

call sub_13F944B2E
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After obfuscation, it becomes this (the original code is highlighted):
mov  ecx, 370A6DACh

Label 0:

mov  [rsp+40h+var_18], rdx

mov  rbp, [rsp+40h+var_18]

cmp rbp, 4

mov  ebp, 0BO3F61DO0h

cmovb ebp, ecx

jmp  Label_1
[...]
Label 1:

cmp  ebp, OF7C9568Bh
jg  short Label_2

cmp  ebp, 0BO3F61DO0h
jz Label_3

cmp  ebp, 0BAE74C5Ch
jz  Label 5

cmp  ebp, OEC1D9526h

jnz  short Label _1

jmp  Label_4
[...]
Label 2:

cmp  ebp, OF7C9568Ch
jz  Label_6
cmp  ebp, 2BA792A4h

jz  Label 0
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cmp  ebp, 370A6DACh

jnz  short Label_1

mov  rdx, [rsp+40h+var_18]
movzx ebp, [rsp+rdx+40h+var_10]
imul ebp, -O0Bh

mov  ebx, ebp

add ebx, 273h

[...]

Label 3:

mov  ebp, OEC1D9526h

jmp  Label 1
[...]
Label_4:

lea rcx, [rsp+40h+arg_40]
lea rdx, [rsp+40h+var_10]
call sub_13F944B2E

As you can see, the obfuscated ASM code was mixed with huge amounts of trash-like code while also becoming

quite sophisticated in its logic. Almost every function in Bazar has had this kind of obfuscation approach applied.
3. All constant strings are encoded in Bazar

Another form of obfuscation affects the use of constant strings. Bazar’s constant strings are hidden in encrypted

data throughout the code to perform anti-analysis.
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Figure 2.1. Just decrypted a constant string “POST”

According to Figure 2.1, the encrypted data (“3C 37 4B 50 29”) was copied from the stack and decrypted to
“POST” before using it.

Communicating with the C2 Server

In its working function, after Bazar does some initial work, such as setting environment variables, creating mutex

objects, loading APIs and setting global variables, it creates a thread to perform its tasks in the thread function.

The thread function connects to the C2 server and sends data to it. The C2 server host strings are decrypted
constant strings. They are "miraclecarwashanddetall[.]Jcom:443" and a group of additional hosts:
“caexidom([.]bazar”, “ektywyom][.]bazar”, “emliwyyw][.]bazar”, “uhymeked[.]bazar”, “ibykwyyw][.]bazar”, and
“elicuhem[.]bazar". Bazar prioritized connecting to the first C2 server host. It then attempts to connect to the

others if the first one does not work.

1. Request

The traffic between Bazar and its C2 server is encrypted via SSL protocol. The following image, Figure 3.1, was

taken when the first request was about to be SSL-encrypted by calling the API EncryptMessage().
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Figure 3.1. Bazar encrypts a packet via the SSL protocol

As you can see, this is a GET request. The URL “/cgi-bin/req5” is a decrypted constant string, and the host is the
first C2 server I mentioned above. There are also four “Cookies”: “fpzkgo”, “bcfs”, “hky” and “otxe”. Their

names are random strings and only the value of “fpzkgo” is valid data. The others are random data.

Let’s take a look what the value of “fpzkgo” consists of. According to my analysis, it has two parts, the Victim-ID
and a command number. The Victim-ID for my testing device is “a9aadd987308f3a5b28d5a0c552¢4324”. That is
an MD?5 hash code of a string of information obtained from my device, such as the computer name, the volume

number of the partition, and Windows installation information.

The format of the report command is “/{Victim-ID}/{command number}”. The first “GET” packet’s command
number is “2”. Therefore, the final command string is “/a9aadd987308f3a5b28d5a0c552c4324/2”.

Bazar then encrypts the command string in a 100H buffer using a private key encryption technique that uses the

RSA algorithm. Figure 3.2 shows both the plaintext data at the top and the cipher text at the bottom.
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Figure 3.2. Using the RSA algorithm to encrypt the Victim-ID and command string

Finally, Bazar base64 encodes the RSA encrypted data, which is the value of the “Cookies” item “fpzkgo”, as

shown in Figure 3.1.

All the command packets to the C2 server are enclosed in “Cookies” and use the same steps and algorithm to

generate.
2. Response

Once the C2 server receives and handles the malware request and notification, it replies to Bazar. So, in this
section, we will analyze the response packet. Referring to Figure 3.3, you can see in the memory section that one

response packet had just been decrypted from a SSL packet using the API, DecryptMessage().
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Figure 3.3. Display of received response packet

This response packet includes the item “Set-Cookies: jklo=...”

in the header, whose value is base64 encoded.

After base64 decoding the value, Bazar gets an RSA-encrypted 100H long set of data. Using the C2 server’s

public key, Bazar is able to decrypt this data set to get to the command string from the C2 server. Figure 3.4 shows

the RSA decrypted command string, “0 302”, uncovered by calling the API BCryptDecrypt().

The “0” of “0 302” is the command number, and “302” is the command data.
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Figure 3.4. A decrypted C2 command string from the “Set-Cookies” item

This is pretty much the basic packet structure used for all other communication packets between Bazar and C2

server. I will talk about more control commands in next section.

Analyzing the Command and Control (C2)

Bazar is able to control the victim’s device with the commands it receives from the C2 server. In the previous
section, I identified the C2’s command “0” in the “0 302” string. By going through Bazar’s code, I have been able
to identify that it supports the following C2 command numbers: “0”, “1”, “10”, “11”, “12”, “13”, “14”, “15”,
“16”, “17”, “18” and “100”.

In this section, I explain some of the known commands used in this malware, including what the command packet

consists of and the purpose of those commands being used.

When Bazar needs to send whichever data the C2 server requests, it sends a “POST” request with the URL “/cgi-
bin/req5”, the command number string enclosed in “Cookies”, and the RAS-encrypted data in the “body” of the

request.
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As a reminder, the format of the report command is “/{ Victim-ID}/{command number}” and the Victim-ID for

my test device is “a9aadd987308f3a5b28d5a0c552¢4324”.

Command 0:

The C2 server asks Bazar to send the host string and port it is connecting to and the running time of Bazar on the

victim’s device. Below is an example of this data.

"\r\nVerBD 205\r\nmiraclecarwashanddetall.com:443\r\nuptime 232". Bazar encrypts it using its private key as

the data in the “body” of the “POST” it sends to the C2 server.

"/a9aadd987308f3a5b28d5a0c552c4324/4" is enclosed in “Cookies” to provide the Victim-ID and command

number.

Command 1:

This command asks Bazar to collect data from victim’s system, like OS information, domain, user name, public IP

address, location and language, all software installed, network information, shared folders, a list of running

processes, time zone, CPU information, hard drive capacity, physical memory capacity, and whether Bazar is

running in a VM.

It calls the APIs GetVersionExA() and GetProductInfo() to obtain the Windows’ Version and Service Pack

information.

To obtain the public IP address of the victim’s device, Bazar sends a STUN request (UDP packet) to one of

Google’s STUN servers, such as "stun2.l.google.com", to retrieve the public IP address. Figure 4.1 is a Wireshark

screenshot of the command requesting Bazar to send the STUN packet.

M *Local Area Connection (host 10.0.2.15) =n on =<
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adn 2@ LRRBQe=2=FT s Faaad

[ Jtudp.stream eq 4or dns) ~| Bxpresson... | +

78 Standard query 8x25c@® Alstun2.l.google.com

94 Standard query response 8x25c8 A stun2.l.google.com A 172.217.213.127

MNo. Time Source Destination Protocol Length Info
46 B... 18.8.2.15 172.38.1.185 DRS
47 B... 172.30.1.185 16.8.2.15 DNS

L 48 8.. 10.9.2.15 172.217.213.127 STUN 62 Binding Request
49 8... 172.217.213.127 18.8.2.15 STUN

74 Binding Success Response XOR-MAPPED-ADDRESS: 96.45.8M.8:51563

- Internet Protocol Version 4, Src: 172.217.213.127, Dst: 10.8.2.15
[ User Datagram Protecol, Src Port: 19382, Dst Port: 64667
[ Session Traversal Utilities for NAT

» |Frame 49: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface &
[+ Ethernet II, Src: RealtekU_12:35:82 (52:54:80:12:35:82), Dst: PcsCompu_73:eB:de (88:00:27:73:e8:de)

B @0 27 73 ed de 52
B8 3c 47 c2 80 88
@2 @f 4b 66 fc 9b

2 9f 4f 83 3e

2@ 12 35 82 08 2@ 45 °e
11 a4 87 ac d9 d5 7f @a @@
28 34 Ge @1 81 088 ac 21 1]
1d b2 69 la cB a7 68 00 20

48
=
i

m.| »

4

O 7 Frame (frame), 74 bytes

|| Packets: 269 - Displayed: 4 (1.5%) * Dropoed: 0 (0.0%) || Profile: Default

Figure 4.1. Obtaining the victim’s public IP address using the Google STUN service.

Bazar executes several commands to obtain network related information and domain trusts from the victim’s

device. The commands are "net view /all", "net view /all /domain", and "nltest.exe /domain_trusts /all_trusts".
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It then enumerates the system registry to collect the list of installed software on the victim’s device. Figure 4.2 is a

screenshot of the system registry showing a partial list of installed software under the sub-key
“HKLM\SOFTWARE\Microsoft\Windows\Current Version\Uninstall\”.

e

-

¥ Registry Editor | [E]
File Edit View Favorites Help
Pl . {90140000-001F-0409-1000-0000000FF1CE} - | mMame Type

. {90140000-001F-040C-1000-0000000FFLCE} ab] (Default) REG_SZ

. 190140000-001F-0C0A-1000-0000000FF1CE}
|
., #0140000-006E-0409-1000-0000000FF1
{90140000-00A1 -0409-1000-0000000FFLC

F . {90140000-0115-0409-1000-0000000FF1 CE}

L T-Zip
. AddressBook

. Connection Manager

. DhrectDrawEx
. DXM_Runtime

.. Fontcore

. IE40
. IE4Data
. Officel4 STARME

i i . Oracle VM VirtualBox Guest Additions - "
« m | 3 || « m| '

Computer\HKEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

Figure 4.2. Software information installed on the victim’s device

Bazar calls APIs CreateToolhelp32Snapshot(), Process32First(), Process32Next(), and OpenProcess() to collect

information about the running processes on the victim’s system.

Bazar also performs some WMI query strings, such as "Select * From Win32_Processor", "Select * From
Win32_DiskDrive", and "Select * From Win32_PhysicalMemory" to obtain information about the CPU, drive,
and physical memory.

It obtains hard disk description from "HKLM \SY STEM\CurrentControlSet\Services\Disk\Enum" in the system
registry. For my research environment (Oracle VM VirtualBox), it is

“IDE\DiskVBOX_HARDDISK 1.0 \5&33d1638a&0&0.0.0”. Bazar then
searches for the key words "VBOX" and "VMware" to determine if Bazar is running on a VM.

When this collection is done, it sends all of the gathered information in the “body” of the “POST” request to the
C2 server. The report command string "/a9aadd987308f3a5b28d5a0c552c4324/3" is enclosed in “Cookies”. The
image in figure 4.3 shows the malware when it is about to encrypt the collected data by calling BCryptEncrypt().
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!ﬁ_m-mm-mm-mm-mm
File View Debug Trace Plugins Favourites Options Help Apr52018

SO E 0

‘a9 tauBo=ePh# a6 0O

chu & Handles | % Threads | W Graph | | _7log | [iNotes | @ Breakpoints | ™M MemoryMap | [ Call

}

 EXEEEE R RN R NN RN NN N

RIF gy

000000013F223002
000000013F93300E
D00000D013F93300E

000000013F933017
000000013F933019
000000013F53301E
000000013F933023
000000013F933026
000000013FS53302E
000000013F9330320
000000013FS33038
000000013FS2303D
000000013F933042
000000013F933045
000000013F93304A
000000013F932204F
00000001 F933056

mov gword ptr ss:[rsp+z2oll,0
mav rsd,riad
xaor r9d,r9d

call gword ptr ds: [<&BCryptEncrypt>]

test eax,eax

mov eax,l10C63FCA
mov ecx,2488D4FE
Cmove edx,ecx
jmp cmd.13F932CD9
mov eax,FD90DD00

cmd.13F532CD9
risd
eax,1FED3FC32
cmd. 13F932CD2

ebx

dword ptr ss:[rsp+es),1

risd,dword ptr ss:@rsp+sCl

ebx,dword ptr ss:[Brsp+94§)

- [ Hide FPU

RAX 0000000000000100
REX 0000000000000000
RCX 00000000003A1DCO
E] RDX 0000000001A80000
REP 0000000002143FAS
RSP Q000000002143CCO
R5I 0000000000000ACA
RDI 000000000214CBFO

Default (x64 fastcall)

1:
2:
3:

rcx 00000000003A1DCO
rdx 0000000001A80000
rg& 00000000000000FS
: re 090900000000 0000

#44 Dump 1 | Y44 Dump 2 I 44 Dump 3 I

wyoump4 | $4Dumps | @ watch1 | =l Locals | Jlﬁﬁ%

Address

Qo00000001AE 73 BB 31|5D 3D 57 326|321 26 &F 73 |5E 32 5D 3D 05[1]‘“51&05[2]—
0000000001A8001 36 30 31|26 6F 73 5B|33 5D 3D 33|30 26 64 6F|7601&0s5[3]=30&do
0000000001AB00208| 60 61 69 GE|3D 57 4F 52|4B 47 52 4F|55 50 26 61| main=wWORKGROUP&a
0000000001AB0030§| 72 63 &8 3D |36 34 26 26|63 6E 61 6D |65 3D 42 4F | rch=64&&cname=EO
0000000001AB0040)| 42 53 2D 50|43 26 75 G6E|61 6D 65 3D |42 6F 62 73 |BS-PC&uname=Bobs
0000000001AB0050| 26 70 61 74|68 3D 43 25|33 41 25 35|43 57 69 6E|&path=CH3IAXSCWiIn
0000000001AB0060)| 64 6F 77 73|25 35 43 63 |6D 64 2E 65|78 65 26 69| dowsx5Ccmd. exed&i
0000000001AB0070)| 70 3D 39 36|2E 34 35 2E|MP MM 2E |26 6C 6F 63| p=96.45.8e.§&NocC
0000000001AB0080)| 61 6C &5 3D |55 6E 69 74|65 64 25 32|30 53 74 61| ale=Unitedx205ta
0000000001AEB00 74 65 73 SF|45 B6E 67 6C |69 73 68 26|73 6F 66 74| tes_English&soft
0000000001A800AQ)| 5B 30 SD 3D |37 2D S5A 69|70 25 32 30|31 38 2E 30| [0]=7-Zip%2018.0
000000000 LAEB00BOY 35 25 32 30|25 32 38 78|36 34 25 32|39 25 32 30| 5%20%28X64%29%20
0000000001A800COY| 21 28 2E 30|35 26 73 6F|66 74 SB 31|5D 2D 4D 69| 18.05&softL[1])=Mi
0000000001AB00D0)| 63 72 6F 73 |6F 66 74 25|32 30 4F 66|66 €9 63 65| crosoftx200TTice
nnnnnnnnnt agnnendl > 32 3In £2174 g1 6F galg1 72 g4 25132 3n 32 2In

wWINSrandardAw>nan
1

4|

au

r

000000000214
000000000214
000000000214
000000000214
000000000214
000000000214

214
Q00000000214
000000000214

000000000214
000000000214
000000000214
000000000214

4 I

Figure 4.3. RSA algorithm used to encrypt the collected sensitive information from the victim’s device.

Command 10, 11:

These commands could contain a link to download other malware, or it could contain the malware directly. Bazar

injects this malware into one of the newly-created processes in the following list, which are decrypted constant

strings.

"c:\windows\system32\calc.exe"

"c:\windows\system32\cmd.exe"

"c:\windows\system32\notepad.exe"

"c:\windows\system32\svchost.exe"

"c:\windows\system32\explorer.exe"

"c:\windows\syswow64\calc.exe"

"c:\windows\syswow64\explorer.exe

"c:\windows\syswow64\cmd.exe"

"c:\windows\syswow64\svchost.exe"

"c:\windows\syswow64\notepad.exe"

It then gives the C2 server a status update by replying with a message of “file not downloaded”, ”loader started”,

”program is running”, or ”program start error” in a “POST” request together with a report command string of
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“/a9aadd987308f3a5b28d5a0c552¢c4324/3”.
Command 12, 13:

C2 server replies with a script file to Bazar in a command. Bazar then decrypts the script file and saves it to a

Windows temporary folder. Finally, Bazar runs it by calling the API CreateProcessA().

Bazar notifies the C2 server of the status of the script by replying with a message of “program is running” or an

error message of “program start error”, “no script”, or “no memory” when an error occurs.

The message is RSA-encrypted and posted as the “body” data of a “POST” request together with a report
command string of “/a9aadd987308f3a5b28d5a0c552c4324/3” enclosed in a “Cookies” value.

Command 16:

Bazar reads a file path from the C2 server’s command and collects the file’s contents. It sends the collected data as
the “body” of a “POST” request to back to the C2 server.

The report command string is “/a9aadd987308f3a5b28d5a0c552c4324/3”.
Command 17:

The C2 server replies with a piece of native code that has been RSA-encrypted in the command. Bazar decrypts
the native code (ASM code) using the C2 server’s public key and deploys it on a newly-create thread to execute.
To achieve this, it needs to call some APIs, such as VirtualAlloc(), memcpy(), VirtualProtect(), and

CreateThread(). Figure 4.4 provices a partial view of the relevant ASM code.

0ePePAB13F925B3E cnp ecx, PEB9D74D2h
080000013F925B4, jz loc_13F925943
080008813F225B4A cnp ecx, BEA1785CFh
00000AB13F925B50 jz loc_13F92673A
880008B13F?225B56 noy eax, BCX
0OPOPAB13F925B58 cnp ecx, BEA22D952h
080008813F925B5E jnz loc_13F925943
000000613F925B64 lea rdx, [rsp+138h+3rc]
000000813F925B49 lea 8, [rsp+138h+Size]
fO00BAB13F925B6E lcall sub 13F9289C8 : It calls BCryptDecrypt() to decrypt native code.|
00000AB13F925B73 test eax, eax
080008813F925B75 nov eax, B8673118Dh
000000813F925B7A noy ecx, BC3DE5BOFh
[T 1]
000POPB13F972818B loc_13F97281B: ; CODE XREF: sub_13F9725a4+2431]
88BBABB13F972818 mouy rax, [rsp+BB8h+var_B8]
080pBOB13F972820 mav rcx, rsi ; ;lpAddress,
00000OB13F972823 mou rdx, rbx ; dwSize,
000000B13F972826 mov r8d, 18h ; flHewProtect, ;;;;;3 Bx18 PAGE_EXECUTE
0000DOD13F97282C noy r9, rdi
000000B13F97282F | call rax ; VirtualProtect()|
000000B13F972831 nov ecx, 6F9CAEGBN
000000B13F972836 jmp short loc_13F9727D9
L1 1]
000000813F9728DB nov [rep+BB8h+var_%08], r13
000000013F9728ER noy [rsp+BBBh+var_ 98], @
000000B13F9728ES xor ecx, ecx
000000813F9728EA xor edx, edx
0000DOB13F9728EC lea r8, Thread_Fun
88BBABB13F9728F3 mow r?, rbx ; The buffer of native code that will be executed in ThreadFun()
000000013F9728F3 H
00000OB13F9728F6 lcall rax ; CreateThread() |
000000B13F2728F8 nov ecx, BCO6F3CLGBh
0000DOB13F728FD jmp short loc_13F972895
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Figure 4.4. A code snippet of Bazar handling received native code.

As with other commands, it also replies with a status to the C2 server in a same way. The messages could be

» <«

“program is running” or an error status like “no code”, “no memory”, and “program start error”, etc.
Command 100:

When Bazar receives this command, it terminates itself by calling the API TerminateProcess().

Conclusion

The second part of this analysis is all about the Bazar payload that was downloaded by the Bazar loader. I have
shown the three primary anti-analysis techniques used by this Bazar variant. Furthermore, I also showed how
Bazar communicates with the C2 server, what control commands Bazar supports, as well as what malicious things

Bazar is able to do on a victim’s device with those commands.

At this moment, this particular Bazar’s phishing campaign is still active and are frequently being captured by
FortiGuard Labs.

Fortinet Protections

Fortinet customers are already protected from this Bazar variant with FortiGuard’s Web Filtering and AntiVirus

services as follows:
The Bazar loader download URLs are rated as "Malicious Websites" by the FortiGuard Web Filtering service.
The downloaded files are detected as "W64/Bazar.CFI!tr" and blocked by the FortiGuard AntiVirus service.

The FortiGuard AntiVirus service is supported by FortiGate, FortiMail, FortiClient and FortiEDR. The

Fortinet AntiVirus engine is a part of each of those solutions. As a result, customers who have these products with

up-to-date protections are protected.

We also suggest our readers to go through the free NSE training -- NSE 1 — Information Security Awareness,
which has a module on Internet threats designed to help end users learn how to identify and protect themselves

from phishing attacks.

I0Cs:

URLs
hxxps[:]//miraclecarwashanddetall[.]Jcom:443/cgi-bin/req5
hxxps[:]//caexidom[.]bazar

hxxps[:]//ektywyom].]bazar

hxxps[:]//emliwyyw][.]bazar
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hxxps[:]//uhymeked[.]bazar

hxxps[:]//ibykwyyw][.]bazar

hxxps[:]//elicuhem[.]bazar
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Learn more about FortiGuard Labs threat research and the FortiGuard Security Subscriptions and

Services portfolio.

Learn more about Fortinet’s free cybersecurity training_initiative or about the Fortinet NSE Training

program, Security Academy program, and Veterans program.
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