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Foxconn electronics giant hit by ransomware, $34 million ransom

By Lawrence Abrams

Published: 2020-12-07 - Archived: 2026-04-05 13:04:12 UTC
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Foxconn electronics giant suffered a ransomware attack at a Mexican facility over the Thanksgiving weekend, where

attackers stole unencrypted files before encrypting devices.

Foxconn is the largest electronics manufacturing company globally, with recorded revenue of $172 billion in 2019 and over

800,000 employees worldwide. Foxconn subsidiaries include Sharp Corporation, Innolux, FIH Mobile, and Belkin.

BleepingComputer has been tracking a rumored Foxconn ransomware attack that occurred over the Thanksgiving weekend.
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Today, the DoppelPaymer ransomware published files belonging to Foxconn NA on their ransomware data leak site. The
leaked data includes generic business documents and reports but does not contain any financial information or employee's

personal details.

Home Proofs Leaks Mirror Tor search... .

Foxconn Technology Group (Foxconn (NA)):

URL

http://foxconnjobs.us/

Details

This ecosystem — Wisconn Valley — will comprise a
thriving community of partner organizations that are
intimately linked and interact with each other to develop
technological solutions.

Images:

Example files:

Shake hand meeting.pptx (451Kb)

Eight Piece Equipment ID Test.pdf (67Kb)

DRAFT_REPORT.docx (130Kb)

Certificate ISO 9001 2015 FM 681090 expire 2020-12-24.pdf (384Kb)

DoppelPaymer ransomware data leak site

Sources in the cybersecurity industry have confirmed that Foxconn suffered an attack around November 29th, 2020, at their

Foxconn CTBG MX facility located in Ciudad Juarez, Mexico.

This facility opened in 2005 and is used by Foxconn for assembly and shipping of electronics equipment to all regions in

South and North America.

"Our 682,000 square ft building was established back in 2005, and is located in Ciudad Juérez, Chihuahua, Mexico, just
across the border from El Paso, Texas. [..] Foxconn CTBG MX is strategically located to support all Americas region,"

the Foxconn CTBG MX web page describes the facility.

Since the attack, the facility's web site has been down and currently shows an error to visitors.
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- HTTP Status 404 — Not Found b+ = O X
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HTTP Status 404 — Not Found

m Status Report
[Messagef e o]

The origin server did not find a current representation for the target resource or is not wiling to disclose that one
exists.

jApache Tomcat/8. ]

Foxconn CTBG MX facility website

If you have first-hand information about this or other unreported cyberattacks, you can confidentially contact us on Signal

at +16469613731 or on Wire at @lawrenceabrams-bc.

Attackers demand $34 million ransom

Sources have also shared the ransom note created on Foxconn servers during the ransomware attack, as can be seen below.

[# foxconnhow2decrypt.txt - Notepad2 — m] X
File Edit View Settings 2
D@ s mnlasEe ok w

1 Foxconn. ~

2
3Your network has been hacked.

4Your ID: 152

5

sYour files, backups and shadow copies are unavailable until you pay for a decryption tool.
7

g If no contact made in 3 business days after the infection

afirst portion of data will be shared to public at )

10 WELD : / /i Hrer s, drl s gy Foion, 101 2 a0l BB o nrt v oni on

11 and all the rest will remain unreachable to you.

12

13

14 TO SAVE YOUR DATA FROM DESTRUCTION:

15

16 DO NOT RESET OR SHUTDOWN your PC or server.

17 DO NOT RENAME/ MOVE/ DELETE the encrypted and readme files.

18 DO NOT USE ANY RECOVERY TOOLS that is aimed to restore encrypted files.

19

20

21 TO GET YOUR DATA BACK contact us on your personal page:

22

23 1. Download and install Tor Browser: https://www.torproject.org/download/
24 2. Run the browser and wait for initialization.

25 3. Copy to the address bar:

26

Foxconn ransom note

Included in the ransom note is a link to Foxconn's victim page on DoppelPaymer's Tor payment site where the threat actors

are demanding a 1804.0955 BTC ransom, or approximately $34,686,000 at today's bitcoin prices.
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Wellcome to file retrival X EI@
&« c @ & thw73ky2jphtcfrwozeSddk B v O & Q search ams » é)
DoppelPaymer ket
Foxconn NA.
Your network has been hacked and
encrypted.

This page and your decryption key will expire in 21 days after
your systems were infected.

Sharing this link or email will lead to the irreversible removal of
the decryption key.

All your files, backups and shadow copies have been encrypted
and currently unavailable.

Any attempt to recover your files without the
decryption tool leads to the data destruction..

DO NOT RESET / SHUTDOWN - files will be damaged.
DO NOT RENAME / MOVE / DELETE the encrypted and

readme files. ‘Online chat

DO NOT USE ANY RECOVERY SOFTWARE that is aimed to
restore the encrypted files.

Any of the above makes the file recovery

Foxconn victim page on DoppelPaymer's website

In an interview with DoppelPaymer, the ransomware gang confirmed that they attacked Foxconn's North America facility on

November 29th but did not attack the whole company.

As part of this attack, the threat actors claim to have encrypted about 1,200 servers, stole 100 GB of unencrypted files, and
deleted 20-30 TB Of backups.

"We encrypted NA segment, not whole foxconn, it's about 1200-1400 servers, and not focused on workstations. They also
had about 75TB's of misc backups, what we were able to - we destroyed (approx 20-30TB)," DoppelPayment told us about
the attack.

In a statement to BleepingComputer, Foxconn confirmed the attack and said they are slowly bringing their systems back into

service.

"We can confirm that an information system in the US that supports some of our operations in the Americas was the focus of
a cybersecurity attack on November 29. We are working with technical experts and law enforcement agencies to carry out
an investigation to determine the full impact of this illegal action and to identify those responsible and bring them to

justice."

"The system that was affected by this incident is being thoroughly inspected and being brought back into service in phases,"

Foxconn told BleepingComputer.

Torrance in California, Newcastle University, Hall County in Georgia, Banijay_Group SAS, and Bretagne Télécom.

Update 12/8/20: Added statement from Foxconn.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/foxconn-electronics-giant-hit-by-ransomware-34-million-ransom
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