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&2 Tool: Pallas

Names Pallas

Category Malware

Type Info stealer

Description (Lookout) A custom written Android surveillanceware implant Lookout named Pallas.

<https://info.lookout.com/rs/051-ESQ-475/images/L.ookout Dark-
Caracal srr 20180118 us v.1.0.pdf>

Information

MITRE ATT&CK  <https://attack.mitre.org/software/S0399/>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool Pallas

Changed Name Country Observed
APT groups
I
Dark Caracal — 2007-Jun 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=25871a26-5b93-4181-bde1-98a5a3646237
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