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Executive Summary
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Sample Information

(Filename) powergmgmt.dat

(MD5) 60308FA05380F183BF76F2ACFBE8E145

(SHA-1) 57B248D18B9EE4106A5922A25EB03F7A9B637D42

(SHA-256) F28D5CCDC79B0FCC02BE021435252F466A0C41786D9840E43A44EBDF821D3E95

Execution flow
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1. Installs Malware 3. Sends Ping Mail
(Regsvra2.exe) (Device Info)
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4. Receives Command Mail & Execute

Malicious DLL powermgmt.dat

2. Exfiltrates Data ‘

—
Screenshot Keylogging Files
T12! 3. AlphaSeed ZZA|A

Stage 1. Malicious DLL

1. Create directory & copy itself
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3¢ » 2% 023 (C) » AHEXRL > User » .edge

o|& sge g 8 37
powermgmt.dat 2023-05-15 23 11.. DAT &% 8,211KB
- tmpSfbbcdbo6bi50.bat 2023-05-15 2% 11.. Windows HiX| T}& 1KB

T2 4. edge C|EI EE|

2. Execution method check
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o EXE7} Ot AL, regsvr32.exe /s “%USERPROFILE%\.edge\powermgmt.dat”

3. Autorun with Registry
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e Registry Path: HKCU\Software\Microsoft\Windows\CurrentVersion\Run
e Key: MS_SecSvc

e Value: regsvr32.exe /s “%USERPROFILE%\.edge\powermgmt.dat”” /t REG_SZ /v “MS_SecSvc” /f
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4. Self-deletion
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o BAT file: %USERPROFILE%\.edge\tmp[time_calulate].bat
e BAT file 2: %USERPROFILE%)\.edge\tmp[time_calulate].bat
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Original DLL Delete

el "C:\Users\User\Desktop\{Filename}.d11"

st "C:\Users\User\Desktop\{Filename}.d1l1l" goto repeat
L "%~TO"

BAT File Delete

t
"C:\Users\User\.edge\tmp5fb7971fccfcf.dat"

exist "C:\Users\User\.edge\tmp5fb7971fccfcf.dat" goto repeat
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= 1. Rp7 AN BAT mpd

5. Reload DLL
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Stage 2. powermgmt.dat

1. Struct Initialization

02
e

2|0 28t “agent_Agen” FZEH|E £7|5ICE 0] TEM = AL A3

Stage 27} MM =|H, obd

Al &t =ICH

Press enter or click to view image in full size

Type Description
browser Browser information
tmoutinit Initialize timeout

tmoutSshot Screenshot timeout
tmoutKeylog Keylogging timeout
tmoutRestart Restart timeout
info Device information(UID, OS, ETC})
modulePath Loaded module cath
lockedKLogger Keylogging stop flag
mbox_cmd cmd mailbox Info
mbox_files files mailbox Info
mbox_klog klog mailbox Info
mbox_ping ping mailbox Info
mbox_shres shres mailbox Info
mbox_sshot sshot mailbox Info
wg Wait group
stop Flag to stop

I 2. agent_Agent 7L A
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Parsing Parsing
RSA Public Key RSA Private Key
r A 4
Generate RSA Decryption
Random Key (RC4 Key)
Y Y
RC4 Encryption RC4 Decryption
(File Data) (File Data)
y
RSA Encryption
{RC4 Key)
\\ /
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3. Collect data from infected machine
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Function Name Description
alpha_naver_crawl_spy_agent_agent__ptr_Agent_goKeylog Keylogging
alpha_naver_crawl_spy_agent_agent__ptr_Agent_goSshot Take a screenshot
alpha_naver_crawl_spy_agent_agent__pir_Agent_rtRestart Restart current process
& 3. Function List
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o Keylogging filepath: %USERPROFILE%\.edge\cache_w.db
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4. C&C communication initializing using Naver Mail
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powermgmt.dat ChromeDP Naver Mail

1. Set Cookies for Login

2. Login to Naver Mail

3. Send Result

A

4. Execute Script for Mail Data

5. Send Mail

T12] 9. ChromeDPE S5t 40| I EAl TEAM|A
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- \"domain\": \".naver,com\",\n"

- \"expirationDate\": 1715928010.89989,\n"

" \"hOStUHly\“! false,\n"

" \"httpOnly\": false,\n"

s \"name\": \"NID_JKL\",\n"

" \path\": /A", \n"

- \"sameSite\": null,\n"

\"secure\": true,\n"

\'session\": false,\n"

il \'storeld\": null, \n"

© L vaweys Vv«
}:\n"

5 {\n"

\"domain\": \".naver.com\",\n"

y \expirationDate\": 1683960022.232498,\n"

\"hostOnly\": false,\n"

- \"httpOnly\": false,\n"

N \“name\": \"NID_SES\",\n"

a \Vpath\": \"/A\Y,\n"

i \"sameSite\": null,\n"

g \"secure\": false,\n"

B \"session\": false,\n"

e \"storeld\": null,\n"
- \'value\": \"AAA
"D1Yxtemcml 2q+Wk L4t VwFyTa#
"8FHNNaJmedPhoafdh7Dhed69l
"n/s8fNhvmFdothcFqQG1)JHp
"PJIm3jil/1yK4S+nLrImycxY

T ,"\I"I"
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‘= README.md

About chromedp

Package chromedp is a faster, simpler way to drive browsers supporting the Chrome DevTools Protocol in Go
without external dependencies.

Installing
Install in the usual Go way:

$ go get -u github.com/chromedp/chromedp

72l 11. ChromeDP

Press enter or click to view image in full size

JavaScript

Al0| O}, chromedp2h= 27t O 7HA]|

C}. AlphaSeed= ol| & BIAlS Edl| EH

Array.from{document.querySelectorall(”.folder-item”)).find(el => el.textContent.includes( ' cmd")).click();

url = location.href; words = url.split(”/"); words[words.length - 1]

A3

rir

J12l 12. ChromeDPE S5 A3 =
Press enter or click to view image in full size
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[ conhostexe (5480)
= ‘W regsvr3Zexe (5708)

=) ga§ cmd.exe (5352)
g conhost.exe (848)
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= chrome,exe (5504)
@ chrome,exe (6105
€ chrome.exe (4296)
¢ chrome,exe (5728)
¢ chrome,exe (6532)
¢ chrome,exe (6324
¢ chrome,exe {2052)
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Mailbox Name Description

cmd S| 3 oHo| MF=|of QU= HEE

ping HHE Al AH e FEI MEE0] U= oLE

files ZHE A|A-OIAN B OHU0] MEE0 A= oE

shres SHANZRE Y2 Y 43 2Pt MEE/of = oY

sshot Y MAHe] X 31H0| MY A= HLE

klog HYE AlAEe| 7|22 20| HEEC = oYY

= 4. Mailbox List

{“uid”:”886xxxxxxxxxx”,”platform

9.9

windows amd64",”ver”:

{“major”:1,”minor”:2,”build”:0},”time”:1683982504982 }

Press enter or click to view image in full size

ping 4/ 6
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eJwlixjGugrAMBuUCIPP22Bxy CiXybPJIKrCpUigDaus
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rBAAD|[OmsHAD= T 7

eJwlxsEOgiAMBUBXMI+5BwgszrTNTDGpocxMkAPh
3Q2378DmBKXOlqkksYazCJ+5rkjakordFEvi9T1bCZA
ThNzXogSjv2gBMCEF8uSY TnErNBuSOwelxGljz2fich
PXgaWEAAP|ZcollA== &
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Command Function Name Description
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4 onCmdPutFile SAXZ2LE Y2 o|o|ElE U= Y4
5 onCmdGetFiles UYE A" DY &5 % HY

= 5. Command 2 2tA 3l 2|

ZHE AL M RS PEE Zt2to ofjd

Il

oo
Hu
gl
([
ot
n

Press enter or click to view image in full size

Name Type Mailbox Description
cache widh File klog 7122 tlo|E T
memdmp Directory sshot oA=& ﬁﬁclﬂﬁgﬂlﬂlﬂﬂ XEE
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ATT&CK Matrix
e Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001)

Persistence

Defense Evasion
e System Binary Proxy Execution: Regsvr32 (T1218.010)

Collection
e Input Capture: Keylogging (T1056.001)

e Screen Capture (T1113)
e Archive Collected Data (T1560)

Exfiltration
o Exfiltration Over Web Service (T1567)
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