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Zloader Strikes Back

Published: 2024-02-14 - Archived: 2026-04-05 13:01:37 UTC

Recently, we came across an update from PolySwarm regarding a new Variant of Zloader. Zloader is a malware
based on Zeus, which has been targeting financial institutions and its customers. This blog gets into the nuances of

the new techniques used by Zloader.

Technical Analysis

It was observed that Zloader had very few Import functions and it was obfuscated and threat actors were making

sure that Zloader only runs with the filename “IonPulse.exe”.

VL u— g w s e
var_d44= dword ptr -44h

var_48= byte ptr -48h

sub rsp, 5C8h

mov [rsp+5CEh+var 44], @

lea rcx, alonpulseExe ; “"IcnPulse.exe”
call sub JFFES1849788

Mo [rsp+5CBhtvar 58], rax

cmp [rsp+5CBh+var_Se], @

jnz short loc_ 7FFE5184E111

loc_7FFB51B4E111:

call sub_7FFE51858958

test al, 1

jnz short loc 7FFES1G4E124

loc_7FFES1B4ELIZA:
call sub_7FFES1B47ERD
xor eax, eax
Mo BCX, eax

Figure 1: Precheck before running

Once it checks that the name is IonPulse.exe, it gets the handle of Ntdll.dll using CreateFileA.
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sub
Mo
ma
ma
M
xor
div
M

rsp, 78h
[rsp+78h+var _C], edx
[rsp+78h+var_18], ecx
eax, [rsp+78h+var ]
ecx, 268h

edx, edx

BCXK

[rsp+78h+var_14], edx

il e 5

loc 7FFES184D3AD:

movsxd rox, [rsp+78h+var_14]
lea rax, dword JFFE5186ACDE
cmp dword ptr [raxtrcx*4], 2
jz short loc_7FFE51840084
J
et 5=
movsxd rox, [rspd78hdvar_14]
lea rax, dword_ 7FFES5186ACDES loc_7FFBE51840084:
mowv eax, [rax+rcx*4)] mowv eax, [rsp+78h+var_18]
cmp eax, [rsp+78h+var_C] sub eax, @
jnz short loc 7FFES1B4DBEE movsxd rcx, eax
| | lea rax, gqword 7FFES1@6AGES
Mo rax. [raxtrcx*s8]

Figure 2: Mapping API with hashes

var_l8= gword ptr -18h

var_18= gqword ptr -18h

var_1= byte ptr -1

sub rsp, 98h

mow [rsp+98h+var_18], rdx
mow [rsp+98h+var_18], rcx
Mo rcx, [rspt98h+var 18]
call sub FFFES1864458

Mo [rsp+38h+var_38], rax
xor ecx, ecx

Mo edx, BB3E383DFh

call sub_7FFBR51861118

mowv rcx, [rsp+98h+var_38]
Mo edx, S0008888h

Mo réd, 1

Xor rod, rod

Xor rled, rléd

Mo dword ptr [rsp+98h+var 78], 3
Mo [rsp+38htvar_70], @
Mo rsp+38h+var 63], @
mow [rsp+98h+var_28], rax
Mo rax, @FFFFFFFFFFFFFFFFh
cmp [rsp+38h+var_28], rax
dinT zhnrt Tne FFEARRIAANTTA

Figure 3: CreateFileA
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It is making use of the above mentioned Function in Figure 2 to resolve the API.
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It gets the handle of Ntdll.dll using CreateFileA.

48:834424 50 mov gword ptr ss:frsp+50f,rax rax:ReadFile
45: 8E4424 78 mov rax,gqword ptr ss:lrsp+7Ej rax:ReadFile
48:834424 48 mov gword ptr ss:Brsp+4s],rax rax:ReadFile
31C9 XKOF ECX,ecx

BA &B946B8B0 mov_edx,E068946E

ES 1F390100 €all ionpulse.7FF79EAE1110

48: BE4C24 48 mov rcx,gword ptr ss:|rsp+42j

4B8: 8B5424 50 mov rdx,gword ptr s rsp+50]

44:8B4424 58 mov r&d,dword ptr ss:frsp+ssl

4C:8D4C24 T4 1ea ra,qword ptr ss:frsp+74]

45:31D2 xor riod,riod

48:C74424 20 00000004 mov gword ptr ss:[frsp+zof,0

FFDO call rax rax:;ReadFile
89C1 mov ecx,eax

Figure 4: Reading ntdll

Then uses ReadFile to copy the contents of Ntdll.dll. Before doing that it allocates memory using VirtualAlloc.

[55 lonPulse.exe (2208) Properties

General Statistics  Performance Threads Token Modules Memory  Enviromment Handes GPU  Comment

Hide free regions
Base address Type Size Protect.. Use Total WS Private WS Shareable WS Shared WS Locked WS
0x7ffe0000 Private 64kB R USER_SHARED_DATA 4kB 4kB akB
0x7382c00000 Private 2,0498kB RW PEB 12kB 12kB
0x7382e00000 Private 1,024kB RW Stack (thread 2412) 12kB 12kB
0x25e13cflo00 Mapped B4kE  RW Heap (ID 2) 4B 4kB
0x25213d10000 Mapped 34kB R 34kB 34kB 84kB
0x25213d30000 Mapped 16k R 16 kB 16kB 16 kB
0x25e13d40000 Mapped 4kB R 4kB 4kB
0x25213d50000 Private 8kB RW 3kB gke
0x25e13d60000 Mapped FE0kE R C:\Windows\System32Yocale.nls 148 kB 148 kB 148 kB
0x25e13e70000 Private 1,024kB RW Heap (ID 1) 948 kB 943 kB
0x25e13f70000 Private 1,024kB  RW Heap segment (ID 1) 754 kB 764 kB
0x25e14070000 Private 2,048kB RW Heap segment (ID 1) 1,016 kB 1,016 kB
0x25e14270000 Private 4,096 kB RW Heap segment (ID 1) 4kB 4kB
¥ 0x25e 14340000 Private 1,796 kB RW 1,780 kB 1,780 kB
0x25214840...  Private: Commit 4kB RW 4kB 4kB
b 025214841, Private: Commit 1,012kB RX 1,012kB 1,012kB
0x25¢1433e...  Private: Commit 260kB R 260 kB 260 kB
0x2521437f000  Private: Commit 36k RW 20k8 20kB
0x25214988...  Private: Commit 52kB R 52kB 52kB
0x25e14995...  Private: Commit 16k RW 16 kB 16 kB
0x25e14999...  Private: Commit 416kB R 416 kB 416 kB
0x7ff7725c0000 Mapped 1,024kB R 20 kB 0 kB 20ke
0x 777600000 Mapped 140k R Fa kB TE kB Te kB
Ox7FF77eb90000 Image 196kB WX CiWsersUser\Desktop\lonPulse. ... 184 kB 24kB 160 kB
0x7fafac40000 Image 1,952kB  WCX C:iwindows\System32'KernelBaze. dil 244 kB 32kB 212kB 212kB
0x7ff3f9910000 Image 892kB  WCX Ci\windows\System32ernel32.dIl 172kB 24kB 143 kB 143 kB
~ Ox 7Fafaba0nnn Image 1,796 kB WCX Ci\Windows\System32'ntdll. dll 708 kB 44 kB 654 kB 632kB
0x7ff3f5bal...  Image: Commit 4kB R C:\Windows\System32'ntdll. dll 4kB 4kB 4kB
e 0x7ff9f9bal... Image: Commit 1,012kB RX C:\Windows\System32'ntdll. dll 476 kB 4kB 47248 452 kB
0x7ff9f9c%e,..  Image: Commit 260kE R C\Windows\System32ntdll. dll 144 kB 144 kB 132kB
Ox7FAf9cdf00  Image: Commit 12kB WC Ci\Windows\System32'ntdll. dll 4kB 4kB 4kB
Ox7ffafoce2...  Image: Commit 24kB RW C:\windows\System32'ntdll. dll 24 kB 24kB
0x7ff3f9ce8...  Image: Commit 484kE R Ci\windows\System32'ntdll. dll 56 kB 16 kB 40 kB 40 kB
0x7fffffe0000 Private 64kE R

Figure 5: Ntdll.dll copied

Above figure shows the copied content of Ntdll.dll.

wwwwwwwww e ¢ g e
foacze o4 R FEXTVAFEOETPrOTEcE 00007FF9F9922430 <kerneliz.virtua
33F2 00 CRpgEax=0 REX  O0007FFGLESDECDO <ionpulse.option

¥ 75 DA jne ionpulse.7FF61EBEQ37S BCLX  O00001ASGCDF1000
CEB424 ATO00000 0O mov byte ptr Irsp+ 0 BDX  00000000000FAOCS
v EB 2F jmp iony REF  000000000000000
v EE 00 Jmp ion RSP 00000015 48F9FOL0
v EB 00 Jmp ion| RSI  000000154912A000
8B4424 78 mo’ X, OO 3 RDI  0D00000154912A000
894424 2C mov dword ptr ss:[rsp+2C], eax
B9 BE§15273 mov_ecx,7352818E
EB 5525FFFF call ionpulse.7FFE1EED2BED g B e
soct mOVRE XIS . . Ei0  0000000000000000
§§é;2“ b 23; 23;;3”:5’“ pr ssifrsprach Eil  0000000000000246 L
894424 78 Emy &, eax R1z  0000000DODDDOOOD
~ ES CAFDFFFE Jmp &0 R13  0000000D0DOOOOD
C6Ba24 A7000000 01  |mov R14  000000O0DOOOOOOD
8Ag424 A7000000 mov R15  0000000000000000
it
FEECO movzx eax,al RIP  0DDO7FFGlESED364 ionpulse. 00007FF
48:81C4 ABDDDDOO add rsp,A8
B ez = RFLAGS _ 0000000000000300
Serhnecst 0 o o aro
48:894C24 30 mov qword ptr
48:C74424 28 0000000( mov qword 5! CFO TF1 IF1
48:884C24 30 mov_rcx,gword prr ss:lrspi3oll
EB A4030100 I A R AT ; <
48:83C0 70 add rax,7o rax:virtualProtect
48:83€0 28 add rax,2s rax:VirtualProtect + | Defeult (x64 fastcal)
Smiamnt e St me o S rcx_000001A56COF1000 D0DDDLASGCDF1000
> 0c9 0cs

5. VirtualProtecis r2 0000000000000020 0000000000000020

r9 0000001548F9F074 00000015 48FSFQ74
: [rsp+20] 37C9A3BDB3151618 37CIAIEDE31S16!

Figure 6: VirtualProtect

After copying Ntdll.dll it is using VirtualProtect to change the memory protection accordingly.
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EA A4AFZEET mov edx,B7 36AFA4

E8 AES30100 call ionpulse.7FF7210A1110
4C: 8BESCZ4 90000000 mov ra,qword ptr ss:|irsp+20]
4C: 8B3CZ4 ADOOOOOO mov riil,qword ptr ss:|rsp+ac]
4C: 8B9424 BOOOOOOOD mov rio,qword ptr ss:|frsp+Eod
458:8D8C24 53010000 lea rcx,qword ptr ss:|frsp+138]
48: 809424 CS010000 Tea rdx,qword ptr ss:[frsp+1Csf]
45:31C0 xor r&d,rs8d

4C1835C24 20 mov gword ptr ss:frsp+z20f,ri1i1
48:C74424 28 00000000 mov gword ptr ss:frsp+zs]),0
48:C74424 30 00000000 mov gword ptr ss:[frsp+320],0
4C:1835424 38 mov gword ptr ss:ffrsp+38),rio
48:C74424 40 0000000 mov gword ptr ss:[rsp+40],0
48:C74424 48 00000000 mov gword ptr ss:[frsp+438],0
C74424 50 01000000 mov dword ptr ss:|frsp+s5of,1

e FFDO call rax rax:RtlCreateProcessParametersex
89C1 mov ecx,eax
3iDz2 xor edx,edx
EE F2510000 call ionpulse.7FF721D94FC0D
A9 01000000 test eax,l
=== ~ 75 18 jne ionpulse.7FF721DSEDED

Figure 7: Creating msiexec.exe

It is making use of RtlInitUnicodeString, RtlCreateProcessParametersEx to create a structure which can be used

by NtCreateUserProcess later. Then it make use of Associated syscall to NtCreateUserProcess to run msiexec.exe.

e.exe - Thread: Main Thread 464 - x64dhqg - X
ourites  Options Help  Jun 15 2023 (TitanEngine)

P ITINUY

askpoints B MemoryMap [ CallStack =@ SEH  |o/Saipt  Esymbok <> Source - References W Threads M Handes  §7 Trace

48: 694424 38 mov qword ptr ss:[rspr3s),rax ~ 5
C74424 34 00000000 |mov dword ptr ss:frsp+24],0 Hide FPU
48:8B4424 38 mov rax,gword ptr s rsp+3sj -~
441884C24 5C mov rad,dword ptr ss:[rsp+scl BAX  EENHHIEFRFFSESTAL . 5 S .
4C:B84424 50 mov rg,qword ptr ss:rspesol REX  00007FFG1ESDEODD <ionpulse.optionalueader.a
4B8:8B5424 48 mov rdx,gword ptr s rsp+as] BLX 000000000000005C Ay
48:BB4C24 40 mov rox,gword ptr 5 rspf-m] BRX 000002017E830000
4C:ED5424 34 lea rio,qword pti p+34] REF  0000000000000000
4C: 895424 20 mov_gword ptr ss: [rsp ZU],I’lU RSP 0000009CDEOFF530
| | FFDO call rax RSI  0000009CDAF38000
89C1 mov ecx,eax RDI  0000003CDAF38000
31C0 Xor eax,eax \
83F9 00 = =
FEA AN ' D 2E 2E . 00007FFE1EED0000
~ 7C OF .
8B4424 5C = EQ‘E ] ) e
3p4424 24 0 0F1F8400 00000000 0p dword ptr ds: [rax+rax],eax
0F94C0 . . r10.r
Seiicd a3 4C:8ED1 mov 1D,_;K o
sa4424 23 0 BE& 3A000000 mov eax,3A ELHAH
FRirE . F60425 0B03FE7F 01 |test byte ptr ds:[7FFE0308),1
a8: azca 7g ¥ v 75 03 ne 28D9ED55495 | 0000TEFG1EEDFFAS
Fr——— OF05 NtWritevirtualMemory
48:83eC 48 ¥ o] ret
895424 44 14 %E
48:894C24 3E @ 2 o=
48:8B4C24 3£ % a ret v
B0 01 mov a i
4B8:8339 00 cmp qwnr‘d ptr ds:[rex], < >
o e ?3V1§ﬁ551§§”;§§s{2325042 - | Default (4 fasteal) =[5 =00 uiocked
rEr- e o 1: rcx 00000D00000000SC 000000000000005C
> 2: rdx 000002017E830000 000002017E830000
3: r& 00007FFE1ESD0000 ionpulse.00007FF61ESD0O000
4: r3 0000000000030547 0000000000030547
5: [rsp+z0] DOODDOSCDBOFF564 000000ICDBOFFSG4
e: $FFAS #F3A8 < >

) ) B @ '00000D0000000000D R
Yhoump 4 WWoumps @ wetcht  [x-lLlocdls 4 Struct 0 00007FF61E8D8148 |return to ionpulse.00007FFGLEEDE148 Tro
[Asc1z T TA] 2000005CDBOFFS 40| 494C000000005345

Figure 8: Syscall

It was making use of Syscall to Write into msiexec.exe and had allocated memory before doing that. This syscall

is related to NtWriteVirtualMemory which is Similar to WriteProcessMemory in WinAPI.
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General Statistics Performance Threads Token Modules Memory Environment Handes GPU Comment

Hide free regions

Base address Type Size Protect... Use Total W5 Private WS Shareable WS Shared W5 Locked W5
Dx7ffe0000 Private 54k8 R USER_SHARED_DATA
0x3ddS400000  Private 2,04818 RW PEB 12k8 12k8
Dx3ddS600000  Private 512k8 RW Stack (thread 4000) 4k8 448
0x1b44fdD0000 Private 12868 RW k8 8k8
0x1b44fd20000  Mapped 84k8 R 3248 218 218
~ 0x1b44fd40000  Private 256k8 AW 200 k8 200 kB
0x1b44fd40000  Private: Commit 196K8 RWX
0x1b44fd71000  Private: Commit S0kE RW B msiexec.exe (4820] (01 b44Fd40000 - Ox1b44Fd71000) - u *
Ox7dfSF020000  Mapped 2,147,483,... NA
Dx7HfEd41e0000  Mapped 140k8 R 00000000 [ld 52 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 00 ~
0x7#3f9ha0000  Image L7%6KE WEX C:Windows\S¥S  0napa30 00 00 60 00 08 00 00 00 0 00 0O 00 dO 00 Q0 00 ..eneeoensnonn..
Dx7fftfe0000 Private §4E R 00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 &8 . ..L.ITh

00000050 69 73 20 70 72 &L 67 72 6l &d 20 €3 €1 €e ée 6 is program canno
00000060 74 20 62 &5 20 72 75 6ée 20 69 6e 20 44 4f 53 20 t be run in DOS

00000070 &4 6f 64 &5 2e 0d 0d Oa 24 00 00 00 00 00 QO OO

00000080 2d 47 ed c% &3 26 23 Ja €9 26 83 9a 69 26 8

00000090 7d 44 82 9b 62 26 83 Ja 69 26 82 9a 6a 26 8

000000a0 ad 53 &0 9b 62 26 83 92 69 26 83 %9a 68 26 @

000000b0 ad 53 81 9b 68 26 83 92 52 69 63 68 69 26 83
000000c0 00 00 00 00 OO 00 00 OO 00 00 00 OO0 00 00 Q0
00000040 50 45 00 00 &4 &6 06 00 c4 98 7b 65 00 00 00
000000e0 00 Q0 00 00 £0 00 22 00 Ok 02 Oe 1d 00 7e 02
000000£0 00 54 00 00 00 00 00 00 40 e0 00 00 00 10 00
00000100 00 00 &d le £& 7£ 00 00 00 10 00 00 00 02 00
00000110 06 00 00 00 OO 00 00 OO 06 00 OO OO 00 OO QO
00000120 47 05 03 00 00 04 00 00 ca ea 02 00 02 00 &0
00000130 00 00 10 00 00 00 00 Q0 00 10 00 00 00 00 00
00000140 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00
00000150 00 Q0 00 00 10 00 00 OO 00 00 0O 00 00 00 00
00000160 dc 9e 02 00 28 00 00 00 0O 00 03 00 47 05 QO
00000170 00 e0 02 00 a4 01 00 00 00 00 OO0 00 00 00 OO
00000180 00 £0 02 00 Oc 00 00 Q0 00 00 00 00 00 00 00
00000130 00 Q0 00 00 00 00 00 40 00 00 00 00 00 00 00
000001a0 00 Q0 00 00 OO 00 00 OO 00 00 0O 00 00 00 00

Re-read Write Go to... 16 bytes per row ~

Figure 9: Zloader injected in msiexec.exe

Then makes use of another syscall to the adjacent function of NtProtectVirtualMemory, to change its memory
protection to ‘Execute’. Along with that it will use Syscall associated with NtGetContextThread,
NtSetContextThread and NtResumeThread. Doing this it is hijacking the Thread.

45:804424 30 Tea rax,gword ptr _ss:[rsp+30] rax:LoadLibrarya

18:894424 20 mov qword prr s=:repizo],rax [rsp+20]:"wininer.d11", r (G2 FE
31C9 xor ecx,ecx - = X TRl
£5 A1370100 i oisoanaiio BB oosooosoodooonoo
48:BB4C24 20 mov_rcx,qword ptr ss: [ rsp+20] [rsp+20]: "wininet.d11" ELX  OODDOOBEFCATFIED "wininer.d11"
FFDO call rax rax:LoadLibrarya ERX  0000000000000137 L'z
48:894424 58 mov gword ptr ss:frsp+5s],rax rax:LoadLibraryA REP 0000000000000000
48:837C24 58 00 cmp qword ptr s=z:[frsp+ssd,o ESE 000000BZFCATF1EO0
v 75 10 Jne 20EB09ED993 RSI  000000D0OOD00DO00
Xor ecx,ecx RDI  000000DDOODOODOD
BA 9BEF9BE0 mov_edx,B098EF9E
£8 51370100 €all zofsoa01110 M GeTITTEITEETIEED
Figure 10: Loading wininet.dll
It will then load wininet.dll and ws2_32.dll using LoadLibraryA to connect to C2.
4 EventProperties — [m| X
Time ...
1855 & event & Process £ Stack
18:59:... 1
1859 Date: 10/02/2024 12:58:57.3612016
1859 )
1350, Thread: 3664
18:59.... Class: File System‘
18:59 . -
350, Operation: WriteFile
18:59:... Result: SUCCESS
::ig Path: C:\Users' IR opData\Roaming'\PfisqgilonPulse.exe
18:59... Duration: 0.0001604
18:59:...
1:@--- Offset: 0
13:59"' Length: 182,784
1859 Priority: Mormal
18:59:...
18:59:...
18:59:...

Figure 11: Self Copy
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It will then make a self Copy in AppData\Roaming

b e e mms e g
II = ) s ) )
[ 9 Event Properties — O X
Process

msiexd & Event {Br Pracess £ Stack

msigg

msiexd Date: 10/02/2024 19:10:08.4739447

M Thread: 5620

msiens

msiexs Class: Process

msiems Operation: Process Create

msiens

msiesd Result: SUCCESS

msiems Path: Ch\Windows'\System32\reg.exe

msiens

msiex Duration: 0.0000000

msigg

msigg

ms!ems ARE\Microsoft\Windows\ CurrentVersion\Run /f /t REG_5Z /v lonPulse /d "\"C:\Usersh, \ppData‘\Roaming'\Pfjsgg\lonPulse.exe\""

msiens

msigg

msigxg
T lonFul

Figure 12: Run Entry

Persistence is ensured through the Run registry and msiexec.exe starts connecting to C2 and then IonPulse.exe

exits.
By this we can see that Zloader has started using Syscall for evasion, along with loading new Ntdll.dll.

We at K7 Labs provide detection for Zloader and all the latest threats. Users are advised to use a reliable security

product such as “K7 Total Security” and keep it up-to-date to safeguard their devices.

Indicators of Compromise (IOCs)

FileName Hash Detection Name
TonPulse.exe 71C72AD0ODA3AF2FCAS3A729EF977F344 Trojan ( 005afb2c1 )
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