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 Tool: XMRig

Names XMRig

Category Tools

Type Miner

Description
(FireEye) XMRIG is an open-source Monero cryptocurrency miner. It has variants for
CPU, NVIDIA GPU, and AMD GPU mining.

Information

<https://paper.bobylive.com/Security/APT_Report/APT-41.pdf>
<https://securelist.com/miner-xmrig/99151/>

<https://asec.ahnlab.com/en/60845/>
<https://asec.ahnlab.com/en/66114/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.xmrig>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:XMRig>

Last change to this tool card: 19 June 2024

Download this tool card in JSON format

All groups using tool XMRig

Changed Name Country Observed

APT groups

  APT 4, Maverick Panda, Wisp Team 2007-Oct 2018  

  APT 41 2012-Jul 2025

Other groups

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d713097f-61f3-4e1a-a1a0-c542a23a0999
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  Pacha Group 2018-May 2019  

3 groups listed (2 APT, 1 other, 0 unknown)
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