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TREND MICRO LEGAL DISCLAIMER 

The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice. 
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied 
on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise. 
Trend Micro reserves the right to modify the contents of this document at any time without prior notice. 

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise 
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the 
translation are not binding and have no legal effect for compliance or enforcement purposes. 

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any 
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk. 
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document 
shall be liable for any consequence, loss, or damage, including direct, indirect, special, consequential, loss of business profits, or special damages, whatsoever 
arising out of access to, use of, or inability to use, or in connection with the use of this document, or any errors or omissions in the content thereof. Use of this 
information constitutes acceptance for use in an “as is” condition. 
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Related Hashes (SHA1): 

Detection SHA1 

RANSOM_CRYPRAAS.SM  

768a22143494bc93e77c8a11e7a132d97404ac9e 

  a8f05055d67fc3a3e7515303f0713f91076d0cca 

  220ac7da08ccccb37dd519b248206d6fdbc112d3 

  123dd6ef839dd502a10070f0242d925bf75ce96e 

  5c3dea998069caf238662ce63d45ac413d018d8b 

  9ef6c211b73a89c936aa98bbd5f7348a5f7cb5fc 

  7dec876e024677077073a6b9a55f582116e8a0ca 

  660475e5f93dc962bb0376313e7af1b3dabe5097 

  fa06a884b17cd35a51ccad89f0e1795979266b2e 

  f61a88b220e7f4fb922d0d5070754111ac31d522 

  83dda319953c1769e3dc14ae9bafc17c0b4a68e3 

  5d0cb76c35b308010e837b7e7345f06058e891b9 

  df752fd6926b03ebc1ce1922d5791ef0abd5bf77 

  b2e0ef8991c43816e18d4b97238b2a1b5355c541 

  7590929b5ae74397c716998da0b5cdf18597a9f0 

  a347112b590b406c243387699977b17821a64da2 

  145d6a86c5da4dcef1be47c70c6be4c4eebb0b44 

  a42e28586c76d999d0ab4d1f04f28ea7818b68e7 

  c2399174be7e36d899f1cf3f3b14eb69060878a2 

  8ee97173ab899d3559aa298e9b272f995d477ce7 

  b3c237410a7727569765ac7574751da9d450d850 

  7fc0004dbfae00f50489fa67f35374b510c9c058 

  ad6f4281d786532337d8583faf2a438ed599af39 

  db4835cca59235984bc234a5c461a245dba69bc8 

  f538b0fd6a55b68f129cff2682f43c6e80810253 

  8c5c112a5e062ff69165a8cf9656987cd344701e 

  045153cebf1ce6298055b420fbff85da3a9029e8 

  fc183608db02091bee55360ffc40486347a026da 

  5086fd95a2db1d9df911cf2bf181f79456dd6647 

  15d9c04d49f029b0298b892473fe1bd2839c04d8 

  81e74e8a9cdd2255e2036ab78b8b0ea61b5f7dfa 

  af1475814d340e9a4f17aa9eb55a98bc51770d48 

  79e80b85ae61f3ec9a6eafa51264b8fb7cba1fda 

  30835d837b522a956de92f6c9a099c87cf752017 

  b4df21de384c30f9fa0d372cc8d47ab2ec9a7ab6 

http://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/ransom_crypraas.sm
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Detection SHA1 

  f761dac7f3fc82e1cdec1fd922071142824459e2 

  2e421adf0da9800f3eac1368ed79970712deb740 

  b4ee9cf7a37ac9df68ec0e729193be9c0c98409f 

  d434504cfa211e6a8a5cc57a45b6febb33c027e9 

  965f1e8d68c7df4d01fd2084b84eac0c328c5d6b 

  879ae505e7b98a836966a38cc2841e19a6dc489d 

  3c658e0611c637eecdd50822dc20293b0bc25135 

RANSOM_CRYPRAAS.B   1dbc546dc267c399f3f8c69172aff06ddb35f828 

http://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Ransom_CRYPRAAS.B
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