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o

Emotet, in general, is a banking trojan. Identified in-the-wild for the first time in 2014 as a stealth info stealer
(mainly targeting banking informations), emotet has evolved to a sofisticated trojan over the years; Now having

funcionalities that goes from simply keylogging to self-spreading (as worms do).

The main campaign of the malware is through malspam. Using the “urgency” pretext, emotet make his victims by
malicous documents with a macro embedded, malicious scripts or malicious links. Then, the pretext comes with

subjects like: “Your Invoice”, “Payment Details” or an upcoming shipment from well-known companies.

Emotet uses some tricks to evade and prevent his detection and analysis. The malware will check for common
malware analysis tools (like IDA or Wireshark), check if it is running on a virtual environment and remain sleep,

and every sample comes packed or encrypted.

Today we will be covering the unpacking of a sample from emotet family.

Page 1 of 12



https://estr3llas.github.io/unpacking-an-emotet-trojan/

Reconnaissance

sha256: 3a9494f66babc7deb43f6579f28c44bd9bd4b3237031d80314ae7eb3526a4d8f
md5: ca@bacd3elcab1691a7670a5f23baefs

First, we need to know if the sample is definitely packed. Lets open it on DiE.

We can see that it is a 32-bit binary, made in C/C++ and having a certificate stored in the overlay section

(WinAuth(2.0))

Looking at the entropy, we see that the binary has 89% chance of being packed.

Entropy — O >

Offset Size Count

Y

00000000 100 -

packed(89%)

Size Entropy Status Name

223745 not packed PE Header
20283 packed Section(0)[".text']
85374 not packed Section(1)[".rdata']
71047 not packed Section(2)[".data']

00000400 00017400 7
00017800 00002800 5
00012000 00000200 4

Diagram

[] Grid

40,000 60,000

We can confirm it by looking at the sample on IDA.
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IDA shows some indicators of packing, like:

e Lack of subroutines on a malware this sofisticated.

o Lack of internet-related APIs

e Main (start) function seems small and doesn’t have any WindowsAPI or indirect calls.

But, we can have the proof of it by looking into common packing APIs:

e CreateProcessInternalW()

e VirtualAlloc()

e VirtualAllocEx()

e VirtualProtect() / ZwProtectVirtualMemory()

e WriteProcessMemory() / NtWriteProcessMemory()
e ResumeThread() / NtResumeThread()

e CryptDecrypt() / RtiIDecompressBuffer()

e NtCreateSection() + MapViewOfSection() / ZwMapViewOfSection()

e UnmapViewOfSection() / ZwUnmapViewOfSection()
e NtWriteVirtualMemory/()
e NtReadVirtualMemor

NBwme 2

Searching for VirtualAlloc(), we will soon find the subroutine that probably is the responsible for unpacking the

malware.
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I P

loc_ 417D9A:
Attributes: bp-based frame Mo [ebptvar_18], eax

Mo edx, [ebptvar_18]

sub_ 417058 proc near mow dword_41C1E8, edx
mow eax, dword 410184

var_l4= dword ptr -14h mow dword_41C1A8, eax

var_l@= dword ptr -18h Mo dword _41C1B4, @

var_C= dword ptr -@8Ch Mo ecx, dword 41C1ES

var_8= dword ptr -8 add ecx, 182F@h

var_d4= dword ptr -4 Mo dword_41C1B4, ecx
Mo eax, [ebptvar_18]

push ebp mow esp, ebp

mov ebp, esp pop ebp

sub esp, 1l4h retn

mov  [ebprvar_4], 4oh ; ‘0" | | NI

mowv [ebp+var C], @

mowv eax, dword 41C1A4

mov [ebp+var_14], eax

mov [ebp+var_8], @FFFFFFFFh

mow ecx, ds:virtualalloc

mov dword_41C213, ecx

push [ebptvar_4]
push eesh

push [ebp+var_14]
push [ebpt+var C]

mov ecw, dword 410213
push offset loc_4170D9A
push eCx

retn

3]

Now it gets a little bit more complicated. The red box marks an “abnormal epilogue”. An “abnormal epilogue’

occurs when we have some pushes into the stack and not a single pop before it returns.

You can notice that ds:Virtual Alloc is being moved into ecx, then ecx is pushed onto the stack and the

return is called, meaning the call of VirtualAlloc().

After calling ecx (VirtualAlloc), the return will execute the second push from the stack (osffset loc_417d9a),

executing whatever is present on the second block, and then the real return will come.

Normally, after the code finishes the unpack, we will have a indirect call to it.
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Jtext:@e417FeC loc 417F@C: ; CODE XREF: start+8Ftj
text:@a417FeC call sub_417DE@

Jtext:88417F11 mow edi, edi

dextieed4lv7rL3 Mo ecx, 417BC4h

Jtext:88417F18 maw edi, edi

Ltext:88417F 1A zub ecx, 4

text:88417F1D mow edi, edi

text:88417F1F Jmp eCx

We can confirm it by looking at the end of the main function, which has an “jmp ecx”.
Again, take notes of the address. 0x00417F1F.

Unpacking

So we got two addresses to set breakpoints in:

We can open it on x64dbg, search for those addresses (Ctrl+G), and then set the breakpoints.

Type Address | Module/Label /Exception State Disassembly Hits| Ssummary
Software

00417E3F | emotet.bin Enabled |add esp,4 o

00417F1F | emotet.bin Enabled |jmp ecx o]

By going to the “jmp” breakpoint and scrolling down, we will encounter another abnormal set of instructions. This

time, a subroutine is being pushed into the stack and not popped, the the ret makes the call to that subroutine.

| 00417C324 8B1S B4C14100 mov edx,dword ptr ds:[41C1B4]
e 004L7C3A 52 push edx

®| 0D417C3BE Cc3 ret

Following it on the dump, we can see that it is the newly allocated memory.

=2 BB15 B4C14100 mov edx,dword ptr ds:[41C184]

52 push edx
c2 ret
5D pap ebp
c3 Fet
pals int3
= ints
55 push ebp
BBEC mov ebp,esp
8845 08 mov eax,dword pur ss:febp+al
05 F7130000 add eax,13F7
HJ pop ebp
€3 ret
cc ints

edx=458 L'j"

dword ptr ds:[emoter.0041C1684]=021D02F0

.TeXt:00417C34 emotet.bin:$17C34 #17034

’ 7 "

Gibump 1 lDump2  @hoump3  @oump4  Moumps B watch1  Ix=llocals 5P Stuct

—

Address | Hex

021D02F0 |55 88 EC B1|EC 80 00 00|00 C7 45 F4]00 00 00 00|U.)
02100300 (C7 45 F4 00|00 00 OO EE|O9 8B 45 F4 |83 CO 01 B3| CE
021D0310|45 F4 81 7D|F4 D5 DC 32|00 73 12 6A|58 6A 00 &D|£6.}
021D0320|4D 98 51 EB|SE F& FF FF|83 €3 asfn.
021D0330| 89 45 F8 8B|45 08 89 45 |8C

021D0340|EB EB F4 FF|FF 83 C4 04|ES
021D0350| AD BB 4D |BC
02100360 | Insd (User C"-‘:'E}—_'E 88 40 Fo|03
021D0370|FO 89 55 90|88 45 90 OF [B7
02100380 | F3 FF FF 05|20 11 10 00|89
021D0390| 89 45 80 E8|98 F3 FF FE |05
021D03A0| 88 4D 80 51(EB 87 F& FF|FF
02100380(55 80 52 88|45 83 50 8B|4D
021D03C0| 83 C4 OC BE|55 80 52 BE|45
021D0300| 83 C4 08 58|40 94 51 8D|55
021D03ED| 85 CO 75 04|23 CO EB 1A |83 7

LE0 85 30 28,

Having the knowledge of the abnormal epilogue, we will stepover until the ret is called and take us to another

stage of the unpack.
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Tenp-101

Now, we will have to stepover that code and analyze all those calls(e. g. call 21CF710).

After some analysis, we eventually will find the call to 3AF830, which has some interesting code:

ae
z
i
dnsgRaEuunaasEenay

e
i i
W w

HOMMON O R SR e A e WO NG AD R G600

We can see that this subroutine is using “stack strings” as a form of evasion/obfuscation. This piece of code tries
to obfuscate the passing of arguments “LoadLibraryExA” and “kernel32.d1l” to the call 21CFE10. And many

others.
As we know what is happening here, lets go straight to the return of that subroutine.

After returning to the main unpacking subroutine, we notice that the upcoming calls has the same mechanism as

3AF830.

But, the last one is important. Since the code inside of it is different, is worth a analysis.

B

[T -

EEX+50:715 progran Cannet be Fun in DOS mode.\r\ringT

Fenpes]: Mz

oz
P

ecx:THE"

mevzx eax,word p
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We can assume that edx is a call to VirtualAlloc, because some of the parameters passed to it are common

parameters passed to VirtualAlloc itself.

push 40 as: PAGE_EXECUTE_READWRITE (flProtect) && push 3000 as: MEM_COMMIT /

MEM_RESERVE

To confirm it, we stepover to that call.

EIP

w

021CFFC7
021CFFCA
021CFFCD
021CFFDO
021CFFD1
021CFFD4
021CFFDS
021CFFD3
021CFFD2
021CFFDE
021CFFEL1
021CFFES i
021CFFEA
021CFFED
021CFFFO
021CFFF3
021CFFF&

€

ES

E8 EZFBFFFF
83C4 0OC
C745 F4
EE 09

BB4D F4
83C1 01
894D F4
8B5S E4
OFB7 42 06

00000000

edx
mov dword ptr
mov eax,dword
mov ecx,dword
push ecx
mov edx,dword
push edx
mov 2ax,dword
ush eax
21CFBCO
esp,C
dword ptr
21CFFF2
ecx,dword
ecx,1
dword ptr
edx, dword

add
maov
Jmp
mav
add
mav
mav

maovzx eax,word ptr
P P e )

ss:lebp-120, 2ax
ptr ss:[febp-1cl
ptr ds:[eax+54]
ss:febp+Cl

ss:[febp-180

ptr
ptr

ss:febp-cll,0
ssifebp-Cll
ss:[febp-cll,ecx

ptr Bebp-1cl
[de+6]

ptr

551
ds

febp-187:"MZ"™

rebp+C1:"mMz™
[ebp-187:"MZ™

Edx=<kernel3z.virtualAlloc> |

021CFFCS

Knowing the return of that API is the base address of the recent allocated memory, we can follow the address in

& i - P850 - Thrpack Msin Thersd 5075 - o =
Fa Vew Oebgy Traocg Fligm  Foortes Optors  Hep My {Faan€ngne)
. DE il tael tulsEesin nEg RS
Wou e (Do ® mespons  WMewoymae  (casus o [soot  Wsybes  Osre  Odeeves  WTvesss e 0 oo
5 Euik kn FrERET
el TIOCHIEC
SUAfE el
RUTLEER S U
[ebg-141" ewe” e orcercs
BRLAE  ss0mt
1 M1 Ao
aro sa ora
503 o o 2
sov eax,dwerd pre ssifeno- o
Bush eax LASTIrrar  OOGOCOTF ([RROR_MOC_MOT_FOUG )
Euik & LASESTATUS CONOGLES (STATUREMTRNPOINT_NOT. FOUAD)
S eex, dwerd
mov_ed dwerd pUr dsi [ Ei m: ;im:
. - - a2
[z Teba 18T o3 o33 55 DOIE

push edi
Bov eax,dword por 55ifenp-16)

ﬁ HT‘ [

Teberls uz

Pebsa1stzmz=

ST(0) DIOEH0000M000030000 ATFD Loty 0.
FT(1) DHR0H00000050050 ML LRTY

Ednn2295000

B w1 i)

CEEEEEEEE]
8288338888

03 03
00 00
00 05
o3 03
03 00
00 00

§8E888E88EE80EERE|
BEEES2E222222288%

B2283388822822838)
3| 32EE222828832882]

>
[petnit =

[Time Wiasted Bebuirpng: D:56:4140

~Bwme 0 W

After stepping over a little bit more, we will notice that memory being populated, more specifically after the call

to 21CFBCO.
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®|| DZ1CFFDSB 50
o 0z1cFFD9 ES EZFEFFFF | €a11 21cFBco |

EIP >u B3C4 0OC o =
#| D21CFFEL C745 F4 00000000 mov dword ptr ss:ffebp-CJ,0
@) 021CFFES8 ~ EB 09 jmp 21CFFF3
#| DZ1CFFEA SB4D F4 mov ecx,dword ptr ss:[febp-CJ
® || 0ZLCFFED B3C1 01 add ecx,1
& 0Z1CFFFOD 594D F4 mov dword ptr ss:|febp-Cll,ecx

—— & | 021CFFF3 8B5S E4 mov edx,dword ptr ss:|[febp-1C]

#| D21CFFF6 OFB742 06 movZx eax,word ptr ds:[edx+&]
* £

esp=0019FEA4 &"MZ"™

C "\

021CFFDE

Popump1 W Dump2 @Y Dump 3 B4 Dump 4 B4 Dump 5 B watch 1 Ix=lLocals 2 Struct

Address | Hex ASCII

02290000 | 4D 5A 90 00|03 0O OO0 OO|O4 OO OO OO|FF FF OO0 OO0 |MZ. .. .u. e VY. .

02290010| B8 00 OO0 OO|00 OO OO0 00|40 00 OO0 OO0|00 OO0 00 00 ... aa. .- I

02290020| 00 00 OO OO|00 OO OO0 OOD|00D OO0 OO0 00|00 00 00 D0 @u e enecnnnennns

0225003000 OO OO OQO|00 OO OO OO(0QO OO0 OO0 OO|BE 00 OO0 00| ... eeeeaann .

02290040|0E 1F BA OE|QD B4 0% CD |21 BS 01 4C|CD 21 54 &8 o '.I!L.Lf!Th

02290050| 69 73 20 70|72 6F &7 72|61 6D 20 63|61 6E 6E &F(is program canno

02290060| 74 20 62 65|20 72 75 GE|(20 69 6E 20|44 4F 53 20(t be run in DOS

02290070| 6D &F 64 65 |2E OD OD 0OA |24 00 OO0 00|00 OO0 OO OO0 mudﬁ....$ .......

02290080 |AF DF 0D CB|EB BE &3 958 |EB BE 63 98(EB BE 63 98| [R.ES%C.&%C.8%C.

0229009096 C7 86 98|CF BE &3 98|96 C7 BD 98|EA BE 63 98|.C..IMC..Ck.8%cC.

022900A0|52 69 63 GS5|EB BE 63 98(00 00 00 0O(00 00 00 OO(RIicCh8%c.........

022900B0 | 00 OO OO0 OO|00 OO OO0 00|50 45 00 OO0 |4C 01 O4 Q0] ... PE..L.

022900C0( 3B 92 9E SC |00 00 OO0 00|00 OO0 00 OOD|EQ OO0 02 OL|j.uNeceesas- a.

02290000 | 0B 01 OC 00|00 CE OO OO|00D 50 OO0 00|00 00 00 00| ..... I...P......

022900E0|AD C9 00 00|00 10 00 00|00 EOQ OO0 00|00 00 40 00| E....... a....3.

022900F0| 00 10 OO0 OO|00 O2 OO0 00|06 OO0 OO0 Q00|00 00 00 D0 @ueeeecannennns

02290100| 06 00 OO0 OO|00 OO OO0 OO0 |00 40 01 00|00 04 00 00 @ ueeenees [

Then, we have to continue to stepover until the subroutine finishes populating that memory.

We will know it finished when we encounter a return.

®|[0Z10015F 50 push eax
e| 02200190 8B40 FO mov ecx,dword ptr ss:ebp-10]
¢|[ 02100193 s1 push ecx ecx: "MZ"
|| 021001594 E8 CTFAFFFF call 21CFCe0
e | 0z1D0199 B3C4 OC add esp,c
o|[0z10019C 8B55 08 mov edx,dword ptr ss:febprs] [ebp+87:"MZ"
o || 021D019F 8842 15 mov eax,dword ptr ds:[edx+15 ledx+181:"Mz"
»|( 0ZIDD1AZ BB4D E4 mov ecx,dword ptr ss:|ebp-icC
e|[02100145 0341 28 add eax,dword prr ds:Eecm:S]
o/ 02100148 B8B5E 08 mov edx,dword ptr ss:|lebp+s] [ebp+8]:"MZ"
o | 02100148 8942 10 mov dword ptr ds:[edx+10],eax edx+10:" E@"
o || 02Z1D0LAE 5B45 FC mov eax,dword ptr ss:[ebp-4]
e |(0ZIDD1BL S0 push eax
e[ 02100182 8B4D 08 mov ecx,dword ptr ss:febprs] rebp+87:"MZ"
® || 02100185 8B51 15 mov edx,dword ptr ds:[ecx+158]
#|(0ZIDD1BE 52 push edx
e | 02100189 8845 08 mov eax,dword ptr ss:[ebp+s] febp+8]:"MZ"
o | 0z1p018BC 8848 10 mov ecx,dword ptr ds:[eax+10] ecx: "MZ"
o |[021001BF s1 push ecx ecx:”
® | 021001C0 5855 05 mov edx,dword ptr ss:[ebp+sl febp+81: "MZ
»|(0ZaDDACE BB4Z 14 mov eax,dword ptr ds:[edx+14] Medx+147:"MZ"
e|[021001CE 50 ush eax
e 021001C7 E8 O4FDFFFF call 2iCFEDO
o | 0z1D01CC B3C4 10 add esp,10
o || 021001CF 584D 08 mov ecx,dword ptr ss:[ebp+s] febp+87:"MZ"
e| 0zap01D2 8379 08 00 cmp dword ptr ds:[ecx+8],0
----¢ || 021D01DE| ~ 75 OF jne 21D01E7
i ®| 02100108 5855 05 mov edx,dword ptr ss:[ebp+sl [ebp+81:“"MZ"
] ®|(0Z1DDIDE BB4Z 1B mov eax,dword ptr ds:[edx+1E] Medx+187:"MZ"
1 e|ozi001DE 50 push eax
! ® (| 021D01DF E§ 7CFOFFFF call 21CFBs0
i efloziDD1ES B3C4 04 add esp, 4
L--se|021001E7 B8 01000000 mov eax,l
0, 1EC BBEE mov esp,ebp
1
” T
o|[021001F3 cc ints
®|(02ID0DAFS cC int3
o[ 0z1D01FS cc ints
®( 021001F6 cc intz
e|[021001F7 cc int3
“l<
021DO1EF
1
$hoump1  Whoumo2 | YlDump3 | YWDump4  @HDumps @ watchi  Ix-llocals i Struct
Address | Hex
02290000 [4D] 54 90
02290010(B8 00 0O
02290020 (00 00 0O
02290030( 00 00 0O
022900400 1F BA . 1 8|..%.. iTh
02250050| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E GF |15 program canne
02290060 (74 20 62 65|20 72 75 GE(20 69 GE 20|44 4F 53 20|t be run in DOS
02290070 (60 GF 64 65|2E 0D OD DA|24 0D 00 00|00 OO OO OO 5
02250080 | AF DF 0D CB|EB BE 63 95|EB BE 63 98 EB BE 63 35
02290090(96 C7 86 98|CF BE 63 98(96 C7 BD 98|EA BE 63 28
022900A0(52 69 63 68|EB BE 63 98|00 00 00 00|00 0O OO0 OO
02290080( 00 00 00 00|00 00 OO0 OO(50 45 00 00|4C 01 04 00,
022900C0( 38 92 9E 5C|00 OO0 00 00|00 00 00 00(ED 00 O3 01;
02250000(08 01 0C 00|00 CE 00 00(00 50 00 00[00 00 OO0 00.
D22900E0(AQ0 €9 00 00|00 10 00 00|00 EO 0D OO 0
022900F0 (00 10 00 00|00 02 00 00|06 00 00 00(D0 00 OO0 00|...
02290100(06 00 00 00|00 00 00 00[00 40 01 00|00 04 00 00)...
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After all of this, we can finally dump that memory.

The dump is made by:

right-clicking the first byte -> following it on memory map -> right-click > dump memory to file

Another way of doing it is: Opening the process in process hacker (administrator), searching for the

address marked in dump, then dumping to a file.

[85] Emotet.bin (3600) Properties — O x
Handles GPU Disk and Metwork Comment
General Statistics Performance Threads Token Modules Memary Environment
Hide free regions Strings... Refresh
Base address Type Size  Protect... Use 2
Ox6a0000 Private 1,024kB RW Heap 32-bit (ID 1)
Ox7Fa000a Private 256 kE RW Stack (thread 8028)
OxFel0oao Private 1,024kE RW Stack 32-bit (thread 5028)
Ox8e0000 Private 256 kB RW Stack (thread 2760)
Ox920000 Private 1,024kE RW Stack 32-hit (thread 2760)
Oxa 20000 Mapped 2048kB R
Oxc 20000 Mapped 1,540kE R
Oxdb0000 Mapped 20,934kE R
Ox21c0000 Private 63 kB RWX
Ox21e0000 Private 256 kE RW Stack (thread 8356)
Ox 2220000 Private 256 kE RW Stack (thread 5692)
Ox 2260000 Private a4kB RWX
Ox 2230000 Private a4kBE RW Heap 32-hit (ID 3)
W 02290000 Private B0kB RWX
0x2290000 Private: Commit B0kE RWX
Ox22d0000 Private a4kE RW Heap 32-bit (ID )
Ox22e0000 Private 1,024kE RW Stack 32-bit (thread 8358)
Ox 2320000 Private 1,024kE RW Stack 32-bit (thread 5692)
0x71b7F0000 Image a4 kB WCX C:Windows\WWinSxS\wE6_microsoft.. ..
0x73b30000 Image 40 kB WCK C:\Windows\SyswWOwe4\orypthase.dll
075350000 Image 640 kB WICK C:\Windows\SyswoOwe4\apphelp.di b
Ox 75620000 < >
Close
Unmapping

If we open the recently dumped file on IDA for example, it will be completely scrambled. The reason for this is

because the binary may be unaligned or mapped, so we need to align and unmap it.

To align and unmap it, we will open the dumped binary on PE Bear.
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& PE-bear 05 i B - o x
e Setings Niew Comgare nla

~ [ 022900006 Xl i 52N 2 B
DS Header L)
W oS s 6123486783 ABC0ET 01334856783 ABCOET

“ T HTHesden BOAD B 3T 32 CT 4% 34 T NF T £7 73 72 5B C7 BE 38

e B9 TR T AP I TEZD €7 48 3G TBIT IF 3C AT 05
e Header XU A3 C7 95 30T T ITRC AT G mICTEE 34 RIT
pklonaFicas SO PP AE A SD 64T 88 30 TR U F 0B 3 4F 3ECT
Soction Hesdes B 853 B ITIT €D CH 14 BA €7 05 40 T8 IT IT 33
v Soctiomt BOND 64 TT A4 7 05 44 TR FF IT I3 AD TL B CT B 4B
- % ot BRSO TR T IT OF 66 39 AR €7 88 4G TB TT TP 52 30 53
b P« £080 NEID DS C7 U8 80T ETITOC 30 KB a4 mIT
£ e D PP 7430 2D CT S 64 TB P V33 7607 8S T
Em BEW  §5 S B TTIT BS B OF B4 €7 85 40 T8 TT IFAE
* e Imgan Da 92 65 7 95 € 7007 2T P 22 00 70 2 sk 52 |
Overlay Ditsirme et Geearsl  DOSH:  Rxhbde  Febid  OptiealHg  SestonMan B SeieRelec
+
[Mame  Rawsdn fawsice Vietual addh, VenalSae Charscterstics Firto Rekec. fum,of Reloc,  Fum. of Lintsum
om0 O 0D 4 e o ]
> smbm 0 B 0 soowa 0 o o
s DEN 100 RO W om0 ] ]
>oatec HOO 80 130 e e ] ]
& x
_anan
Fooo
Fie: Calliersfim |23/ Deskaspemetet rejan S229000bin Chack tos upaitey

2 0€ - F v BEwEHDENSS O LS KB Nemme T B

As you can see, we don’t have the import tab, meaning we need to unmap the binary.
The unmap process is simples. It will take 4 steps:

1. Change the Raw Address to the same as Virtual Address.

2. Ajust the Raw Size by subtracting the first sectin by the second, and so on.

3. Copy the adjusted Raw Size to the Virtual Size.

4. Fix the Base Address in the Optional Header (The same as the dump address).

You can subtract those values with the windows calculator and the “programmer” option.

After that, we have the Unmapped Binary:

[ Fe-bear 0032 - 0 X
Fie Gsings View Compare Info
[ 02290000 bin"

Eiw 230 ® B o
DO Header L

W oo 0t 3 3456T83ABCDET
v . HTHesders BcA0 66 ST 80 7 88 34 FBIT T G733 T3 48 G7 8R38
Sigaature BCBD TR FF T AT K6 TX XD CT 8 30 UB PE IV 3CAT 08
Fie Header WO AD ST 4K 30 TH T TP BC 6T 05 83 €3 46 34 TR AT
OptsonsHeses 2000 TT AT LA 85 €4 C7 66 38 FB TP OT 00 31 4T 3E T
Suction Hiadias: BCED 8% 3CTE T ITCDCI L1 SACT 8N 40 TR UT AT 33
“ Sections IO 04 NT A4 G786 44 TR TV ET B3 AD TA B GT 85 48
-2 e EIOD  TBFF T T 0C 3D AG €T 88 45 TBFF T OC 10 81
= Bz C5AD W10 BC C7 86 EO TR FT NF OC 3C B3 I7 7 45 64 TR AT
& i BEi0 T N4 BO SCADCT K SH TR IF T B %30 85 67
& e EE30 @8 5C TH T IT E3 TI 0K 36 CT 88 0 TE OT ITAX
o ariee JI40__ o4 ¥3 €6 7 85 §4 TR FYFF T3 33 M TG ST 85 63
Dvery Donwm tmt  Gemenl  DOSKdr | RichHa&  Flebdr  OptionalHd  SetonHdn | 8 Baefeke.
+
Neme  Fawiddd. Rawsite Vs Asdn VewsSze Chasdterics FuioReec Num.of Relsc, Mum.ef Lisenuen.
om0 DMO W0 Doca s 0 o o
> ordwaEO0 00 EIO 1000 ] o o
> das FOO 400 OO 2000 coms 0 0 o
rdoc 13000 40 13000 e A0 0 o o

Stk lonpdies

§ v B E el E NS O 40088 cewme s B
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DC Size of Uninitialized Data 0 ~
EO Entry Point COAD A Mame Date modified Type Size
E4 B f Cod 1000 3 Quick access
= AT - 7/22/2023 1152 PM File folder
I Desktop - — - -
EC Image Base 3390000 N | ] 02290000.bin 7/22/2023 11:48 PM BIN File 20 KB
ection Alignment ‘ A __| Emotet_2290000.bin 7/22/2023 11:51 PM BIN File ED KB
Now, all we have to do is save the new binary.
Binary name -> right-click -> Save the executable as...
. .
Confirming
To confirm all we’ve done , let’s open it on IDA.
[ YT rpr— - o
Fe Ed Jumg  Seach Veew Debugpe Opioss  Windows  Help
HH e G085 ) E @0 A A X b D O el e et | % T
| N |
.Lh.rbm-wkf.rm-hnm Data [ Unexplored | External symbol [l Lumina function !
| Fesers oo x| @ e [ <IN g B B Fiex Vw1 ® srutres e s & e & s
Furction name b
apTE -
Sub_TISE000 Aex
b _JISECED £
BTS00 s
prigiseoy e
b _YIECA) ew
i scain =
prgreoed s
b _IMCCED Sex
b _YNCON Sex
ub_JISCEQ0 new
b _TISCEED £y
ﬂﬁ.??‘??&?: ::
prygssce -
ub_150X0 L
ab_150500 P
Rb_TIS0630 C
iyttt s
Sub_YOUEDS Sex
b _JS0AM e
b _13504E0 o
Lne el
. Srach overviem o8 x
—_-'w oe x
| Please emeek the EdiriPluging menu fer e information. -
Using FLIRT signatwre: SEH for vel-14
Propagating type information,..
ks erastion has been prepagated
The initial s ais has been finizhed.
| Eathing "Tspacrs™... ek -
= || |
All: sdle Dews Bdak: 7108
2 0@~ NDF v BEH-HDE NS O 408 ~Bwme U0 B

As you notice, now we have plenty of functions to analyze, and assuming by it’s strings and imports, the malware

is unpacked but has a severe method of encryption and dynamic linking.
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IDA View-A x [ Strings B © Hex View-1
Address Length Type  String

=" .data:0225F.. 00000007 C Hekr Te

E data:0229F... 0000003F C yDw1sD=F |Q=@hMeVoD=PgHuF 1[x51U|5gYy |JsH=5rMx@1QpMxR =F|SrLs\r [FsTb
‘s’ .data:0229F... 0000000B C yDeF ~=Ers|

‘5’| .data:0229F... 00000006 C hTxGzD

‘s’ data:0229F... 00000027 C |El3sYrevtQ =Bk@eBoyrbw |SeFyruBnLo@ 1@}EnIp

‘s’ .data:0229F . 00000017 C FTXGRYEMrpGIL=TzY=0tLt

El data:0229F ... 00000007 C t0OuFelc

‘s’ .data:0229F... 00000016 C oDad 1Bt ILpStircFny =G |G=Gt@v

‘s’] .data:0229F... 00000033 C TcMXE =MxTeQ|M=P JU=PrTc@x '\ tMoN}O 1Lw JyM=IyM=A|R1G 15xDul=@
‘s’ .data:0229F .. 0000002E C R=Q|EpQ 1@gD 1V ~QyQpG 1LEW FHM 1L mYniD =ImS S 1LuNpBU
El datz:0229F... 00000004 C whDCP X =WuT

‘5’| .data:0229F... 00000006 C HiRdAn

‘5" .data:0229F... 00000006 C 8R?FeD

‘s’ .data:0229F.. 00000005 C Fp= =

‘5" .data:0229F... 00000012 C relvPgii\\JnSnPrce

[ .data:0229F.. 00000012 C ~TeQxOeuxShIroMgho

‘s’ .data:0229F... 00000004 C St01UpAgDb

‘s’ .data:0229F... 000DOOO1E C zMdF 1H|Sq\reFeldQxrcFq@eFyyrzRdyr

‘s’ .data:0229F... 00000003 C InYr}BsFh

‘s .data:0229F... 0000000F C QL myrtxB=To@a

‘s’ .data:0229F... 00000006 C pE@eQty =GhLa

‘s’ .data:0229F... 00000007 C ml~fsHi

El datz;0229F ... 00000012 C oHsArO=PraelsF=5t0

5" .data:0229F... 00000010 C Fy\r}~R=At=VsQp@v \ypGilrcFmyr{L

El data:02240... 00000015 C R =B raf =\WHI}F 1R~V sE=FkD

‘5" .data:022A0... 00000014 C Wn'reBoFtWnirb@oO=NuDw

‘s’ .data:022A0... 00000010 C FrraQrLaW 1@ulhRe

‘s’ .data:02240.. 0000001F C eHpM R0 1BhE@qD =0xExPilrxinirsLeDb

‘s’ .data:022A0... 0000000B C nLpQgirrOrTu

[ .data:022A0... 0000001F C IM~T 1FdIVELE 1vyLgD =5 |StMilrsFIsh

‘s’ .datz:022A0... 00000003 C GrL=AhMz

‘s’ .datz:02240.. 00000D1A C tEtARF =UtDfFo bW |SeB 18 ~NpD

‘s’ .data:022A0... 0000000C C WIRLO 1R ~VoBL

El data:02240... 00000007 C uMePmie

‘5’| data:022A0... 00000017 C mMcWy |[M=PtUzE 1HtOq b OtEL

‘5’| .datz:022A0... 00000005 C 0=M;0

And that’s it for today, hope you liked and learned something from this article. Thank you!!!

Source: https://estr3llas.github.io/unpacking-an-emotet-trojan/
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