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APT3 is Boyusec, a Chinese Intelligence Contractor
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In our last three posts we introduced you to APT3 and identified two individuals responsible for purchasing their
domain names — Wu Yingzhuo and Dong Hao. An IP addresses in Guangdong, China was associated with some of

the domains.

Both individuals have a long history of purchasing APT3 infrastructure. Who do they work for and where do their

orders come from?

Boyusec

Well, the answers to those questions are reasonably easy to find. Wu Yingzhuo (=) and Dong Hao (&) are

both shareholders in the same company.

This listing is for a Chinese cyber security firm called {#fH{Z S, (or Boyusec — the Guangzhou Boyu Information

Technology Company, Ltd) that was licensed in December 2013 and is based in Guangdong. It lists both 2 &

and E & as major shareholders.
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http://company.xizhi.com/GS570782da1f98cc03038b468b/
http://www.boyusec.com/

https://intrusiontruth.wordpress.com /2017 /05 /09 /apt 3-is-boyusec-a-chinese-intelligence-contractor /

r#gRE=EEAaRew

R MR
CELEb g A ]

e EE

S

E3

THEIEAE RS 1030 ( SEREReER ) R

AR | A

PO 2 (L A R

S0.00000075 A R

201 3-12-02

risIRfSERRRNEGE

S -

R
RN -
IR

[

T R AR R 1 1 0 | A EEATRRGD £ A |

MR SRS N RN NS PN BT RALE AT, ESEERra. 5
Loibs e e R i g b e L e e ey SR R Tk

FHEEAAAE, SR R R

PASMTE | 295 / B )

EpEEO TEFEEE : 2015-08-1%

4401 0B00CESIT TS

tidlselk | kiR
e TR | BENEER
201312002
20131202 -

Company listing showing =55 and & as shareholders of Boyusec

The Ministry of State Security

On the 29th of November 2016, freebeacon.com reported that Pentagon intelligence officials had identified

Boyusec as being a contractor for the Chinese Ministry of State Security (MSS). The MSS is one of China’s
Intelligence Services and is an active player in their Cyber programme.
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Pentagon Links Chinese Cyber Security Firm
to Beijing Spy Service

Joint Staff warns of cyber espionage dangers

BY: Bill Gertz ElR e

November 29, 2016 5:00 am

A Chinese cyber security firm is covertly
working with Beijing's Ministry of State
Security intelligence service in conducting
cyber espionage operations, according to
Pentagon intelligence officials

The company known as Boyusec, officially
> s browse online news on desktop the Bo Yu Guangzhou Information
computers / AP. Technology Co., is also working with China's
global telecommunications company Huawei
(v]3]in] s ]S P
Technologies, which has been identified by

U.S. intelligence agencies as linked to the Chinese military

According to an intermnal report by the Pentagon's Joint Staff J-2 intelligence directorate, Boyusec and
Huawei are working together to produce security products that will be loaded into Chinese-
manufactured computer and telephone equipment. The doctored products will allow Chinese
intelligence to capture data and control computer and telecommunications equipment, said Pentagon

officials familiar with the report Toda}’ ,S STORIES

"It's closely connected to the [Ministry of State Security] and Huawei and they are developing a start-

up program that will use malware allowing for capturing and controlling devices," said one official of
Boyusec.

The conclusion?

Either a Chinese InfoSec company called Boyusec, known to be involved with Chinese Intelligence Cyber

operations, has two shareholders with the same names as two apparant APT3 actors, or Boyusec is APT3.
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