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Ragnar Locker ransomware&rsquo;s dark web extortion sites seized by

police

By Lawrence Abrams

Published: 2023-10-19 - Archived: 2026-04-05 23:49:45 UTC

The Ragnar Locker ransomware operation's Tor negotiation and data leak sites were seized Thursday morning as part of an

international law enforcement operation.

BleepingComputer has confirmed that visiting either website now displays a seizure message stating that a large assortment
of international law enforcement from the US, Europe, Germany, France, Italy, Japan, Spain, Netherlands, Czech Republic,

and Latvia were involved in the operation.

"This service has been seized as part of a coordinated law enforcement action against the Ragnar Locker group," reads the

message.
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A Europol spokesperson has confirmed the seizure message is legitimate as part of an ongoing action targeting the Ragnar

Locker ransomware gang and that a press release will be published tomorrow. The FBI declined to comment.
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Ragnar Locker Tor negotiation site seized by law enforcement

Source: BleepingComputer

Who is Ragnar Locker

Ragnar Locker (aka Ragnar_Locker and RagnarLocker) is one of the longest-running ransomware operations at this time,

launching at the end of 2019 as they began targeting the enterprise.

Like other ransomware operations, Ragnar Locker would breach corporate networks, spread laterally to other devices while

harvesting data, and then encrypt the computers on the network.

The encrypted files and stolen data were used as leverage in double-extortion schemes to pressure a victim to pay.
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3 HELLO CAPCOM !

4

5If you reading this message, it means your network was PENETRATED and all of your files and data has been ENCRYPTED

7 by R A G N AR L @ € K& E R !

8

s R S B R R R TR R R SR R TR R B R R R R R R R R S S R R R R R R
10 *YOU HAVE TO CONTACT US via LIVE CHAT IMMEDIATELY TO RESOLVE THIS CASE AND MAKE A DEAL®
11 (contact information you will find at the bottom of this notes)

12

13 EIED WARNING !InD]

14

15D0 NOT Modify, rename, copy or move any files or you can DAMAGE them and decryption will be impossible.

16DO NOT Use any third-party or public Decryption software, it also may DAMAGE files.

17DO NOT Shutdown or Reset your system, it can DAMAGE files

18 m==mmmmmmmmmemmeeem——eeeee -

19

20There is ONLY ONE possible way to get back your files - contact us via LIVE CHAT and pay for the special
DECRYPTION KEY !

21 For your GUARANTEE we will decrypt 2 of your files FOR FREE, to show that it Works.

22

23Don't waste your TIME, the Tink for contact us will be deleted if there is no contact made in closest time and you
will NEVER restore your DATA.

24 111 HOWEVER if you will contact us within 2 day since get penetrated - you can get a very SPECIAL PRICE.
25

26 ! WARNING !

27 ! whole your International Corporate Network was fully COMPROMISED !

28

29 We have BREACHED your security perimeter and get access to every server of company's Network in different
offices located in Japan, USA, Canada.

30S0 we has DOWNLOADED more than 1TB total volume of your PRIVATE SENSITIVE Data, including:

31 -Accounting files, Banking Statements, Budget and Revenue files classified as Confidential, Tax Documents

32 -InteTlectual Property, Proprietary Business information, Clients and Employees Personal information (Such as

M P . TN AR T
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RangarLocker ransom note for Capcom

Source: BleepingComputer

However, unlike most modern operations, Ragnar Locker was not considered a Ransomware-as-a-Service that actively

recruited outside affiliates to breach networks and deploy the ransomware, earning a revenue share in the process.

Instead, Ragnar Locker was semi-private, meaning they did not actively promote their operation to recruit affiliates but

worked with outside pentesters to breach networks.

The ransomware gang also conducts pure data theft attacks rather than deploying an encryptor, using their data leak site to

extort the victim.

According to cybersecurity researcher MalwareHunterTeam, RagnarLocker has more recently switched to using a VMware

ESXi encryptor based off of Babuk's leaked source code.

However, a new ransomware operation named DarkAngels was seen utilizing Ragnar Locker's original ESXi encryptor in an

attack on Industrial giant Johnson Controls.
It is unclear if this new operation is an offshoot of Ragnar Locker, or a rebrand, or if they bought the source code.

The ransomware operation is responsible for numerous high-profile attacks over the years, including Energias de Portugal

(EDP), Capcom, Campari, Dassault Falcon Jet, ADATA, and the City of Antwerp, Belgium.

It has been a bad week for ransomware operations and a win for law enforcement and cybersecurity. In addition to the
RagnarLocker seizure, the Ukrainian Cyber Alliance (UCA) hacked the Trigona Ransomware operation and retrieved data

before wiping their servers.

UCA says they will share the ransomware gang's data with law enforcement.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/ragnar-locker-ransomwares-dark-web-extortion-sites-seized-by-police
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