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Enel Group hit by ransomware again, Netwalker demands $14 million

By Ionut Ilascu

Published: 2020-10-27 - Archived: 2026-04-05 14:09:16 UTC

Multinational energy company Enel Group has been hit by a ransomware attack for the second time this year. This time by

Netwalker, who is asking a $14 million ransom for the decryption key and to not release several terabytes of stolen data.

Enel is one of the largest players in the European energy sector, with more than 61 million customers in 40 countries. As of
August 10, it ranks 87 in Fortune Global 500, with a revenue of almost $90 billion in 2019.

Enel hit with Netwalker Ransomware attack

In early June, Enel's internal network was attacked by Snake ransomware, also referred to as EKANS, but the attempt was

caught before the malware could spread.
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On Octber 19th, a researcher shared a Netwalker ransom note with BleepingComputer that appeared to be from an attack on

Enel Group.
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Netwalker ransom note for Enel Group

Included in the ransom note, was a link to a http://prnt.sc/ URL that showed data stolen from the attack. Based on the names

of the employees in the folders, it was determined that the attack was on Enel Group.
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Screenshot of stolen data shared in ransom note
BleepingComputer emailed Enel Group last week regarding the attack but never heard back.

A few days later, Netwalker confirmed that the victim was Enel Group after they added a message to their support chat,

stating "Hello Enel. Dont be afraid to write us."

Payment ‘ ‘ Stolen data I [ Free decrypt ‘ [ FAQ ‘ I Chat ‘ [ Logout

First. read the FAQ. If you still have questions, you can ask them to the operator.

Operator: Hello! Can 1 help you?

Operator: Hello Enel Dont be afraid to write us. Tomorrow we will make blog post about you or start locking for good hands for
211020 s42] your files

[i\J Message: [I

Captcha code:

(=)
: |v| | Send message B~ ‘

Netwalker chat section for Enel victim page

Typically, if the company does not engage the ransom operator in any way, the ransom doubles after a while. It appears that

this is what happened with Enel, too, as the private chat provided by the attacker has no conversation from the company.

The attacker used this channel to announce that they would initiate the first step towards leaking the stolen data. This means
publishing proof that they have the goods, an attempt to pressure the company into paying the ransom, which is now $14
million (1234.02380000 BTC).
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Payment H Stolen data i Free decrypt H

H All your files are encrypted..
: The only way to decrypt your files, is buying the decryptor. :
: Your user key is: #éaf#H554, you can use it to log in again.
’ The system is automated. After you make the payment and transaction have 3 network confirmations, j
you'll be able to download decryptor.
| Note: We saw alot of companies spending time and money; trying to recover their files, but in last case they still come and ask cur help !
i Cooperating with s, you will avoid damaging your company reputation.

Invoice for payment EXPIRED Status: Waiting for payment

You can buy the decrypter program for your network.

Payment expired! New price: 14000000$ (1234.02380000 BTC)

Decrypter for: ALL NETWORK / ALL COMPUTERS / ALL FILES

Bitcoin address: 7 2oy s 4wl St Al A e Amount for payment: 1234.02380000 BTC

You payed: 0.00000000 BTC

$14,000,000 million ransom demand

Today, the Netwalker ransomware gang added Enel Group to their data leak site and shared screenshots of unencrypted files

from the company during this month's cyberattack.

4 Back to blog siNNE l keigBloo

Enel Group (www.enel.com)

Secret data: HIDDEN DATA

Password: HIDDEN DATA

Around 5 TB of data stolen from Enel Group aka Enel Sp A
In 7 days we will publish first part and start analyze every file for interesting things that will be posted here.

[ Secret data publication in: 5d 13h 41m 53s

[ ALTRE [ Backup GX-OPO I | Energy_Market_Projects
C i
[] AUGUSTA [ Chile SRR
[ BARI [1 Colombia I Facturi_Image_Trust
=] BASTARDO B D - Compartir
[] BERGAMO : l Juicic
=] DOCS J
[ BOLOGNA t N—— - |
ossier impiant
[ BOLZANO e P FiDLogisica oo
| | ompartir
[ BRINDISI — L-J_. Compart ) I Compartir
[ CENTRO_EP E=F PM&Controlling :
[ COAL_BRINDISI [ FRANCE . Compentis l Innovation&ibd
§ Compartir
[57 COAL_FUSINA (=1 GREECE ) e
Security
[=7 COAL_LIGURIA S ITALY ) l stz Marketing-PM
1 . = ‘ Compartir
DGOSR [ ImaLy2 ), smetme -
[ COAL_TORRE_NORD Compartir
E m -— PE_Giurgiu
[1 CUNEO - e ' Compartir
-1 DOMODOSSOLA, [ Migrazione_Barbieri ) | sse-Giurgiu
[ EMILIA_TOSCANA_EP [ Migrazione_Procurement ' ’c?r‘"::::‘;:“"“""“
[ ER_TO_MA_EGP [7 MIGRAZIONE_SIPAD_LH )
[0 FUsINA [ Migrazione_Sterpilla l ' 23“2:'9“‘
:_:' 2:20\{& [ mig_grinpad )
— Special_request_administration
[ GEO_BIOMASSE — OEMLLHLLATAM . J J Compartir
{51 HYDRO_NC_BOLOGNA, ) ROMANIA
- — | e
[71 HYDRO NC CAGLIARI

According to Netwalker, they stole about 5 terabytes of data from Enel and are ready to make public a piece of it in a week.

They also said they would "analyze every file for interesting things" and publish it on their leak site.
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This tactic is meant to add pressure and force payment from the victim company. In many cases, this works to the advantage

of the attacker.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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