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Analyzing the Impact of the Operation Endgame Takedown on
Rhadamanthys & the MaaS Ecosystem
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After a coordinated disruption of the Rhadamanthys Malware-as-a-Service (MaaS) platform by law enforcement
and private industry, minor activity from Rhadamanthys and its developer, KingCrete, continues. However, the
takedown clearly did major damage to Rhadamanthys’ operations, and it looks like most users are moving away
from the infostealer in favor of competitors like Vidar infostealer, leaving just a trickle of continued

Rhadamanthys activity.

On November 10, Europol led a coordinated law enforcement action to take down the Rhadamanthys infostealer
infrastructure as part of Operation Endgame. Our team at SpyCloud Labs supported this phase of Operation
Endgame, which included disruptive actions for multiple different malware variants, including the Rhadamanthys

infostealer, Trojan VenomRAT, and a relatively unknown proxy bot called Elysium.

The coordinated action against these Maa$ variants involved 1,025 server takedowns, 20 domains seized, 11

physical locations searched, and the arrest of the main suspect for VenomRAT in Greece.

Prior to the takedown action, Rhadamanthys was one of the most popular infostealer malware variants on the
market and was differentiated from other top infostealers due to the fact that it could infect users in

Commonwealth of Independent States (CIS) countries.

From our perspective one month later, the Rhadamanthys takedown appears to have been a relatively successful
operation. Based on our dataset of millions of recaptured Rhadamanthys infostealer logs, we see a clear decline in

new infostealer malware infections in the days directly following the takedown.

While we saw a small spike in mid-November suggesting there may have been a limited amount of Rhadamanthys
activity post-takedown, that activity appears to have dropped down to practically nothing in the last couple of

weeks.
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New Rhadamanthys logs recaptured by SpyCloud, graphed by malware infection time.

As the takedown was unfolding on November 10, researchers observed cautionary messages sent by the
Rhadamanthys developer(s) to their customers. They warned Rhadamanthys users to “pause their work” and

“erase traces” as there was an active law enforcement action against the malware.

The server login method has also

Mepecnao ot §g rhad been changed to certificate login
Brothers, for safety, please pause your work for a while. The EU mode, please check and confirm, if
police are Injaction: so, immediately reinstall your server,
Safety first, please reinstall the system or replace the server ! .

) ' erase traces, the German police are
If your password cannot log in. The server login method has also ti
been changed to certificate login mode, please check and confirm, if acund

S0, _|mmed|at§|y reinstall your server, erase traces, the German Security alert! If your panel cannot be
police are acting

The machines in the EU's data center have already experienced
multiple similar incidents, with panels logging in from German IPs,
SSH being changed to certificate login, and our TOR website also
being blocked. delete the system! Please sort out

the traces! German police in action.

logged in and the SSH login mode is
changed to certificate login, please
restore the system immediately or

Screenshots of messages from the Rhadamanthys developers to their customers about the takedown as it was in

progress, shared by independent security researcher gOnjxa on X.

GeshaRB, an account apparently belonging to a Rhadamanthys customer, also posted a detailed account of the

takedown to XSS, describing effects of the operation from their perspective as a Rhadamanthys user.
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[ Hev
GeshaRB
. MNoaTeepxAa0 YENBWHOCTS CNeyonepalume.

10.11.2025 Mol OCHOBHOA CEpEEp NOCTPAaAan cneayowm ofpasom:

GeshaRB

HDD-drive:
1). OTEMOHBETCA NAPONE 1ot U CTRONO NO CepTHd ¥
. MenaeTea m TYN MEH- N2k K
ani0.200 2} MEHAETCA naponk AOCTYNA B ag AMENb CAMOID PagUKa
21
7 BNare, 0CHOBHOM CEPBED Tak-#e ¥ NpoBep 1% nioaed, a e y GeNbIX XOCTEPOB, NOITOMY CNYCTA NONYACA NOCNE TOMO KAK OHW BCE NDOBEPHYMH,

4epes NAHeNt CTEP CEPBEP B HYNUHY W OTKNIOUMN 3 CETH.
YTo NPOU3OLING, MLICAW B CAYX:
ZabaneHHbIA 30eCk TOBAPALL, TNaBHWE Kogep WCa, paip yaoGHy 6 anay WHM CEPEEPOB, OCHOBHOMN NAHeNK ¥ TaK Aanee B KOTOPY IO
Thl BEUBAN MOMMH, NAPONG, AN, NOPT, K fanee N e M YNALMM TAKKME KAk NPOCTAA M YA0GHAA YCTAHOBKA BCETO B ABA KNWKA,
3TY NaHenb CNeyCnyxGbl YCNEWHO XakHy K, 0 HEMIBECTHO KAKOe BPEMA CODMPANK KPeab BCEX Cep GEnbiX, WHM-NPOKNAO0K, ¥ BOT AOCTUMHYE NUKA B OAMH YAAD
OHA BCE YILATANK.
DIRepon o Like +Quote <5 Reply

D PavelSemenych

XSS post describing the Rhadamanthys takedown. This is a response to a thread on the takedown titled “operation

endgame ompabomana no rhadamanthys”.
Translation:

I confirm the success of the special operation.

On 11/10/2025 my main server was dffected as follows:

1. The root password is disabled and authorization is strictly by certificate.

2. The password for accessing the admin panel of Rhadamanthys itself changed.

Luckily, I also bought the main server from reliable people, not from white hosting providers, so half an hour after

they had done everything, I wiped the server from the control panel and disconnected it from the network.
What happened, thoughts out loud:

The guy banned here, the main coder of Rhadamanthys, developed a convenient web panel for installing shim
servers, the main panel, and so on, into which you entered your login, password, IP, and port, and then performed

the necessary manipulations, such as a simple and convenient installation in just two clicks.

The special services successfully hacked this panel, and for an unknown amount of time they collected the
credentials of all the servers, white ones, and shims, and then, having reached the peak, in one blow they

destroyed everything.

In his post he refers to KingCrete, the Rhadamanthys developer, as “the guy banned here”. This is because
KingCrete’s profiles were previously banned from both the XSS and Exploit criminal hacking forums — both of
which cater specifically to Russian-language threat actors — because Rhadamanthys had no built-in protections to

stop it from infecting users in CIS countries.

This made Rhadamanthys something of an outlier in the space, as most MaaS is specifically designed to perform
location and/or language checks to avoid executing on a device which is located in, or operated by a user from, a

CIS country.
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About three weeks after the takedown, KingCrete appears to have started attempting a comeback, creating some
new infrastructure including reviving the “RHAD Security” .onion site where he sells Rhadamanthys and other

criminal services.

Rhadamanthys Function Plugins Elysium Proxy Bot

e plugins,

View Details View Details
View Details

Crypt Service Product in Development Coming Soon

View Details

RHAD Security .onion site that appears to be selling Rhadamanthys, Elysium, and a crypter service.

However, it will likely take more than that for him to truly return; a successful takedown is bad for business. In
this case, customers lost all of their data — and likely their confidence in KingCrete as well. That trust eroded even

further when law enforcement alleged that he had been stealing data from his own customers and keeping the

most valuable, easily monetizable information for himself.

According to the changelog on the RHAD Security site, no new updates have been published for Rhadamanthys
since May. This might indicate to potential customers that KingCrete hasn’t made any significant changes to his
operation since the takedown — potentially leaving the same security gaps open that allowed law enforcement to

gain access to the infostealer infrastructure during Operation Endgame.
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Changelog

Latest Updates

“New Feature +* Improvement @ Security Update “ Performance Optimization Deskwallet

Rhadamanthys Shimserver

v0.4,0 2025-95-18

Deskwallet @ New Feature #* Improvenent

v0.4,0 2025-85-18

Stean Z New Feature +* Improvenent @ Fix 9 Security Update 4 Performance Optimization

2025-085-18

Ve.s.1

Rhadananthys ® New Feature = Improvesent @ Fix @ Security Update 4 Perfornance Optimization

2025-85-18

v0.9.0

Shinserver & New Feature #* Improvenent @ Fix @ Security Update 4 Perfornance Optimization

Changelog on the RHAD Security .onion site showing that no new Rhadamanthys updates have been published
since May 2025.

Furthermore, criminals have no guarantee that this revived infrastructure is really KingCrete — when cybercriminal
infrastructure comes back after a successful law enforcement operation there are often swirling rumors that the
revived infrastructure is either a copycat or a law enforcement operated honeypot. This new RHAD Security
website is nearly identical to the old site except for one key component — all of the contact information at the

bottom has been updated to totally new accounts.

Contact

lle're Here to Help

M Email

ﬂ Telegram

@rhadfag

&

TOX

SBCBBOS6YACI34FDASETEOGA
BCOSDDFE3AF8F126EG8DOEAS
D21DA3C13B43F164188C3EEE
B9ES

0 Telegram Channel

@rhadfag

@ Jabber

kingcrete2@25@xabber.de

9 Tor

http: f/stealerskymtni3ti
agmx3pgktjgkm2iigwjée2to
uws773emrfivoyd.onion/

We are committed to protecting your privacy and security. You can contact us through
any method, and our team will respond to your inquiry within 24 hours.
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Contact information section of the RHAD Security website captured prior to Operation Endgame.

Contact

Here to Help

0 Telegram Channel

@kingcre

® Jcbber

kingcr

rg

Contact information section of the RHAD Security website captured in December 2025, after Operation Endgame.

After the takedown of the Redline and META infostealers during Operation Magnus last October, SpyCloud
researchers observed an explosion of LummaC2 infections. Our hypothesis was then, and remains, that —
following a successful disruption of a MaaS family — a segment of the user base quickly transitions to the next

most capable infostealer.

Following the Rhadamanthys takedown, we at SpyCloud Labs debated whether users of Rhadamanthys would
move to StealC, Vidar, or back to LummaC2 (unlikely given the apparent disdain of the latter following a

significant doxxing campaign against its developers).

Now that we have more data from after the Rhadamanthys takedown, we can see that Vidar seems to be emerging
as the preferred MaaS platform of choice. We have observed an already-existing surge of Vidar infections that

began around the middle of September continuing to rise following the Rhadamanthys disruption.

New infections per day for the five top malware variants throughout 2025, to date.

While it is clear that the disruption of Rhadamanthys did not unilaterally destroy the entire ecosystem — and to be
clear, no one thought it would — it is apparent that the takedown, helped by the prior self-immolation of

LummaC2, has had a distinct impact on the total number of new infostealer infections.

SpyCloud recaptures malware-stolen data and enables your team to remediate exposures before cybercriminals

can launch follow-on attacks.

Page 6 of 7


https://spycloud.com/blog/legacy-malware-still-packs-a-punch/#elementor-toc__heading-anchor-0
https://spycloud.com/blog/october-2025-cybercrime-update/#elementor-toc__heading-anchor-1
https://spycloud.com/blog/october-2025-cybercrime-update/#elementor-toc__heading-anchor-1
https://spycloud.com/wp-content/uploads/2025/12/blog-img-top-5-overall.png
https://spycloud.com/wp-content/uploads/2025/12/blog-img-top-5-overall.png

https://spycloud.com /blog/impact-operation-endgame-takedown-on-rhadamanthys-stealer /

Source: https://spycloud.com/blog/impact-operation-endgame-takedown-on-rhadamanthys-stealer/

Page 7 of 7



