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CryptoPatronum Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpUNTO-BBIMOraTe/ b K(pyeT JaHHbIe N0/Ib30BaTesel ¢ noMoubo AES-256 (pexxum CBC), a 3atem
Tpebyet BoIKyT B # BTC wi ETH, utoOb1 BepHyTh (aiiibl. OpurrHaibHOe Ha3BaHMe: B 3alliCKe He yKa3aHo. Ha

(hbatine HarmMcaHo: crsss.exe. dasbII-KonupanT: Microsoft.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.30847

BitDefender -> Generic.Ransom.Hiddentear. A. BAAECAB7
Avira (no cloud) -> TR/Ransom.royka

ESET-NOD32 -> A Variant Of MSIL/Filecoder.FU

McAfee -> RDN/Ransom

Symantec -> Downloader, Trojan.Gen.MBT

Tencent -> Win32.Trojan.Generic. Wnck

TrendMicro -> Ransom_Ryzerlo.R002CODAR20
Microsoft -> Ransom:MSIL/Ryzerlo.A

Rising -> Ransom.Ryzerlo!8.782 (CLOUD)

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bengopam! XoTHTe ObITH B 9TOM CITUCKe Pery/sipHO WM 1oBbiie? Coobirure MHe!

© I'eneanorusi: HiddenTear + ? >> CryptoPatronum
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M306pa>keHre — JIOTOTHIT CTaThH

K zammdpoBanHbIM (haiinam g06aB/sieTcst paciiiipeHue: .enc

dakTruecku HCII0/Ib3yeTCHd COCTaBHOE pACIHIMPEHHE!:

.cryptopatronum@protonmail.com.enc

tesl. bt crypRopat:onumi@ protoamail com.en:

ted? fut crypt ot onmed.com.en

{3 tut. cryptopatronum Bprot onmaal.comuenc

Buumanmne! HoBrie paciimpenusi, email ¥ TeKCTBI O BBIKYTIe MOYKHO HalTH B KOHIIe CTaTbU, B 0OHOBIEHUSIX.

Tam MoryT ObITb Pa3MuMs C TePBOHAYATLHBIM BAPHAHTOM.

AKTHBHOCTB 3TOTO KPHITTO-BBIMOTaTe IS MPUIIJIaCh Ha BTOPYO M010BUHY siHBapsl 2020 r. OpueHTHpOBaH Ha

dHIJIOA3BIYHBIX HOHBBOB&TEHEﬁ, UTO He MelllaeT paCripoCTpaHATh ero 1o BCemMy MUpYy.

3amucka ¢ TpeboBaHueM Boikyra HasbiBaeTcs:: HOW TO RECOVER ENCRYPTED FILES.txt
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3amcka B Notepad++

3arnucka B biiokHote Windows

Cojiep>kaHue 3aMMCKH 0 BBIKYIIE:

Your files are now encrypted!

Your personal identifier:
J50570VIECXMK729NN53TDRNA1VP9OHBPCMBY SVV*** [Bcero 128 3HaKOB]
All your files have been encrypted due to a security problem with your PC.

Now you should send us email with your personal identifier.

This email will be as confirmation you are ready to pay for decryption key.

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
After payment we will send you the decryption tool that will decrypt all your files.
Contact us using this email address: cryptopatronum@protonmail.com

Free decryption as guarantee!

Before paying you can send us up to 3 files for free decryption.

The total size of files must be less than 10Mb (non archived), and files should not contain
valuable information (databases, backups, large excel sheets, etc.).

For decrypt all of files you must transfer 1 (one) BTC or 50 (fifty) ETH to this requisites:
Bitcoin address: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq

Ethereum address: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A

You should provide payment details(payment time, payment address or transaction link
(https://www.blockchain.com)) via email

How to obtain Bitcoins, Ethereum?

* The easiest way to buy bitcoins is cex.io and coinbase.com sites. You have to register, click
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'Buy bitcoins', and select the payment method:
https://cex.io/cards/
https://www.coinbase.com/buy-bitcoin
* Also you can buy bitcoins on Binex:  https://www.binance.com/en/buy-sell-crypto
* Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins
Attention!
* Do not rename encrypted files.
* Do not try to decrypt your data using third party software, it may cause permanent data loss.
* Decryption of your files with the help of third parties may cause increased price

(they add their fee to our) or you can become a victim of a scam.

ITepeBop 3anycKu Ha PYCCKHIl SI3BIK:
Barim ¢atinbl Teneps 3armm@poBaHsb!!
Bain imuHbIN ueHTUdUKaTOoP:
J50570VJECXMK729NN53TDRNA1VP9OHBPCMBY SVV*** [Bcero 128 3HakoB]
Bce Baum ¢aiine! 6611 3anmmdpoBaHbI 13-3a pobsieM ¢ Ge3onacHocThio Bamrero TTK.
Termeps BBI JO/DKHBI OTTIPABUTE HaM IMHUCHMO C BAIIMM JIAYHBIM U/IeHTU(HUKATOPOM.
310 nuckbMo OyzieT oTBEPK/JeHHEM TOT0, UTO BbI FTOTOBBI 3aI/IaATUTh 3a K/THOU PacIIM(POBKH.
BbI 10/DKHBI 3aM/1aTUTh 3a paciIMppPOBKY B OMTKOIHaX. L]eHa 3aBUCUT OT TOTO, Kak OBICTPO BbI HAITUIIIUTE HaM.
[Tocne oriaThl MBI BBIIIIEM BaM UHCTPYMEHT [IeIIU(POBaHYsI, KOTOPBIH paciiudpyeT Bce Bamy (aiiibl.
CBsDKUTECh C HAMU, UCTI0/Ib3YS 3TOT afpec email: cryptopatronum@protonmail.com
BecruiatHas pacimdpoBKa Kak rapaHTs!
ITepex oriaTol BLI MOXKETe OTIPABUTH HaM /10 3 (aiioB fijst GecryiaTHON paciiippOBKY.
OO6mmii pasmep aiinoB gomkeH ObITh He 6osiee 10 MB (He B apxuBe), U (aliibl He JO/KHBI COIEP>KaTh [IEHHYIO
vHpopMaruo (6a3el aHHBIX, pe3epBHbBIe KOMUH, OosbIme Tabmumiel Excel u T. 1.).
[ns pacindpoBky Bcex (aitsioB Bbl Jo/mKHBI nepeaats 1 (oauH) BTC umm 50 (nategecst) ETH no cnepyroimm
PEeKBU3UTaM:
Appec Bitcoin: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq
Appec Ethereum: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A
BBI I0/DKHBI TIPEIOCTaBUTh PEKBU3UTHI T/IAaTeXa (BpeMsI OTUIAThI, aipec TlaTeXXa WK CChITKA Ha TPaH3aKIIHUIO
(https://www.blockchain.com)) o email
Kaxk nonmyunts 6utkoiinel, Ethereum?

* CaMblii TPOCTOM CMOCO0 KYMUTh OUTKOMHBI - CalThI CeXx.io U coinbase.com. Bl J0/KHBI 3aperUCTPUPOBAThCS,
Ha)KMUTE

«Kynutb OUTKOMHBI» 1 BEIOpATh CIIOCOO OIIIATHL:
https://cex.io/cards/

https://www.coinbase.com/buy-bitcoin

* Tak)Ke Bbl MOXKETe KYITUTb OUTKOMHBI Ha Binex: https://www.binance.com/en/buy-sell-crypto

* TakKe BbI MOXKeTe HalTH /Ipyrrie MecTa, YToObl KyUTb OUTKOWHBI M PYKOBO/CTBO /11 HAUMHAIOILUX 3/eCh!

http://www.coindesk.com/information/how-can-i-buy-bitcoins
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Buumanue!

* He neperiMeHOBBIBaiiTe 3aliu(poBaHHble (ailibl.

* He nbITaliTech paciinpoBaTh Ballly laHHbIE C IOMOLbE0 CTOPOHHUX MPOrpaMM, 3TO MOXKET NPUBECTU K
HeoOpaTUMOM MoTepe JIaHHbIX.

* PacimgpoBka Baimx (aiiioB ¢ MOMOIIIBI0 TPETHUX JIUL] MOYKET IIPUBECTH K MOBBIIIEHHIO 1ieHbI (OHU

,E[O6aB]'[H}OT CBOM rOHOpap K HaI_LIEMy), HJIX Bbl MOXXeTe CTaTb )KepTBOﬁ MOIIIeHH1WYeCTBa.

Texnnueckue AeTaid

MoskeT pacTipoCTpaHsSITLCS TYyTEM B3/I0Ma uepe3 He3alluileHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIOUTOB, BPEIOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(banmbLIMBLIX 0OHOBJIEHUH, TePETIaKOBAHHBIX U 3apayKEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacIpoCTpaHeHus KPUIITOBLIMOTaTe el Ha BBOAIHOU CTpaHulle bsiora.

Eciu BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBMPYCHOM 3aruToi Kiacca Internet Security nm Total Security, To

XOTs1 OBl IeialiTe pe3epBHOE KOMMHMPOBAHHE BaXKHBIX (haiiioB mmo Metozy 3-2-1.

» Vcnonb3oBanue RNG (Random Number Generator, I'eneparop CnyuaiiHbix Yurcen) no3BosisieT cfenarb

umdpoBaHre YCTOMUMBLIM K Tiepebopy.

» JleCcTpyKTHBHBIE JelCTBYS (yaeHe TeHeBbIX KoM (aiiioB, 3aBepiiieHre pabotel Microsoft SQL Server,

nporpamm 1C:I1peanpusitve 8 u TeamViewer):

vssadmin.exe delete shadows /all /quiet

taskkill.exe /f /im 1cv8.exe

net.exe stop mssqlserver /y (PID: 3360)

netl.exe %WINDIR%\system32\net1 stop mssqlserver /y
net.exe stop TeamViewer /y (PID: 3276)

netl.exe %WINDIR%\system32\net1 stop TeamViewer /y

Cnucok (aiinoBbIX pacliMpeHHUi, nojBepramomuxca mugpoBaHUIo:

.aes, .arc, .asc, .asf, .asm, .asp, .avi, .bak, .bmp, .brd, .cfg, .cgm, .class, .cmd, .conf, .cpp, .crt, .csr, .csv, .dbf, .dbm,
.dch, .dif, .dip, .djv, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx, .fla, .flv, .frm, .gif, .gpg, .hwp, .ibd, .ini,
.Jjar, .java, .jpeg, .jpg, .key, .lay, .lay6, .1df, .max, .mdb, .mdf, .mid, .mkv, .mml, .mov, .mpeg, .mpg, .ms11, .myd,
.myi, .nef, .odb, .odg, .odp, .ods, .odt, .otg, .otp, .ots, .ott, .paq, .pas, .pdf, .pem, .php, .png, .pot, .potm, .potx,
.ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .psd, .qcow?2, .rar, .raw, .rtf, .sch, .sldm, .sldx, .slk, .sql, .sqlite33,

.sqlitedb, .stc, .std, .sti, .stw, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .SXw, .Sys, .tar, .tar.bz2, .tbk, .tgz, .tif, .tiff, .txt, .uop,
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.uot, .vbs, .vdi, .vhd, .vhdx, .vim, .vindk, .vimx, .vob, .wav, .wks, .wma, .wmv, .xlc, .xIm, .xls, .xIsb, .xIsm, .xlsx,

xlt, xltm, xltx, .xIw, .xml, .zip (144 pacivpenust)

310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, My3bika, BUIEO,

(haiinel 06pa3oB, apXuBkI U TIp., U Gaiiabl wallet.dat

®daiisbl, CBsA3aHHbIE € ’TUM Ransomware:
HOW TO RECOVER ENCRYPTED FILES.txt - Ha3BaHHe 3alIMCKU O BBIKyTIE
Crsss.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiiia

Pacnosioxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHau30B.

CeTeBble NMOJK/TIOUEHNS U CBSA3U:

URLs: archivecaslytosk.darknet.to <- https://www.inwx.de/
hcwyobrfapkytajg.darknet.to

xfmro77i3lixucja.darknet.to

torrentzwealmisr.darknet.to
v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicfqd.darknet.to/sk.php
<random>.darknet.to

Email: cryptopatronum@protonmail.com

BTC: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq

ETH: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A
Cwm. HiKe B OOHOBJIEHUSIX JIPYTHeE ajipeca v KOHTAKThL.

CM. HuKe pe3y/bTaThl aHA/IH30B.

Pe3ynerarsl aHa/1M30B:

@ Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>
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https://www.hybrid-analysis.com/sample/458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686/5e300a81b68ad1162216c74b
https://www.virustotal.com/gui/file/458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686/detection
https://analyze.intezer.com/#/analyses/f64e97a5-aa0c-46b5-814a-c0cd05d85c17
https://app.any.run/tasks/0d648e7d-2205-4784-8358-c87d002fcb01/
https://www.vmray.com/analyses/458ad7362cfb/report/overview.html
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CrerneHb pacpoOCTPaHEHHOCTH: HU3Kasl.

[ToppobHeIe cBefeHust cobUparoTcs peryssipHo. [Ipuckinaiite 06pasipl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUNI === BLOCK OF UPDATES ===

Emié He Ob1710 0OHOB/IEHHI 3TOTO BapHaHTa.

=== BJIOK CCBIJIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter: myTweet
ID Ransomware (ID as CryptoPatronum)

Write-up, Topic of Support
*

Thanks:

Andrew Ivanov (author), Alex Svirid
*k*

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/01/cryptopatronum-ransomware.html
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