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AdaptixC2 v1.2

FEB, 28: What has changed in version v1.2?

Adaptix is an extensible post-exploitation and adversarial emulation framework made for authorized penetration
testing. The Adaptix server is written in Golang and to allow operator flexibility. The GUI Client is written in C++
QT, allowing it to be used on Linux, Windows, and MacOS operating systems. Full documentation is available

here.
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Legal Warning

This tool is designed for AUTHORIZED security testing and red team operations ONLY. Unauthorized use is

strictly prohibited and may violate local and international laws. Use at your own risk.

Getting Started

Please checkout the wiki.

Page 1 of 5


https://adaptix-framework.gitbook.io/adaptix-framework/changelog-and-updates/v1.1-greater-than-v1.2
https://adaptix-framework.gitbook.io/adaptix-framework
https://adaptix-framework.gitbook.io/adaptix-framework
https://camo.githubusercontent.com/c19395ef123d6c805e3e803712edd3a948560310b77a6e404e71adf1eea7e312/68747470733a2f2f616461707469782d6672616d65776f726b2e676974626f6f6b2e696f2f616461707469782d6672616d65776f726b2f7e676974626f6f6b2f696d6167653f75726c3d6874747073253341253246253246323130343137383630322d66696c65732e676974626f6f6b2e696f25324625374525324666696c6573253246763025324662253246676974626f6f6b2d782d70726f642e61707073706f742e636f6d2532466f253246737061636573253235324653387038584c46744c6d66304e6b6f6651766f61253235324675706c6f61647325323532464236554b6b6a35577a564a3447747939644b5944253235324653637265656e73686f745f32303235313232365f3233353335372e706e67253346616c742533446d65646961253236746f6b656e25334464643034623933372d336630322d343362322d613762642d3464643863383736643736332677696474683d373638266470723d34267175616c6974793d313030267369676e3d376565353964342673763d32
https://camo.githubusercontent.com/c19395ef123d6c805e3e803712edd3a948560310b77a6e404e71adf1eea7e312/68747470733a2f2f616461707469782d6672616d65776f726b2e676974626f6f6b2e696f2f616461707469782d6672616d65776f726b2f7e676974626f6f6b2f696d6167653f75726c3d6874747073253341253246253246323130343137383630322d66696c65732e676974626f6f6b2e696f25324625374525324666696c6573253246763025324662253246676974626f6f6b2d782d70726f642e61707073706f742e636f6d2532466f253246737061636573253235324653387038584c46744c6d66304e6b6f6651766f61253235324675706c6f61647325323532464236554b6b6a35577a564a3447747939644b5944253235324653637265656e73686f745f32303235313232365f3233353335372e706e67253346616c742533446d65646961253236746f6b656e25334464643034623933372d336630322d343362322d613762642d3464643863383736643736332677696474683d373638266470723d34267175616c6974793d313030267369676e3d376565353964342673763d32
https://adaptix-framework.gitbook.io/adaptix-framework/adaptix-c2/getting-starting/installation

https://github.com /Adaptix-Framework/AdaptixC2

Features

» Server/Client Architecture for Multiplayer Support
e Cross-platform GUI client

e Fully encrypted communications

e Listener and Agents as Plugin (Extender)

e AxScript Engine

e Task and Jobs storage

e Credentials Manager

e Targets Manager

e Remote Terminal / Shell

 Files and Process browsers

e Socks4 / Socks5 / Socks5 Auth support

e Local and Reverse port forwarding support
¢ BOF & Async BOF support

e Linking Agents and Sessions Graph

e Agents Health Checker

e Agents KillDate and WorkingTime control

e Windows/Linux/MacOs agents support

Current Extenders

e HTTP/S Beacon Listener

e DNS/DoH Beacon Listener
e SMB Beacon Listener

e TCP Beacon Listener

e Beacon Agent

e TCP/mTLS Gopher Listener
e Gopher Agent

Extension-Kit

Official Extension-Kit on GitHub
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https://github.com/Adaptix-Framework/Extension-Kit

https://github.com /Adaptix-Framework/AdaptixC2
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https://camo.githubusercontent.com/f15bad772394200c127ceddc0c86f2ede9e0fcfc87f991aa77a3faf0056070c6/68747470733a2f2f616461707469782d6672616d65776f726b2e676974626f6f6b2e696f2f616461707469782d6672616d65776f726b2f7e676974626f6f6b2f696d6167653f75726c3d6874747073253341253246253246323130343137383630322d66696c65732e676974626f6f6b2e696f25324625374525324666696c6573253246763025324662253246676974626f6f6b2d782d70726f642e61707073706f742e636f6d2532466f253246737061636573253235324653387038584c46744c6d66304e6b6f6651766f61253235324675706c6f6164732532353246795250466e6c6b76474a723255454531757a4132253235324653637265656e73686f745f32303236303132395f3233333932392e706e67253346616c742533446d65646961253236746f6b656e25334436316339303132382d323066342d343735362d383066342d3234653731323263376331302677696474683d373638266470723d33267175616c6974793d313030267369676e3d66313561313636612673763d32
https://camo.githubusercontent.com/f15bad772394200c127ceddc0c86f2ede9e0fcfc87f991aa77a3faf0056070c6/68747470733a2f2f616461707469782d6672616d65776f726b2e676974626f6f6b2e696f2f616461707469782d6672616d65776f726b2f7e676974626f6f6b2f696d6167653f75726c3d6874747073253341253246253246323130343137383630322d66696c65732e676974626f6f6b2e696f25324625374525324666696c6573253246763025324662253246676974626f6f6b2d782d70726f642e61707073706f742e636f6d2532466f253246737061636573253235324653387038584c46744c6d66304e6b6f6651766f61253235324675706c6f6164732532353246795250466e6c6b76474a723255454531757a4132253235324653637265656e73686f745f32303236303132395f3233333932392e706e67253346616c742533446d65646961253236746f6b656e25334436316339303132382d323066342d343735362d383066342d3234653731323263376331302677696474683d373638266470723d33267175616c6974793d313030267369676e3d66313561313636612673763d32

https://github.com /Adaptix-Framework/AdaptixC2
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CONTRIBUTING

Please push changes to the dev branch. Otherwise, changes will be made manually in the dev branch.

Source: https://github.com/Adaptix-Framework/AdaptixC2
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