https://www.recordedfuture.com /research/redmike-salt-typhoon-exploits-vulnerable-devices

RedMike Cyber Attack on Cisco Devices in Telecommunications

By Insikt Group®

Archived: 2026-04-05 18:29:46 UTC

lil- Insikt Group®

Between December 2024 and January 2025, Recorded Future’s Insikt Group identified a campaign exploiting
unpatched internet-facing Cisco network devices primarily associated with global telecommunications providers.
Victim organizations included a United States-based affiliate of a United Kingdom-based telecommunications
provider and a South African telecommunications provider. Insikt Group attributes this activity to the Chinese
state-sponsored threat activity group tracked by Insikt Group as RedMike, which aligns with the Microsoft-named
group Salt Typhoon. Using Recorded Future® Network Intelligence, Insikt Group observed RedMike target and
exploit unpatched Cisco network devices vulnerable to CVE-2023-20198, a privilege escalation vulnerability
found in the web user interface (UI) feature in Cisco I0S XE software, for initial access before exploiting an
associated privilege escalation vulnerability, CVE-2023-20273, to gain root privileges. RedMike reconfigures the

device, adding a generic routing encapsulation (GRE) tunnel for persistent access.

RedMike has attempted to exploit more than 1,000 Cisco devices globally. The group likely compiled a list of
target devices based on their association with telecommunications providers' networks. Insikt Group also observed
RedMike targeting devices associated with universities in Argentina, Bangladesh, Indonesia, Malaysia, Mexico,
the Netherlands, Thailand, the United States (US), and Vietnam. RedMike possibly targeted these universities to
access research in areas related to telecommunications, engineering, and technology, particularly at institutions
like UCLA and TU Delft. In addition to this activity, in mid-December 2024, RedMike also carried out a

reconnaissance of multiple IP addresses owned by a Myanmar-based telecommunications provider, Mytel.

Unpatched public-facing appliances serve as direct entry points into an organization’s infrastructure. Sophisticated
Chinese threat activity groups have shifted heavily toward exploiting these devices for initial access over the past
five years. RedMike’s exploitation of telecommunications infrastructure goes beyond technical vulnerabilities and
represents a strategic intelligence threat. Persistent access to critical communications networks enables state-
backed threat actors to monitor confidential conversations, manipulate data flows, and disrupt services during
geopolitical conflicts. RedMike’s targeting of lawful intercept programs and US political figures highlights the

strategic intelligence objectives behind these operations and the national security threat they pose.

Organizations, particularly those in the telecommunications industry, must prioritize remediating exposed network
devices, as unpatched systems remain a key initial access vector for Chinese state-sponsored threat activity
groups. Network administrators should implement strict access controls, disable unnecessary web UI exposure,
and monitor for unauthorized configuration changes. Individuals should use end-to-end encrypted communication
methods for sensitive information, just as the Cybersecurity and Infrastructure Agency (CISA) and the Federal

Bureau of Investigation (FBI) recommended, which is crucial to mitigate potential eavesdropping risks.
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Additionally, governments and cybersecurity entities should improve threat intelligence sharing and impose
stricter regulatory compliance for network security. While the US sanctions on RedMike-affiliated Sichuan
Juxinhe Network Technology signal a more assertive and commendable stance against state-backed cyber
espionage in critical infrastructure, robust international cooperation is crucial for effectively countering these

persistent threats.
Key Findings

¢ Despite significant media coverage and US sanctions, RedMike continues to compromise
telecommunications providers globally, including in the US.

e RedMike compromised Cisco network devices of a US-based affiliate of a United Kingdom (UK)
telecommunications provider and a South African telecommunications provider.

e RedMike exploited privilege escalation vulnerabilities CVE-2023-20198 and CVE-2023-20273 to
compromise unpatched Cisco network devices running Cisco I0S XE software.

e Using Recorded Future Network Intelligence, Insikt Group identified RedMike attempting to exploit over
1,000 Cisco network devices between December 2024 and January 2025.

Salt Typhoon Hackers: Background

In late September 2024, media reporting (1, 2) stated that the Chinese state-sponsored group Salt Typhoon had
compromised the networks of major US telecommunications companies, including Verizon (1), AT&T, and Lumen
Technologies. The activity likely affected telecommunications organizations globally, with some outlets reporting
that Salt Typhoon compromised at least 80 organizations. SaltTyphoon used its access to telecommunications

providers to snoop on US lawful intercept targets and intercept the communications of significant US political

figures. The effect of Salt Typhoon’s intrusions has reached the highest levels of the US government:

Cybersecurity experts have briefed the US Senate, CISA recently issued guidance on hardening

telecommunications infrastructure, and CISA and the FBI issued a joint warning encouraging the use of encrypted

end-to-end messaging applications for sensitive communications.

Insikt Group tracks Salt Typhoon-aligned activity as RedMike. Salt Typhoon is a group name given by Microsoft
Threat Intelligence; at this time, Microsoft has not published publicly available technical details of the group's

activity. The only public information Microsoft has shared confirms an overlap with two existing threat activity

group names: GhostEmperor (Kaspersky) and FamousSparrow (ESET).

On January 17, 2025, the US Department of the Treasury’s Office of Foreign Assets Control (OFAC) sanctioned
Sichuan-based cybersecurity company Sichuan Juxinhe Network Technology Co., Ltd. for their direct
involvement with RedMike activity. OFAC stated that Sichuan Juxinhe Network Technology Co., Ltd. had direct
involvement in exploiting US telecommunications and internet service provider companies. According to OFAC,
China’s Ministry of State Security (MSS) has maintained strong ties with multiple computer network exploitation

companies, including Sichuan Juxinhe.
Technical Analysis

Cisco I0S XE Web UI Exploitation
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Using Recorded Future Network Intelligence, Insikt Group identified that since early December 2024, RedMike
has attempted to exploit over 1,000 internet-facing Cisco network devices worldwide, primarily those associated
with telecommunications providers, using a combination of two privilege escalation vulnerabilities: CVE-2023-
20198 and CVE-2023-20273. When successfully compromised, the group uses the new privileged user account to

change the device's configuration and adds a GRE tunnel for persistent access and data exfiltration.

The privilege escalation vulnerability CVE-2023-20198 was found in the Cisco I0OS XE software web UI feature,
version 16 and earlier, and published by Cisco in October 2023. Attackers exploit this vulnerability to gain initial
access to the device and issue a privilege 15 command to create a local user and password. Following this, the
attacker uses the new local account to access the device and exploits an associated privilege escalation

vulnerability, CVE-2023-20273, to gain root user privileges.

More than half of the Cisco devices targeted by RedMike were in the US, South America, and India. The
remaining devices spanned over 100 other countries. Although the selected devices are primarily associated with
telecommunications providers, thirteen were linked to universities across Argentina, Bangladesh, Indonesia,
Malaysia, Mexico, the Netherlands, Thailand, the US, and Vietnam.

Often involved in cutting-edge research, universities are prime targets for Chinese state-sponsored threat activity
groups to acquire valuable research data and intellectual property. Previous examples include APT40, which has
targeted universities for biomedical, robotics, and maritime research; RedGolf (APT41) for medical research; and
RedBravo (APT31), which has directly targeted academics. China’s cyber strategy aligns with its broader
economic and military goals, making universities high-value targets for long-term intelligence-gathering and

technology acquisition.

RedMike possibly targeted the following universities to access research in areas related to telecommunications,

engineering, and technology, particularly at institutions like UCLA and TU Dellft.

e University of California, Los Angeles (UCLA) — US

e California State University, Office of the Chancellor (CENIC) — US
e Loyola Marymount University — US

e Utah Tech University — US

e Universidad de La Punta — Argentina

e Islamic University of Technology (IUT) — Bangladesh
e Universitas Sebelas Maret — Indonesia

e Universitas Negeri Malang — Indonesia

o University of Malaya — Malaysia

e Universidad Nacional Autonoma — Mexico

e Technische Universiteit Delft — The Netherlands

e Sripatum University — Thailand

e University of Medicine and Pharmacy at Ho Chi Minh City — Vietnam

RedMike’s scanning and exploitation activity occurred on six different occasions from December 2024 to January
2025.

e 2024-12-04
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e 2024-12-10
o 2024-12-17
o 2024-12-24
e 2025-01-13
e 2025-01-23

Network administrators operating a Cisco network device with IOS XE software web UI exposed to the internet

can use the dates mentioned and advice in the mitigations section to identify potential RedMike exploitation

activity.

Using internet scanning data, Insikt Group identified more than 12,000 Cisco network devices with their web Uls
exposed to the internet. Although over 1,000 Cisco devices were targeted, Insikt Group assesses that this activity
was likely focussed, given that this number only represents 8% of the exposed devices and that RedMike engaged

in periodic reconnaissance activity, selecting devices linked to telecommunications providers.

Compromised Cisco Devices in Telecommunications Networks

Using Recorded Future Network Intelligence, Insikt Group observed seven compromised Cisco network devices

communicating with RedMike infrastructure. These include devices associated with:

o A US-based affiliate of a UK telecommunications provider

e A US internet service provider (ISP) and telecommunications company
e A South African telecommunications provider

e An Italian ISP

e Alarge Thailand telecommunications provider

RedMike configured GRE tunnels between the compromised Cisco devices and their infrastructure. GRE is a
tunneling protocol used to encapsulate various network layer protocols inside point-to-point connections. It is a
standard feature that can be configured on Cisco network devices. It is commonly used to create virtual private
networks (VPNs), enable interoperability between different network types, and transport multicast or non-IP
traffic over IP networks. Threat activity groups use GRE tunnels to maintain persistence by establishing covert
communication channels that bypass firewalls and intrusion detection systems. These tunnels also facilitate
stealthy data exfiltration by encapsulating stolen data within GRE packets, potentially bypassing network

monitoring.
Reconnaissance of Myanmar’s Telecom Infrastructure

In mid-December 2024, RedMike, from the same infrastructure that exploited the Cisco network devices,
performed reconnaissance against multiple infrastructure assets operated by a Myanmar-based

telecommunications provider, Mytel, likely including their corporate mail server.

State-sponsored cyber espionage groups like RedMike continue to target global telecommunications
infrastructure. The need for heightened cybersecurity in this critical sector has never been more urgent. Exploiting
vulnerabilities such as CVE-2023-20198 and CVE-2023-20273 in Cisco devices underscores the increasing

sophistication of attacks against telecom networks. These attacks not only jeopardize the confidentiality of
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communications but also threaten the very integrity of critical national and international infrastructure.

The focus on exploiting unpatched network devices has become a central method of entry for cybercriminals,
highlighting a pressing need for telecommunications providers worldwide to prioritize proactive security
measures. Remediation actions, such as regular patching of vulnerabilities, enhanced access controls, and the use
of end-to-end encrypted communications, are essential in mitigating these persistent threats. However, these
efforts must be part of a broader, global cybersecurity strategy that fosters international cooperation and
encourages information sharing among governments and private entities. In addition to technical defenses, the
telecommunications sector must concertedly push toward cybersecurity resilience.

Recorded Future’s threat intelligence platform offers real-time insights into cyber adversaries' tactics, techniques,
and procedures (TTPs)the tactics, techniques, and procedures (TTPs) of cyber adversaries, empowering

organizations to stay ahead of sophisticated state-sponsored actors.

To read the entire analysis, click here to download the report as a PDF.
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