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SnowSoul Attack Hits Multiple Chinese Organizations
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Chinese data (F[E ) - SnowSoul ID-1270 30g bak-mdf

ID-1270 Refusal to pay $2,000

g Road

Dongyu Company, along with several other Chinese organizations, has allegedly been compromised after a $2,000
ransom demand was refused. The leaked dataset, categorized under the identifier “SnowSoul ID-1270,” reportedly
contains roughly 30GB of corporate financial documents and database backups. The latest list of alleged victims

posted by the group includes:

e Dongyu Company (El): A corporate entity whose financial statements and social security records were

explicitly highlighted in the leak.
« Beijing Shuyu Technology Co., Ltd. (El): A technology enterprise.
« Jimsar County Real Estate Company (#ll): A regional real estate firm.
 Qitai County Xintong Transportation Co., Ltd. (il): A transportation and logistics company.
» Jimsar County Hengwang Automobile Trade Co., Ltd. (#l): An automobile trade business.
o Jimsar County Huitong Transportation Co., Ltd. (Ell): A transportation company.

 Jimsar County Huijia Property Management Service Co., Ltd. (#ll): A property management service

provider.
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o Anhui Fengshihao Logistics Co., Ltd. (#l): A logistics operator.
 Qitai Huitong Hami Company (El): A regional corporate entity.

o Anhui Linsheng Technology Co., Ltd. Hangzhou Branch (El): A branch of a regional technology

company.
e Anhui Yunnuo Logistics Technology Co., Ltd. (El): A logistics technology enterprise.
« Qitai Huitong Korla Office (#l): A regional corporate office.

 Qitai Huitong Coal Transportation and Marketing Co., Ltd. (#l): A coal transportation and marketing

business.
 Qitai Huitong Minmao Co., Ltd. (#l): A regional trading or commerce company.

 Qitai County Huitong Transportation Co., Ltd. (El): A transportation company (including multiple

branches and trade union records).
« Deming Huitong Motor Vehicle Inspection Co., Ltd. (ill): A motor vehicle inspection service.

« Qitai County Huitong Coal Transportation and Sales Co., Ltd. (il): A coal transportation and sales

firm.
 Xinjiang Youxiang Technology Co., Ltd. (El): A technology company based in Xinjiang.
 Xinjiang Dongyu Housing Rental Co., Ltd. (8l): A housing rental business.
 Qitai County Tuoke Dry Wharf Catering Service Co., Ltd. (Ell): A regional catering service.

 Xinjiang Silk Road Station Logistics Supply Chain Co., Ltd. (l): A logistics and supply chain

business operating in the Xinjiang region.

 Xinjiang Yidao Information Technology Consulting Service Co., Ltd. (ill): An IT consulting service

provider.
« Toksun Deming Huitong Transportation Co., Ltd. (Ell): A regional transportation company.
 Qitai County Huijin Logistics Co., Ltd. (El): A logistics company.

« Qitai County Huitong Road and Bridge Co., Ltd. (il): A road and bridge construction or management

company.

The allegedly compromised data includes:
e Company financial statements
 Social security records

o Balance sheets
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¢ Income statements

o Database backups (.bak and .mdf files)
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