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YamaBot (Malware Family)
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win.yamabot (Back to overview)

YamaBot

aka: Kaos

Actor(s): Silent Chollima

E3

There is no description at this point.

References

2023-05-25 - YouTube (BSidesCharm) - Asheer Malhotra

it’s all Magic(RAT) — A look into recent North Korean nation-state attacks
MagicRAT VSingle YamaBot

2023-02-09 - CISA, DSA, FBI, HHS, NSA, ROK

#StopRansomware: Ransomware Attacks on Critical Infrastructure Fund DPRK Malicious Cyber Activities

Dtrack MagicRAT Maui Ransomware SiennaBlue SiennaPurple Tiger RAT YamaBot

2022-09-08 - Cisco Talos - Asheer Malhotra, Jung soo An, Vitor Ventura

Lazarus and the tale of three RATs
MagicRAT MimiKatz VSingle YamaBot

2022-07-07 - JPCERT/CC - Shusei Tomonaga

YamaBot Malware Used by Lazarus
YamaBot

There is no Yara-Signature yet.
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