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We recently detected a drive-by download attack trying to exploit CVE-2018-4878, a vulnerability in Flash Player,
in a sequence that was not matching any of the exploit kit patterns that we currently track. Upon investigation, we

discovered something that was new to us, but is part of an existing exploitation framework referenced in late 2017

by Chinese security firm Qihoo360. At the time, the payload appeared to be a Trojan pushing adware. (Note: On
July 26, our colleagues from TrendMicro published a blog_post calling it the Underminer exploit kit).

Since it was last documented, there have been changes to the exploits being used, although the distribution method
is similar. One interesting aspect that we don’t see much of these days is the use of encryption to package exploits

on-the-fly, which requires a key from the backend server to decrypt and execute them.

The payload served in this campaign is also out of the ordinary because it is not a standard PE file. Instead, it is a
multiple-stage custom executable format, acting also as a downloader to retrieve LUA scripts used by the threat
actors behind the Hidden Bee miner botnet. This was perhaps the first case of a bootkit being used to enslave

machines mining cryptocurrencies.
Campaign overview

The attackers are leveraging malvertising via adult sites to redirect their victims to the exploit kit landing page. We
believe this campaign is primarily targeting Asian countries based on the ads that are served and our own
telemetry data. A server purporting to be an online dating service contains a malicious iframe responsible for the

exploitation and infection phases.
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<!1--DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" A Styles Comp.. Layout Chang..
"hittp:/ www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd"--> . .
4lnline style { 1S
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frameBorder="1" scrolling="auto">.</iframe>

P <div class="bodybj" id="bodybj" style="BACKGROUMD: url W font-family: "Microsoft YaHei ! .
(http://cdn.image.dz8.co/20178302/bgl-1.jpg)">. ./ div> impertant;

html body iframe 3

4BODY { css-Luoss (1)
M font-size: 12px;

Traffic play-by-play
IE exploit

With a few exceptions, exploit kits typically obfuscate their landing page and exploits. But here the
threat actors go beyond by using encryption and requiring a key exchange with the backend server

in order to decrypt and execute the exploit. In the past,

The execution of the malicious code starts from a webpage with an embedded encrypted block. This block is
Base64 encoded and encrypted with one of two algorithms: RC4 or Rabbit.
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After being decrypted, the block is executed. You can find the decoded version of the Java Script that is being run
here. As you can see in the script, it generates a random session key, then encrypts it with the attacker’s public
RSA key:

Math . rands:

Iy

Lip
JSEncry

licKey("---

u.encrypt (i),

ode), r{c, "

The encrypted key is being passed onto the next function and converted into JSON format to perform a POST
request to the hardcoded URL:
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This is what we can see if we look at the traffic between the client and the server (the client sends the encrypted

“key” and the server responds with the “value”):

4 EKFiddlev.0.7 - Progress Telerik Fiddler Web Debugger - O *

File Edit Rules Tools View Help Links
QuickSave Ulmode VPN Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings

Protocol  Result Host  URL Body Comments G
0o 0 T gt /Ohaa 4.nt 8,984 T | 0 bd
qE, FiddlerScript E Log [ Filters "= Timeline
@ Statistics ik, Inspectors 4 AutoResponder # Composer E Fiddler Orchestra Beta

Headers Textview | Syntaxview WebForms HexView Auth Cookies Raw 150N %ML

“ley":"|80zjShwixwot TkbpDlxe bwGJCD2
+NYNreNZL Thee+NU <k LxR5QJX2dProelbbe VAL Kxcuhjy D Ubkez 1x8D Ak MFQWoBZWejH3v TA2DIFX3d ZED X581 2V Y NRvjayyt IRACKg
wNSLGFzV IngvLKeWk Y/ CUxCiINRBFNO4zadalhPs=""mode™ 8}

m0 0191 |Find... {press Ctrl+Enter to highlight all) | | View in Notepad ||Z|

Transformer Headers | | TextView | SyntaxvView ImageView HexView WebView Auth Caching Cookies
Raw JSOM XML

{"value":"|U+XC+XX¥pBAweo YuNNn5XZX 14F8ATALFNtx Dpk YOgqfw V1 XNZn Mix+HH AR luydv WM 9w WGP E7d Xtd ShHwZM 7pdql 2 A
gKZc2gYRauunBOYiK4poCsN 1B+Hinf Pk HPWmd6ELIaFéc KgyBetCOWep UZG5nnmHtx LI+uG0s 3y DCx BhnHTDdVEp SefBG 03 LAk

EBQVDZRKmbm Soj VG Dk ER4WWT 3mpayQl 7o FOLALF¥nh M KagyjiAd Sy 7YPb Rk Dw Sc Uar 3wz UDa Ug4VE 1gp 9VViEGy P UZ0p ThNr+ L33

DFaysF TEThACqKCEMchc¥)gSqFMNOt Ue TRz 4U5Ep DESuwGHMMNhdrJ ETx FWl4d Ord  FGS FMs A WG SHYW KX 75EGzs Q% JObuklb 15

8aZJkgJh8iKUTBuLLGcSkIE 1cy YizmJb 3z Uk Cpw =65

+LUSIP Y Waep QY Z 8k LSbgmG Mjfub+gb 25+ WG Bw Xo KNe 2gHCQJ 1 DHMMUARbHL TdhpeihGr2v JAQLIMaSsVBBpWCHOJ ZTC 76ePS 7L

wvLeZ3InG45ys3YOu0 /gt Uk Achy TqLQ Bw Niw 1EaZMMi 20x 40 Z+A2 Ye452VqSH 1r7BERMnryP Px ZBKNZR UM TUPLYEMpPamoj J 8KS

Fosk 8p030GWwWWIiPP+JhZAGnIIEdpJQZ XIPISScyGAzaC 00 TGr TRy Sl /) DerMpHikwao 16chy S /ev Tias Sqtf PIGEFBK+

27 /goEMUgDUMkazas 30pWaf UeSuSNM5E+

4o6mPNb8MVdjjh 7R Ivx0GIZ+h NeHUJrdj/Eh552Zrs ¥z Rhagnl LJOue LIYzn TttgVUe 0d ¥Hlslc ZmROiJG K zq 2 PCo lwQouE256 3c 0 TKGIR

N3Yhag/Bwecz TYCEXBXgMNnmfebuhXIMmLdnoQmWHKDG §jadJ Bt A2dbOpp 2HZ 4y Yy S Whd dq 93X BvWVEF DFak 5Wti ZEvs FMh 80V 4wSu

G 7B511B/0eYFHYWgpnke5QuXEC/RctMpcUbZHxLaQTvbvvREaKEZK2/BriHSED X0 580k L +cOBPzEPN UFle 4Yh0 3/8Ga Ly 85v

T4ADz TzuM+BbAz0HGK KOVGg T+qxZ YFv up BBMFw D UP-+nuyQ DFSEKE<M 3pbih UYBDwWa E/GCoc TSUAXQe TeNDEAVYYZILKAsW

dLgD2BkCEVKzs Yo AI/BREKZ)AN ADWvEFhEdSu8Fad 1 YerpmPKQY Ualpp 1 v
2wumil”i 1 TR B SE M YR FriNnFunna LU IPAFIFE 4n 2Pl |+ Wean™Mle Hew1nPve Fan Rnf 7ol A4V G5 IS Y Y Hin e b1 7 Twrr=00 80 W -2 D0V

m0  0/3,984 |Fi|'|d... {press Ctrl+Enter to highlight all) | View in Motepad ||I|

= All Processes 1/19 amh http: /{103, 35. 72, 223 /rtfuhlirml 35mimsi2dt 70haae s, himl

Server-side

o With the attackers’ private RSA key, the server decrypts the passed session key.
o It uses it to encrypt the exploit content with a chosen symmetric algorithm (Rabbit or RC4).

e [t returns the encrypted content back to the client.

Thanks to the fact that the client still has an unencrypted version of the key in memory, it is able to decrypt and

execute the exploit. However, researchers who just have the traffic captured cannot retrieve the original session
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key, and replaying the exploit is impossible. Thankfully, we managed to capture the exploit during dynamic

analysis.

We believe that the decrypted exploit is CVE-2018-8174, as one of our test machines patched against CVE-2016-
0189 got exploited successfully.

Flash exploit

This newer Flash exploit (CVE-2018-4878) was not part of the exploit toolkit at the time Qihoo documented it,
and seems to be a more recent addition to boost its capabilities. The shellcode embedded in the exploit is a

downloader for the next stage.

Upon successful exploitation, it will retrieve its payload at the following URL:

—  JPEXS Free Flash Decompiler v.11.1.0 nightly build 1705 - ...Fiddler2 EKFiddle\Artifacts\Qeaqjqeqnp70hi9lepifbssbs.swf - [] *
v

C

@ [£i save as... @ Reload all G| f&i Export SWF XML Eg [ import text ﬂ @
! )
Open.. Save BEooczoc B Export P - - Import Do Run Debug Stop
~ & Reload Closeall to FLA @Exponselecuon SWF XML @ImpoﬂSymDo\-Cla.ss (FB)  (CTRL+F5)
File Export Import Start
| BeanjgeqnpTiohl9lepihssss. swf N T e e T e SVW <] fei
[ header cG<ct8x<D>
- hinarData s 7|z e |- I B f o~
|—‘_.J DefineBinaryData (2: shellcodBytes) S MBBEG«Eefeid
Hframes e S E&vE <0
:jztcr:;r; +E®U &MaE<U f
P&z < M
e «MavEUWFfE <
rde <« Ed « M <
¢« f CHFELGS
Ee <ESFfEG®B F
. M 3hgeMi_ ~[ T
H < T s i
. kht! gE AB&Eid
ol ] w2 B E]e
Basic tag info 23/rt/S52he3k
rr6lSsla 2u0
MName Value
W a 3 m
Tag Type DefineBinaryData (87)
Character Id 2
Offset 615 (0x267)
Length 2952 (0xbB8)

This file, given the extension .wasm, pretends to be a Web Assembler module. But in fact, it is something entirely

different, appearing to be a custom executable format, or a modified, header-less PE file.

It starts from the names of the DLLs that are going to be needed during the execution:
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B 52he3kf2g2rr615s1as2ul198k.wasm

Offset(h) 00 01 02 03 04 05 06 OTF7 OB 09 04 OB OC OD OE OF

00000000 P01 03 00 10 18 00 61 00 7R OE 00 00 58 1E 00 OO
00000010 g 01 00 00 50 1C 00 00 OS5 00 6E 74 64 6C &6C 2ZH
00000020 |64 6C &C 00 1B 00 4B 45 52 4E 45 4C 33 32 2E 64
Qo000G30 ||eC 6C 00 04 OO0 41 44 56 41 50 45 33 32 ZE 64 60
00000040 |BC 00 04 00 43 61 62 69 6E 65 T4 2E &4 &6C &6C 00 NNl shbal=3es e
Q00000050 03 00 4D 53 56 43 52 54 ZE 64 6C &6C 00 00 00 00 |PEyctsties e ussniRym
Q0000080 00 F9 58 Be 04 SE 96 93 1C 3D BE 93 1C CA 36 83
00000070 1C 90 75 82 OD FB FO BF SF 56 F2 39 D6 B3 BO DE  ..u,.adz vasdz°T

As you can see, it loads Cabinet.dll that is used for unpacking cabinet files. In later sections, we saw the APIs and
strings that are used for the communication over HTTP protocol. We also found references to “dllhost.exe” and
“bin/i386/core.sdb”.

00001220 OO0 OO OO OO OO OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 ..vieevnnnnnnnnns
Q00001430 00 00 00 OO 00 OO0 Q0 OO0 OO0 OO0 OO0 00 68 00 74 00 ......c.eennn h.t.

00001240 74 00 70 00 73 00 3A 00 2F Q00 2F 00 00 00 00 00 t.p.S.:././.....
00001450 4D 00 &F 00 7A 00 &9 00 &C 00 &C 00 €1 00 2F 00 M.o.z.i.l.l.a./.
00001260 35 00 2E 00 30 00 20 00 47 00 &5 00 &3 00 6B 00 5...0. .G.e.c.k.
00001470 &F 00 2F 00 32 00 30 00 31 OO0 30 OO0 30 00 31 00 o./.2.0.1.0.0.1.
00001280 30 00 31 00 20 00 46 00 &% OO0 72 00 &5 00 &6 00 O0.1. .F.i.r.e.Ef.
00001290 &F 00 78 00 2F 00 34 00 2E 00 30 00 00 00 00 00 o.x./.4...0.....
00001AR0 4D 00 &F 00 TA 00 &9 00 &C 00 &C 00 61 00 2F 00 M.o.z.i.l.l.a./.
00001aB0 35 00 Z2E 00 30 00 20 00 47 OO0 &5 00 &3 00 &B 00 5...0. .G.e.c.k.
Q0001AC0O &F 00 2F 00 32 00 30 00 31 00 32 00 30 00 31 00 o./.2.0.1.2.0.1.
00001200 30 00 31 00 20 00 46 00 &5 OO0 72 00 &5 00 &6 00 O0.1. .F.i.r.e.Ef.

00001RED &F OO0 78 00 2F 00 34 00 2E 00 30 00 00 00 00 00 o.x./.4...0.....

00001aF) |62 69 6E 2F &89 33 38 36 ZF 63 6F 72 63 2E 73 Eﬂ bin/i386/core.s
00001B0O0 |82 00 OO0 0O 77 OO0 &9 00 &E OO0 &9 00 &E 00 &5 00 aW.i.n.iun.e.

[ W
O0001B10 74 00 ZE 00 &4 00 &C 00 &C OO0 00 00 25 00 53 00 ;...d.l.l...%.s.
Q0001B20 75 00 73 00 T4 00 &5 00 6D OO0 T2 00 6F 00 6F 00 vy.S5.C.2e.m.T.0.0.
00001B30 74 00 25 00 5C OO 73 00 7% 00 73 00 74 00 &5 00 t.%.h\.=2.v.=2.tL.e2.
00001B40 €D 00 33 00 32 00 5C 00 &4 00 &C 00 &C 00 &8 00 m.3.2.%.d.1.1.h.
Q0001BED &F 00 73 00 74 00 2E OO0 &5 00 78 00 &5 00 00 00 o.5.C...2.X.2...

Q00001Be0 52 T4 &C 47 65 74 4E 74 56 €5 T2 T3 65 6F 6E 4E RtlGetHtVersio

00001B70 75 6D 62 65 T2 T3 00 00 61 OO0 T3 00 T4 00 2D 00 wumbers..a.3.t.-
00001B80 7B 00 35 00 36 00 41 00 44 00 32 00 32 00 31 00 {.5.6.4.D.2.2.1
00001B90 39 00 2D 00 42 00 34 00 30 00 37 00 2D 00 36 00 9.-.B.4.0.7.-.86
00001BAD 34 00 33 00 66 00 2D 00 41 OO0 45 00 45 00 41 00 4.3.f.-.A.E.E.RA
00001BBO 2D 00 39 00 392 00 30 00 36 00 45 00 46 00 31 00 -.9.9.0.6.E.F.1

00001BCO 35 00 36 00 46 00 36 00 36 00 7D 00 OO0 OO0 00 00 5.6.F.6.6.}.....
00001BDD 4C 6F 61 64 4C 69 62 72 61 72 75 41 00 00 00 00 LoadLibrarvh....
O00001BED 47 &5 74 50 T2 6F 63 41 64 64 T2 65 73 T3 00 00 GetProchddress..

It is easy to guess that this module will be downloading something and running via dllhost.exe.

Another interesting string is a Base64-encoded content:
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00001620 OO0 80 00 00 &4 00 53 FF 56 08 EB 05 6A 00 FF 56 .€..J.5'V.&.3.°V
00001630 OC SF SE 5B C2 04 00 00 DC 00 00 00 Ez 51 42 6H . ~[A...0...EwNE
00001640 |64 48 52 77 4F 65 38 To 4D 34 41 TA 4C 6A 4D 31 shlvuesRaucirt-Afg).ul
00001650 BC &R &3 79 4C 64 45 79 4D 79 39 6E 61 58 51 Tg igatalyRRncirasht-w a0y
00001660 |64 32 6C 72 61 53 35 68 63 33 41 2F 61 57 51 39 [skak&lihlexpWEio(el
00001670 WBE 54 4D 77 4E 44 63 31 5A 6A 55 TS 4E 54 45 3T QEWoiii e DIRT MR
00001680 58 54 &6C &3 5S4 54 45 34 4D 54 4FE 6B 4E 54 45 3  pemRabasobicusdl«pmi
00001690 HEE 6A 55 TA SA 54 6B 31 4D 44 45 69 41 47 68 30 RliEAa el sitest)
000016A0 |64 48 41 36 4C 73 38 T8 4D 44 4D 75 4D TA 55 TH hETARsdoibuikue4i)
00001660 PBE TR 45 75 4D 6A 45 ThA 4C 32 64 TO 64 43 359 6H NEpNRugRafisislsions)y
000016C0 |62 47 S5A 33 4C 6E 64 68 63 32 30 33 41 47 &3 30 GZ3Lndhe203AGh0
00001600 |64 48 41 36 4C 73 38 T8 4D 449 4D 73 4D TA 55 T [hbEtaniihduibiuikukqi)
000016EQ EE TA 45 75 4D 6A 45 TA 4C 33 4R 30 4C 32 T8 TH REARFgREAPCHINIFS
000016F0 |64 &R 4E 70 4D 44 54 79 63 6D 31 &R &4 54 51 35
00001700 @D 57 4D TA 64 48 55 34 4D 6E 56 6D 4D &A 45 34 1V 3
00001710 pBC 6E &4 &8 &3 32 30 Eﬂ Q0 00 00 OO0 OO 00 00 00 2 0=
00001720 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 00 00 00 00 00 ..veveevmaennaims

T T T R TN T T T T T R T L e T T T T N T T )

The decoded content points to more URLSs:

http://103.35.72.223/git/wiki.asp?id=530475f52527a9ae1813d529653e9501 http://103.35.72.223/git/glfw.,

Looking at the traffic captured by Fiddler, we found that, indeed, those URLs are being queried:

103.35.72.223  [rt/famjtip3970aasco 1= 25d|0hbe. wasm 7768  application/... iexplore: 1588

. e ————

HTTP
HTTP 103.35.7, Jaitjwiki.asp?id =8b4c608145b539 1bda50029f738aa934 0 dihost: 1496
HTTP 103.35.7, it gl 20722  applicationf... dlhost:1496

The requests are coming from dllhost.exe, so that means the above executable was injected there.

The file glfw.wasm has nothing in common with Web Assembly. It is, in fact, a Cabinet file, containing packed
content under the internal path: bin/i386/core.sdb. Looking inside, we found the same custom executable format,

starting from DLL names:

@ core.sdb

CQffset(h) 00 01 02 03 04 05 O6 07 OB 09 04 OB OC OD QE OF

00000000 18 00 &0 00 &2 2& 00 00 9C 50 00 OC)E NS “.b*..5P..
00000010 T8 BE &, . .xM....ntdll.
00000020 o7 52 H11...MSVCRT.d1]l
00000030 45 32 ...KERNEL3Z.d1l.
00000040 32 &C ..W52_32.d11...4
00000050 51 &C pbhlpapi.dll.....

00000060 LT, . =" E-*.Hgad
00000070 4F 5B AE 63 SD BB 93 1C A8 70 90 50 2C 66 48 2E  O[ cts™. p.PB, fH.

Then, HTTP traffic stops. This was another interesting aspect of this threa,t because the threat actors are perhaps
trying to hide the traffic by pretending to use the SLTP protocol to retrieve the actual payload, which can be seen

in the strings extracted from the Cabinet file inside of core.sdb:

INSTALL_SOURCE &sid=%u INSTALL_SID INSTALL_CID sltp://setup.gohub[.]online:1108/setup.bin?id=128 ntd

That hostname resolves to 67.198.208[.]110:
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Pinging setup.gohub.online [67.198.208.110] with 32 bytes of data: Reply from 67.198.208.110: bytes=

Encrypted TCP network traffic from our sandboxed machine shows how the binary payload is retrieved:

Destination

67.198.208.110
67.198.208.110

Protocol

TCP
TCP
TCP

Lengtl

60
60
60

Info

49456 > ratio-adp
49456 > ratio-adp
ratio-adp = 49456
ratio-adp = 49456

Seg=1 Ack=1 Win=66048 Len=0

ACK] Seg=1 Ack=1 Win=66048 Len=4
Seg=1 Ack=5 Win=29312 Len=0

ACK] Seg=1 Ack=5 Win=29312 Len=523

67.198.208.116 TCP 314 49456 > ratio-adp [PSH, ACK] Seg=5 Ack=524 Win=65536 Len=260
TCP 60 ratio-adp > 49456 [ACK] Seq=524 Ack=265 Win=30336 Len=0

67.198.208.110 TCP 128 49456 > ratio-adp [PSH, ACK] Segq=265 Ack=524 Win=65536 Len=74
TCP 60 ratio-adp > 49456 [ACK] Seq=524 Ack=339 Win=30336 Len=0
TCP 1379 ratio-adp > 49456 [ACK] Seg=524 Ack=339 Win=30336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] Seq=1849 Ack=339 Win=30336 Len=1325

67.198.208.116 TCP 60 49456 > ratio-adp [ACK] Segq=339 Ack=3174 Win=66048 Len=0
TCP 1379 ratio-adp > 49456 [ACK] Seq=3174 Ack=339 Win=30336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] S5Seq=4499 Ack=339 Win=30336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] Seq=5824 Ack=339 Win=30336 Len=1325

67.198.208.118 TCP 68 49456 > ratio-adp [ACK] Seq=339 Ack=5824 Win=66048 Len=0

0860 68 60 27 a7 59 fa 08 60 27 c7 8c 18 08 08 45 28 YL e Ef(

0810 02 33 34 90 40 00 2f 06 3d 26 43 cb dO 6e cO a8 34.@./. =&C..n.

0820 63 Ga 04 54 cl 30 6d 21 79 a7 55 83 42 33 50 18 ..T.0m! y.U.B3P

0030 00 e5 78 9f 00 00 12 60 02 07 01 @6 ff ff ff ff Kivies e
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This whole exploitation and payload retrieval process is rather complex, especially in light of the intended purpose

behind this drive-by campaign. Infected hosts are instructed to mine for cryptocurrencies:
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What is unique about this miner is that it achieves persistence by using a bootkit, as described here. Infected hosts

will have their Master Boot Record altered to start the miner every time the operating system boots.

A sophisticated attack for a simple payload

This attack is interesting on many levels for its use of different technologies both in the exploit delivery part as
well as how the payload is packaged. According to our telemetry, we believe it is also focused on a select few

Asian countries, which makes sense when taking its payload into consideration.

It also shows that threat actors haven’t completely given up on exploit kits, despite a noted downward trend over

the last couple of years.
Protection

Malwarebytes detects both the IE and Flash exploits, resulting in the infection chain being stopped early on.

Page 9 of 11


https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/07/mining_activity.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/07/mining_activity.png
http://www.cnhongke.org/article/46057
https://www.malwarebytes.com/blog/glossary/master-boot-record-mbr/
https://www.malwarebytes.com/

https://blog.malwarebytes.com /threat-analysis/2018 /07 /hidden-bee-miner-delivered-via-im proved-drive-by-download-toolkit /

(=] & =]
e@ka http://144.202.87.106/index.php?JBOSSESS] O + X H O EETEYE ‘ ‘ {ni g £o3

Indicators of compromise

Injected dating site

144.202.87[.1106

Exploit toolkit

103.35.72[.1223

52he3kf2g21r615s1as2u0198k.wasm

087FD1F1932CDC1949B6BBBD56C7689636DD47043C2F0B6002CIAFBI79DBCTDD

glfw.wasm

CCD77AC6FE@CA9BAF71552274764CCDDCBA9994DF33CC1240174BCAB11B52313
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Payload URL and IP

setup.gohub[.Jonline:1108/setup.bin?id=128 67.198.208[.]1110

Miner Proxy

133.130.101[.]254

Source: https://blog.malwarebytes.com/threat-analysis/2018/07/hidden-bee-miner-delivered-via-improved-drive-by-download-toolkit/
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