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All current versions of Windows are affected by an architectural vulnerability due to the presumptive nature of
SMB authentication. Hashed credentials will secretly be sent in cleartext across the Internet. This attack vector is

trivial to execute and has critical consequences. See proof of concept videos below.

The core of this issue is due to the presumptive nature of current SMB authentication methods. When a user
accesses a file share or remote file, hashed Windows credentials from the current user are automatically sent to the
remote server in cleartext in attempt to authenticate and access the remote file. The default behavior of assuming
the remote server is trusted allows for systems to quickly access file shares in large corporations so that users
won’t need to sign in with their company credentials each time to access network resources. However, this

implementation presents a significant security risk to user accounts and passwords. Read more via the link below.
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