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grap is our tool to match binaries at the assembly code level, matching control flow graphs:

https://github.com/QuoSecGmbH/grap/

This post demonstrates how to use grap to quickly find and analyse documented features (based on public reports)

in published QakBot samples:

 All features and IOC described here are already published (see References)
e Samples are from Malpedia: win.qakbot

e We explain both the grap standalone tool and the IDA plugin

This is a tutorial demonstrating grap’s features with increasing complexity.

References

[1] - Reversing Qakbot - https://hatching.io/blog/reversing-qakbot/

[2] - Deep Analysis of QBot Banking Trojan - https://n1ght-wO0lf.github.io/malware%?20analysis/gbot-banking-

trojan/

[3] - Malware Analysis: Qakbot [Part 2] - https://darkopcodes.wordpress.com/2020/06/07/malware-analysis-
gakbot-part-2/

QakBot samples are packed and the unpacking process consists in decrypting a buffer that will be written over the

memory-mapped first-stage PE [1].
Thus Malpedia has a 3 types of QakBot samples, they are renamed to not disclose them, for instance:

 First-stage PE (packed): s10
e Dumped PE (at some stage during or after the unpacking process): s10_dump_2

e Unpacked PE (reconstructed): s10_unpacked

2 - Approach
We focus on features (decryption, anti-analysis, parsers...) because:

e They will be shared across samples

e Some are already documented

Rules (grap patterns) detecting features:
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e Help navigate (similar) new samples

e Allow to study deleted, modified or new features within incoming samples
3 - First-stage PE: PE parsing

QakBot unpacks itself and fixes headers [1], we can thus expect comparison or write of values such as “MZ”
(0x5a4d) or “PE” (0x4550).

The easiest way is to write a quick pattern that will be automatically converted as a full grap pattern. Looking for

any instruction containing 0x5a4d can be done with grap 0x5a4d * :

$ grap 0x5a4d *
s@5.grapcfg - 2035 instructions
1 matches: tmp@ (1)

tmp@ - match 1
1: 0x401933, cmp eax, 0x5a4dd

s12.grapcfg - 1616 instructions
1 matches: tmp@ (1)

tmp@ - match 1
1: 0x402dfb, cmp word ptr [eax], @x5a4d

s12_unpacked_1.grapcfg - 13891 instructions
1 matches: tmp@ (1)

tmp@ - match 1
1: 0x40451b, mov eax, @x5a4dd

This first run will disassemble the binaries using grap’s embedded disassembler (recursive disassembler based on

Capstone) and save the disassembly into “.grapcfg” files so there is no need to disassemble them again.

Let’s investigate the generated pattern ( grap -v will output its path, the IDA plugin can also be used) and see
that this is done through a regex on the full instruction string:

Ox5add 83

digraph quick_pattern {
"1" [cond="inst regex '.*Bx5add.*'", getid="1"]

}

A more precise condition can be written to match any instruction having 0x5a4d or 0x4550 as an argument: arg]

is @x5ad4d or arg2 is @x5a4d or argl is 0x4550 or arg2 is @x4550 (see trick PEparsing.grapp):
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digraph trick PEparsing {
magic [cond="argl is Oxb5add or arg2 is 0Ox5add or argl is 0x4550 or arg2 is 0x4550"]

h;

Within instruction conditions most fields ( inst , argl, arg2 , opcode ) are considered and matched as strings.
Those strings are obtained through Capstone disassembly (even within IDA), patterns shall thus be written with

Capstone syntax in mind.
4 - Unpacked samples
4.1 - cpuid

QakBot uses the cpuid instruction to determine whether it is running in a VM [1]. It first gets the CPU vendor

with eax=0 and the processor features with eax=1 [2].

Let’s find cpuid usage within our samples:

$ grap -q "opcode is cpuid" *.grapcfg
s02_unpacked_1.grapcfg (13898) - tmp@ (2)
s12_unpacked_1.grapcfg (13891) - tmp@ (2)
s06_dump.grapcfg (21194) - tmp@ (2)
s08.grapcfg (22464) - tmp@ (2)
s08_dump.grapcfg (21151) - tmp@ (2)
s10.grapcfg (12479) - tmp@ (2)
s10_dump_2.grapcfg (15130) - tmp@ (2)
s15.grapcfg (10483) - tmp@ (2)

Two unpacked samples match, both have two ‘cpuid’ matches, let’s investigate those matches by looking also for

the instruction preceding cpuid :

$ grap "*->opcode is cpuid" s12_unpacked_1.grapcfg
s12_unpacked_1.grapcfg - 13891 instructions
2 matches: tmp@ (2)

tmp@ - match 1
1: 0x406260, mov eax, 1
2: 0x406265, cpuid

tmp@ - match 2

1: 0x4062a7, xor eax, eax
2: 0x4062a9, cpuid

The pattern *->opcode is cpuid means: look for any instruction that is sequentially followed by cpuid .

This sample has the expected behavior: one call with eax=0 ( xor eax, eax ) and one call with eax=1 ( mov

eax, 1).
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We can use this pattern within IDA using bindings to find where these calls are located:

Ltext:00406227 mov [ebp+var_4], @
P _text :0040622E mov al, ds:byte 40B277
Ltext: 00406240 Ltext: 00406233 mov [ebp+Stringl], al
Ltext: 00406240 Ltext:00406236 xor ecx, ecx
.text:004062A0 ; Attributes: bp-based Trame Ltext:00406238 mov [ebp+var_23], ecx
Ltext:004062A0 Ltext: 00406238 mov [ebp+var_1F], ecx
Ltext:00406240 sub_4B062A0 proc near .text:De40623E mov [ebp+var_1B], ecx
Ltext:004062A0 Ltext:00406241 mov [ebp+var_17], ecx
Ltext:004062A0 var_C= dword ptr -@Ch Ltext: 00406244 mov [ebp+var_13], ecx
Ltext:00406240 var 8= dword ptr -8 Ltext: 00406247 mov [ebp+var_F], ecx
Ctext:00406248 var_ 4= dword ptr -4 Ltext:DO40624A mov [ebp+var_B], ecx
Ltext:00406240 arg_O= dword ptr 8 Ltext:00406240 mov [ebp+var_7], cx
text: 00406240 Ltext: 00406251 mov [ebp+var_5], cl
Ltext:004062A0 push ebp Ltext: 00406254 lea edx, [ebp+5tringl]
.text:004062A1 mov ebp, esp .text: 00406257 push edx
Ltext:004062A3 sub esp, GCh Ltext:00406258 call sub_4062A0
Ltext:004062A6 push ebx .text:00406250 add esp, 4
Ctext:004062A7 xor eax, eax LLext 00406260 mov eax, 1
.text:004062A9 cpuid .text:00406265 cpuid
Ltext:004062AB mov [ebp+var 8], ebx Ltext:00406267 mov [ebp+var_4], ecx
L text:004062AE mov [ebp+var_4], ecx Ltext:0040626A cmp [ebp+var_47, 1
Ltext:004062B1 mov [ebp+var_C], edx Ltext:0040626E jnz short loc_406291
.text:004062B4 push -+

Python>import pygrap
Python>m=pygrap.ida_guick_match("*->cpuid")
Matched: quick_pattern (2)

quick pattern, match 1

1: O0x4062a7, xor eax, eax

2: 0x4062a%, cpuid

guick pattern, matech 2

1l: 0x406260, mov eax, 1

2: 0x406265, cpuid

We can also use grap to quickly review all instructions preceding cpuid to find possible alternatives:

$ grap "PRE:* -> opcode is cpuid" *.grapcfg | grep PRE
PRE: 0x406260, mov eax, 1
PRE: 0x4062a7, xor eax, eax
PRE: 0x40b146, mov eax, 1
PRE: 0x40b19d, xor eax, eax
PRE: 0x404bef, xor eax, eax
PRE: 0x404bff, mov eax, 1
PRE: 0x40b160, mov eax, 1
PRE: 0@x40blad, xor eax, eax
PRE: 0x4087ee, xor eax, eax
PRE: 0x4087fe, mov eax, 1
PRE: 0x403d27, xor eax, eax
PRE: 0x403db7, mov eax, 1
PRE: 0x406260, mov eax, 1
PRE: 0x4062a7, xor eax, eax
PRE: 0x44a5e9, xor eax, eax
PRE: 0x44a5f9, mov eax, 1
PRE: 0x405610, mov eax, 1
PRE: @x405657, xor eax, eax

The pattern "PRE:* -> opcode is cpuid" defines the name of the preceding instruction (PRE), allowing for easy

grepping.
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The cpuid instruction is, as expected, always called with eax=0 or eax=1

A simple pattern detecting this technique is (see trick cpuid.grapp):

I
L

nd="opcode is

aph trick cpuid
cpuid

[C

‘cpuid' "]

4.2 - VMWare detection

Reports describe Qakbot’s attempts at detecting VMWare [1] through a technique described by VMWare:

e https://kb.vmware.com/s/article/1009458 - see “Hypervisor port”
e Doinga in on port 0x5658 with:

o eax = 0x564D5868 (VMware hypervisor magic value, “VMXh”)
o ebx = OxFFFFFFFF (UINT_MAX)

o ecx = 0x0a (Getversion command identifier)

o edx = 0x5658 (hypervisor port number)

e If you are running on VMWare, it returns ebx = 0x564D5868 (the same VMware hypervisor magic value)

We can look fora cmp instruction with the VMware hypervisor magic value

e This leads to a function implementing this VMWare detection

as argument:

e Using the IDA plugin we can create a detection pattern based on the in instruction and its arguments

[7)Functions window X | &  IDAgrap X DAViewA X | [O] HexvViewl X | (B] Structures X || Undefine ) u
L TeXt 1 0Uau6DAT mov ebp, esp §¥ Add breakpoint F2
Pattern Search | € Pattern Generation | €2 Seripti About .text:00406D43 push  OFFFFFFFFR ;
& pattem Searc ezt | (Dt . text :08466D45 push offset stru_40FABO fmfs graph to
@ Q*? =) .text:00406D4A push offset sub_402B60 sy Xrefs graph from..
000 D x E‘O E“ . text:00406D4F mov eax, large Ts:@ hroni h
.text:08406D55 push  eax synchronize witi »
| Automatically update the pattern . text:0@406D56 mov large fs:0, esp Lumina >
. text:00406D5D add esp, OFFFFFFFOh
Generic arguments - text:0@406D60 push ebx [grap] Default match (apply options)

.text:08406D61 push esi
Lighten memory handling operations .text:00406D62 push edi

. text : 08406063 mov [ebp+ms_exc.old_esp], esp
Standardizs implopsations _text :00406D66 mov [ebp+var_iC], ©
Factorize . text:00406D6D mov [ebp+var_28], @

. text:00406D74 mov [ebp+ms_exc.registration. Trylgw

. text:08406D7B push
.text:00406D7C push

. text :88486D7D push

:00406D7E_push __edx

eax
ebx
ecx

Assisted pattern creation| 3%

digraph trick vmware_detection vl

0x406d7f [cond={opcode is 'mov’ and arg2 is '0x564d3868'"]

564D5868h] |
o2

0x406d84 [con: code 15 'mov’ and arg2 is 'Oxa " :00406D84 mov ecx,
0x406d89 [cond="opcode is 'mov' and arg2 is '@x5658'"] text:00406D88 mov dx, 5658h
0x406d8d [cond="opcode is 'in'"] Lext:00406D8D in eax, dx

:98486D8E mov [ebp+var_1C], ebx

Bx406d7f -> Bx486d84 [childnumber=1] text:0@406D91 mov [ebpt+var_20], ecx
0x406d84 -> 0x4086d89 [childnumber=1] - Lext:00486D94 pop edx
0x406d89 -> Bx486d8d [childnumber=1] text:0@406D95 pop ecx
} text:0e406D96 pop ebx
text:00406D97 pop eax

:98466D98 mov
:98406D9F jmp

[ebp+ms_exc.registration. TryLevel],
short loc_486DB8

Font...

OFFFFEFFEh

[grap] Full match: mov eax, 0x564d5868
[grap] Opcode+argl: mov eax, *

I [grap] Opcode+arg2: mov *, 0x564d5868 N
[grap] Opcode+arg3: mov *, *
[grap] Opcode: mov
[grap] wildcard: *

X [grap] Remove target node

VMware hypervisor magic value
("VMXh")

A% Graph overview

FEE

.text:00406D8B8

.text:00406D02
.te STTUEDBF

.text:00406DB8 1o

EDES.
cmp [ebp+var_1C],
Short Toc_ 4060

TNz

100.00% (-1,1%0) ( £ Sub_406040+3F

[Z output window

Python>m=pygrap.ida_quick_match(/[opcode is emp and arg2 contains 0x564d5868[)
Matched: quick_pattern (1)
quick_pattern, match 1

1: [FIUIFF, cmp dwerd ptr [ebp - Oxle], 0x564d5868

Python

The IDA plugin allows for interactive pattern creation:

e Define the root node and target nodes

e Choose general options:
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o “Generic arguments” will match on opcodes rather than full instructions: mov eax, 0x564D5868 ->
mov

o “Lighten memory handling operations” will change some generic memory instructions ( push ,
mov , lea ...)into wildcards ( true )

o “Standardize jump operations” will streamline conditional jumps ( je , jne ...) and calls into the
same construct ( nchildren==2 )

o “Factorize” groups identical conditions with repeat, for instance: repeat=*, lazyrepeat=true

» Set the matching precision for each individual instruction (right click): mov eax, 0x564D5868 , mov eax,
*, mov *, 0x564D5868 , mov , or the wildcard *

The shown generated detection pattern is very specific: if the mov instructions were re-ordered, the code would

still be identical but the pattern would not detect it.
To base detection on the magic value and in , we can manually write a pattern that will:

e Match any instruction containing the magic value: inst regex '.*@x564d5868.*'
» Followed by any instructions (0 to 5): cond="true", minrepeat=0, maxrepeat=5, lazyrepeat=true

e Ending by an in instruction: opcode is 'in'

We now have 3 patterns (see trick vmware detection.grapp):

digraph trick _vmware detection_cmp {
0x403e82 [cond="opcode is 'cmp' and arg2 is '0Ox564d5868'"]
}
aph trick vmware detection vl {
Ox406d7f [cond="opcode is 'mov' and arg: i arg2 is '0x564d5868'"]
0x406d84 [cond="opcode is 'mov' & gl 1 arg2 is 'Oxa'""]
Ox406d89 [cond="opcode is 'mov' and arg!: and arg2 is "0Ox5658'"]
Ox406d8d [cond="opcode 1is 'in'"]
0x406d7f -> 0x406d84 [childnumber=1]
Ox406d84 -> 0x406d89 [childnumber=1]
0x406d89 -> Ox406d8d [childnumber=1]

aph trick vmware detection magic {
1 magic [cond="1inst regex '.*0x564d5868.*"'"]
2 other [cond="true", minrepeat=0, maxrepeat=5, lazyrepeat=true]

3 in [cond="opcode is 'in'"]
1 magic -> 2 other [childnumber=1]
2 other -> 3 in [childnumber=1]

Let’s try our patterns on the samples:

$ grap -q trick_vmware_detection.grapp *.grapcfg

s02_unpacked_1.grapcfg (13898) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2), trick_vmware.
s06_dump.grapcfg (21194) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2)

s08_dump.grapcfg (21151) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2)

s10_dump_2.grapcfg (15130) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2)
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s12_unpacked_1.grapcfg (13891) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2), trick_vmware
s21.grapcfg (11685) - trick_vmware_detection_cmp (1), trick_vmware_detection_magic (1), trick_vmware_detection_\
s23_unpacked.grapcfg (10078) - trick_vmware_detection_magic (2), trick_vmware_detection_v1 (1)

7 samples match:

e As expected the generic trick_vmware_detection_magic has better results than
trick_vmware_detection_v1
e Matching samples all match both trick_vmware_detection_cmp and trick_vmware_detection_magic

e trick_vmware_detection_magic usually matches twice in those samples

Let’s look at the trick_vmware_detection_magic matches ( -m forces to output matching instructions):

$ grap -m trick_vmware_detection.grapp s02_unpacked_1.grapcfg
s02_unpacked_1.grapcfg - 13898 instructions

4 matches: trick_vmware_detection_cmp (1), trick_vmware_detection_magic (2), trick_vmware_detection_v1 (1)

trick_vmware_detection_magic - match 1
1_magic: 0x406338, mov eax, 0x564d5868
2_other@: 0x40633d, mov ecx, 0x14
2_other1: 0x406342, mov dx, 0x5658
3_in: 0x406346, in eax, dx

trick_vmware_detection_magic - match 2
1_magic: 0x406d7f, mov eax, 0x564d5868
2_other@: 0x406d84, mov ecx, @xa
2_other1: 0x406d89, mov dx, 0x5658
3_in: 0x406d8d, in eax, dx

There is a variant of the technique described by VMWare, this time with ecx=0x14 .

In this case the in instruction calls the VMWare function to get memory size, this can also be used for VMWare

detection: https://www.aldeid.com/wiki/VMXh-Magic-Value.

repeat and lazyrepeat

By default repeat will match the maximum of sequential instructions which all have a single parent and a single

child (thus within the same basic-block containing no jump nor call ).
With lazyrepeat=true , repeat will stop at the first instruction matching the next condition in the pattern:

e xor, xor, xor can be matched with cond="opcode is xor", repeat=3
e xor, xor, xor can alsobe matched by cond="opcode is xor", repeat=*
e xor, xor, xor, push can be matched by a pattern that has cond="opcode is xor", repeat=*,

lazyrepeat=true followed by cond="opcode is push"
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Unfortunately this approach makes some code sequences difficult to match. Let’s try to match all basic blocks

with this shape:

e between 1 and 4 of any instructions
e Xor

e call

A potential pattern would be: <!-

digraph any_xor_call {
any [cond=true, minrepeat=1, maxrepeat=4, lazyrepeat=true]
xor [cond="opcode is xor"]

call [cond="opcode is call"]

any->xor
xor—>call

}

digraph any xor_call {

any [cond=true, minrepeat=1, maxrepeat=4, lazyrepeat=true]
xor [cond="opcode 1s xor"]

call [cond="opcode is call"]

any->xor
xor->call

¥

Let’s try to match push, push, xor, xor, call with this pattern.
If, as shown, we set lazyrepeat=true , candidates for each node are:

e any: push, push (stops at the first xor instance)
e xor: the first xor

e call: tries to match the second xor (mo match)
Alternatively, if we set lazyrepeat=false (“any” node), we get the following candidates:

e any: push, push, xor, xor (takesthe maximum number of sequential instructions)

e xor: tries to match call (no match)
The pattern can thus not match the wanted instruction sequence.

One solution is to use repeat=+ with lazyrepeat=true when matching on xor :
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digraph any xor_call v2 {

any [cond=true, minrepeat=1, maxrepeat=4, lazyrepeat=true]
xor [cond="opcode is xor", repeat=+, lazyrepeat=true]

call [cond="opcode is call"]

any—->xor
xor—->call
}

Candidates are now:

e any: push, push (stops at the first xor instance)
e xor: xor, xor (stops atthe first call instance)
e call: call

e It matches!

Be aware of the behavior of lazyrepeat when writing and testing patterns with repeated instructions: it leads to

many unintuitive behavior (no match).

4.3 - Obfuscation with empty loops

Qakbot uses unreachable empty loops as an obfuscation method [1]:

Ltext:00404CES jge short loc_404CED |

LA ]

Ltext:00404CET
Ltext:00404CET loc_404CET:

Ctext:00404CET xor ecx, ecx
Ltext:00404CE9 j=z short loc_484CED
Yy Y
ol e = bl e =
Ltext:00404CED Lext:00404CEE jmp short loc_404CE7Y
Ltext:00404CED loc_404CED:
Lfext:00404CED mov eax, [ebptvar_ 4]
Lfext:00404CFE mov esp, ebp
LLext:00404CF2 pop ebp
Ltext:00404CF3 retn
Ltext:00404CF2 sub_404CCE endp
LLext:00404CF3

Basic blocks at addresses 0x404ce7 and 0x404ceb are unreachable.
A quick pattern can detect the loop: opcode is xor and arg2 is _argl -> je -> jmp -2> 1 :

e arg2 is _argl : matches when both arguments are identical
e je instead of jz because Capstone outputs je

e je -> jmp : je ’schild number 1 (sequentially following) is jmp
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e jmp -2> 1 : jmp ’s child number 2 (the remote one, not sequentially following) is the first matched node

( xor ), defining the loop

This pattern detects an unreachable empty loop using xor , je and jmp because when both xor arguments

are identical the result is 0 and the condition jump je is always taken.

We can look for potential variants with xor having different arguments and different conditional jumps,

including cases where the jump is not taken : xor -> * -*> * -2> 1 :
e -*> : follow both child number 1 and child number 2

Matching both patterns on the samples:

$ grap -q "opcode is xor and arg2 is _argl -> je -> jmp -2> 1" -p "xor -> * -*> * -2> 1" * grapcfg
s01_unpacked.grapcfg (53616) - tmp@ (224), tmp1 (224)

s02_unpacked_1.grapcfg (13898) - tmp@ (87), tmp1 (87)

s08_dump.grapcfg (21151) - tmp@ (625), tmp1 (625)

s07_dump.grapcfg (48735) - tmp@ (219), tmp1 (219)

[...]

We find:

e Generalized use of this technique across the samples
e Both patterns (tmp0 and tmp1) match the same number of times: the obfuscation is always the same, no

similar alternative was found

The full patterns for this technique are (see gakbot trick emptyloop.grapp):
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digraph gakbot trick emptyloop vl {

xor [cond="opcode is xor and arg2 is _argl"]
je [cond="opcode 1is5 je"]

jmp [cond="opcode is jmp"]

xor -> je [childnumber
je -= jmp [childnumber
jmp -> xor ildnumber

}

digraph qakbot _trick emptyloop generic {
xor [cond="opcode is xor"]

jcc [cond="true"]

jmp [cond="true"]

xor -» jcc [childnumber
jcc -> jmp [childnumber
jmp -= xXor [childnumber
}

Back into IDA, the plugin finds and colors matches:

(7] Functions window X | 3 1DAgrap X @ IDA View-A X @ Hex View-1 X (@ Structures x E Enums X =B Imports x @& Exports X
_text:00484F4C cnp dword ptr [ecx+eax'8+2], O
Q pattem Search | @ Pattem Generation | € < |» - text:00404F51 jnz short loc_404F62
Qo !
Found pattems -~ v vy v 'K 3 i
» qakbot_trick_emptyloop_generic (87 matc il i = [l i = [ sl = i
- _text:00404F62 _Lext:00404E9A _text:084D4EFD
0x404cac in sub_404C80 (3 instructions) _text:00404F62 loc_404F62 _text:00404E0A loc_4BAEQA: _text:00404EFD loc 404EFD 8040453 loc_484F53:
0x404ce9 in sub_404CCO (3 instructions) .text:00404F62 mov eax, [ebptvar 4] | |.text:88404E9A xor edx, edx . text :00404EFD mov ecx, [ebptvar 4] . 00404F53 xor edx, edx
0x404ds5b in sub_404D20 (3 instructions) .text:00404F65 mov ecx, dword 412530| |.tex£:00404E9C j2 Short 1oc 4G4EAB| |. text :09404F00 add ecx, 1 _text:00404F55 j2 short loc_494F59
0x404de9 in sub_404D20 (3 instructions) .text:00404F6B mov dx, [ebp+arg 0] . text :00404F03 mov [ebp+var_4], ecx
0x404e9¢ in sub_404D20 (3 instructions) _text :00404E6F mov [ecx+eax*8], dx
0x404edf in sub204D20 (3 instructions) _text:00404E73 mov eax, [ebprvar 4]
0x404f55 in sub 404D20 (3 instructions) .text:00404F76 mov ecx, dword_412530|
0x404f87 in sub_404D20 (3 instructions) _text:00404F7C mov dx, [ebprarg 8]
0x405146 in sub_4050D0 (3 instructions) _text:00484F80 mov [ecxteax*B+0], dx
0x405194 in sub_4050D0 (3 instructions)
0x4051bd in sub_4050D0 (3 instructions)
0x405207 in sub_4050D0 (3 instructions)
0x405224 in sub_4050D0 (3 instructions)

A 4 vy
0x405255 in sub_405230 (3 instructions) z 7 -
0x40528b in sub_405280 (3 instructions) FEE] e =
0x4032b¢ in sub 405280 (3 instructions) - text:00404F85 -text:004G4EQE jmp  short loc 404EOA| | |.text:00404F57 jmp  short loc 404F53
0x40536d in sub_405280 (3 instructions) oEETRESCIRIRIRES Tkon (X TREL

0x405395 in sub_405280 (3 instructions) A IEE I T eax, eax

0x4053a9 in sub_405280 (3 instructions) SEETREEIEIET 2 Sl fes A0THED
0x4053b4 in sub_405280 (3 instructions)
0x4053da in sub_4053C0 (3 instructions)
0x4053fd in sub_4053C0 (3 instructions) Y h 4

0x4054d6 in sub_405480 (3 instructions) (M | [l = )
0x406286 in sub_406220 (3 instructions) .text:00404F59 .text:00404F89 jmp short lﬂC74G4F35|
0x406369 in sub_406300 (3 instructions) _ .text:00404F59 loc_404F59;: T

4.4 - RC4 Key Scheduling

Qakbot uses RC4 to decrypt an embedded resource [2,3].

RC4’s Key Scheduling algorithm begins with creating a permutation array with all values from 0 to 255: S=[1i
for i in range(@, 0x100)] .

One documented sample (see “RC4 ENCRYPTION” in [3]) uses a mov eax, 0x100 followed by a push , we

can find it in our samples with grap -q "mov eax, 0x10@ -> push" *.grapcfg , exploring the matches leads to

the following function from which we can create a more precise pattern:
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digraph gakbot_rcdinit vl { T text:00407520 mov  eax. 10on T
0x487520 [Ec—r.:="opEUde is "mov' and arg2 is '@x106'"] .text:00407525 push esi
0x407525 [cond="opcode is 'push'"]
Bx407526 [cond="opcode is "mov'"] vy

0x487528 [cond="opcode is 'inc'", repeat=*, lazyrepeat=truel] [l =
0x48752a [cond="opcode is "cmp'"] text:00407526

0x40752d [cond="nchildren == 2"] text:00487526 loc 4@7526:

.text:00407526 d 1
0x407520 -> 8x407525 [childnumber=1] Xt 00407598 ine gixx]‘ ©
Bx407525 -=> Ox407526 [childnumber=1] .text:904@?529 e i
0x4087526 -> 0x407528 [childnumber=1] Ctext:0040752A cmp ——
0x407528 -> Bx40752a [childnumber=1] ’ . = :
text:8040752D jl hort L 487526
Bx48752a -> 0x40752d [childnumber=1] ex J T shor —
0x40752d -> 0x407526 [childnumber=2] -
} | T, ‘_I _____________________ 1

f_1ﬁ6§ _____ eax, 106h ]_E
5 vy :
" |
+ | |Loc_34EEA1S:

: mov [edx], cl :
; inc ecx |
i inc edx [
: cmp CX, ax :
i jl short loc 34EEA1S [
i T :

digraph gakbot rcd4init gen {
Ox407520 [cond="opcode is ‘mov' and arg?2 is 'Ox100'"]
0x407525 [cond="opcode is 'push'", repeat=7]
0x407526 [cond="opcode is 'mov'"]
0x407528 [cond="opcode is 'inc'", repeat=*, lazyrepeat=true]
Ox40752a [cond="opcode is ‘cmp'"]
0x40752d [cond="nchildren == 2"]

[childnumber=1
0x4075 [childnumber=1
Ox407526 -=> [childnumber=1
Ox407528 -> Ox40752a [childnumber=1

[ 1

[

-

0x407520 -=
25

Ox40752a -> 0x40752d [childnumber=
Ox40752d -> 0x407526 [childnumber=2

]
]
]
]
]
]

5 - Sample navigation

Putting together the previous patterns in a single folder under the right plugin folder (on Linux in “~/idapro-

7.5/plugins/idagrap/patterns/test/misc/files/qakbot_patterns”) will make them available within the plugin.
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Matching the patterns on unpacked samples ( -sa shows also non-matched samples):

grap -q -sa qgakbot_patterns/ *_unpacked*.grapcfg

s02_unpacked_1.grapcfg (13898)
s12_unpacked_4.grapcfg (5456)
s02_unpacked_2.grapcfg (25461)
s01_unpacked.grapcfg (53616) -
s03_unpacked.grapcfg (47070) -
s04_unpacked.grapcfg (52604) -
s@7_unpacked.grapcfg (47281) -
s09_unpacked.grapcfg (35471) -
s12_unpacked_1.grapcfg (13891)
s19_unpacked.grapcfg (36736) -
s20_unpacked.grapcfg (38455) -
s22_unpacked.grapcfg (34460) -
s23_unpacked.grapcfg (10078) -
[...]

- qgakbot_rc4init_gen (1), qakbot_trick_emptyloop_generic (87), gakbot_trick_empt

- qgakbot_rc4init_gen (1), qakbot_trick_emptyloop_generic (84), gakbot_trick_empt
gakbot_rc4init_gen (1), gakbot_trick_emptyloop_generic (224), qakbot_trick_empty
gakbot_rc4init_gen (1), qgakbot_trick_emptyloop_generic (219), qakbot_trick_empty
gakbot_rc4init_gen (1), gakbot_trick_emptyloop_generic (224), qakbot_trick_empty
gakbot_rc4init_gen (1), qgakbot_trick_emptyloop_generic (219), qakbot_trick_empty
trick_PEparsing (2)

- qgakbot_rc4init_gen (1), qakbot_trick_emptyloop_generic (87), gakbot_trick_empt
gakbot_rc4init_gen (1), gakbot_trick_emptyloop_generic (176), qakbot_trick_empty
gakbot_rc4init_gen (1), gakbot_trick_emptyloop_generic (219), qakbot_trick_empty
trick_PEparsing (2)

trick_vmware_detection_magic (2), trick_vmware_detection_v1 (1)

The are some differences amonsts unpacked samples:

» Some do not have the VM detection features ( cpuid , VMWare detection)

e Some miss some data and code (unpacking was unsuccessful?): s22_unpacked

e Some are specific modules that do not exhibit the described features (the main module does):

s12_unpacked_4

Though we will not go further now, those differences can be a way to distinguish between versions and sample

types.

Within IDA the patterns help navigate a sample by finding the documented features and leading to their

implementations:
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[7] Functions window X | & IDAgrap X | ‘ IDA View-A X | ] Hex View-1 X Structures A
S EEE—— = .text:004834FB jnz short loc_403584 I
Q Pattern Search | © Pattern Generation ‘31 L |> T 1
re -
QoMW ==
.text: 00403504
.text: 00403504 loc_403584:

Found patterns v .text :@0483504 xor edx, edx

4 o .text: 00403506 cmp [ebp+var_4], edx

~ bb_xor_loop (9 matches) ) _ .text:00403509 jbe short loc_403533
0x4015bd in sub_4015B3 (8 instructions)
0x403518 in sub 403490 (9 instructions) |
0x404989 in sub_40496C (6 instructions) L J
0x405718 in sub_405701 (12 instructions)
0x40576h in sub_40574B (14 instructions) . text:0040350B mov esi, dword_40F6FC
0x4058bd in sub_4058A8 (14 instructions) Ltext: 00403511 push edi
0x406961 in sub_406916 (9 instructions) Ltext: 00403512 mov edi, ebx
0x4069df in sub_406916 (17 instructions) .text:00403514 sub edi, eax
0x406a66 in sub_406916 (18 instructions) .text: 00403516 add esi, ebx

» popular (11 matches) I—*

w gakbot_rcdinit_gen (1 matches
0x406¢66 in sub_406C58 (6 instructions) v

* gakbot_strings_t tion (1 matches
0x403490 in sub_403490 (27 instructions)

b qgakbot_trick_empty

» gakbot_trick_emptyloop

 trick_cpuid (2 matches)
0x405615 in sub_4055D0 (1 instructions)
0x405659 in sub_405650 (1 instructions)

neric {87 matches)

(87 matches)

0x404995 in sub_40496C (1 instructions)
~ trick_PEparsing (3 matches)

0x4026bc in sub_402694 (1 instructions)

0x404d0b in sub_404CEF (1 instructions)

0x404d5¢ in sub_404CEF (1 instructions)

v trick_vmware_detection_cmp (1 matches) v

0x4053f8 in sub_405380 (1 instructions) il s = [l

trick_vmware_detecti ic (1 matches)

R A‘;‘;—;ggg{f i'ns't:jction; _text:004034FD mov eax, offset unk_40F704] |.text:00483532 pop edi
w trick_vmware_detection_v1 (1 matches) -text:00403502 jmp short loc_403533 |

0x4053bf in sub_405380 (4 instructions) |—+ +

Y
[l i = |

Besides the previously described patterns, the plugin includes pre-defined patterns such as:

e bb_loeop: basic block loops (usually small loops)

e bb_xor_loop: basic bloc loops containing a xor instruction, can be used to find decryption routines

e popular: instructions with at least 10 incoming edges ( nfathers>=10 )

 trick_PEB: access to the process’s Process Environement Block (for instance with mov eax, dword ptr
fs:[@x30] ), this is often used to detect debuggers through the BeingDebugged field

(https://www.aldeid.com/wiki/PEB-Process-Environment-Block)

The screenshot shows a match of a basic block containing a xor instruction with pattern bb_xor_leop. The
highlighted instruction ( and ebx, 0x3f ) is actually part of the documented string decryption function [2] (the

decryption script contains the following operation: idx&@x3F ).

The strings decryption function will be further described in another post, along with a method to automatically

decrypt the samples’ strings.

Conclusion

We demonstrated how to use grap to find and analyze documented malware features in public samples as a way to

get up-to-speed on a malware family.

Creating grap patterns matching against malware samples is simplified by the IDA plugin and the quick pattern

syntax. In complex cases you will still need to understand the pattern syntax and write them manually.

Patterns are useful to find implementation alternatives and to navigate and classify unknown samples.
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Resources

More documentation on grap can be found here:

e Install (Linux): https://github.com/QuoSecGmbH/grap/#installation

e Install (Windows): https://github.com/QuoSecGmbH/grap/blob/master/WINDOWS.md

e Install (IDA plugin): https://github.com/QuoSecGmbH/grap/blob/master/IDA.md

e Pattern syntax: https://github.com/QuoSecGmbH/grap/releases/download/v1.1.0/grap_graphs.pdf

» Syntax highlighting (vim): https://github.com/QuoSecGmbH/grap/blob/master/doc/syntax_highlighting.md

Source: https://quosecgmbh.github.io/blog/grap_gakbot_navigation.html
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