https://id-ransomware.blogspot.com /2020/02 /gibberish-ransomware.htm|

Gibberish, Velar

Archived: 2026-04-05 18:49:45 UTC

Gibberish Ransomware

Variants: Anenerbex, Velar, UPPER

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b MM pyeT JaHHbIe T0/Ib30BaTe el ¢ rmomoiipio AES, a 3atem TpebyeT Boikyn B # BTC,

4yTOOBI BepHYTh (arinbl. OpUrvHaabHOE Ha3BaHHUe: B 3alyCKe He yKa3aHo. Ha Qafisie HarucaHo: HeT JJaHHBIX.

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.30868, Trojan.Encoder.31489
BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD -> 32A Variant Of Win32/Filecoder.NSF, A Variant Of Win32/Kryptik. HCPQ
Microsoft -> Ransom:Win32/Filecoder!MSR
Qihoo-360 -> Generic/Trojan.Ransom.ec8

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Hvix

TrendMicro -> Ransom_Filecoder.R002C0DBJ20
VBA32 -> BScope.TrojanRansom.Kuntala

Symantec -> ML.Attribute.HighConfidence

© T'eneanorus: ??? >> Gibberish, Anenerbex, Velar, UPPER
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K 3ammdpoBanHbIM (aiinam nobaensercs pacimpenue: Juk6ge wiv .<random>

OTHMO0/I0TUsI HAa3BaAHMA:
Het HMKaKuX JaHHBIX O TOM, KaK BbIMOraTe/Id MOIVIM Ha3BaTh CBOe "TBopeHHe"". C HeM3BeCTHOIO "B3ATKU
rnagku'. Ho oHU Mcmosb3oBaiu cioBo "gibberish” (B mepeBogie ¢ anmI. "TapabapinyHa') B 0ZJHOM U3 JIOTUHOB

TIOYTHI, Kak OBl rofiuepkuBasi 370 ¢y1oBo. [Toatomy Gibberish crano Ha3BaHVeM 1 3ar0/I0BKOM CTaThH.

OBHI/IMaHI/IE! Hogrle paciirpeHud, email ¥ TekCThI 0 BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B 0OHOBJIEHUSIX.

Tam MOryT OBITE pa3/imnuud C repBoHa4d/IbHbIM BaADUAHTOM.

O6pas3el] 3TOro KpUNTO-BhIMOTaTe st 66171 06Hapy)keH B cepeante despas 2020 r. IlItamn gatel: 4 uros 2019 .
(I'me >k ero HOCUJIO CTONIBKO BpeMeHH?) OpHeHTHPOBaH Ha aHIVIOA3bIUHBIX MI0/Ib30BaTesiel, uTo He MelllaeT

PacIpoCTpaHsTh ero ro BCEMY MHUPY.

3amucka c TpeboBaHKEM BBIKyTIa Ha3biBaeTcst: info.txt

Pade Cpsis Sepwe Gen Lmea

CopeprxaHue 3allUCKH 0 BBIKyIIe:

Congratulation!!!

All your data been crypted!

Our contacts:

Write to mail: DamianOlsonsnowdrop@cock.li

If we not respond 24h: gibberishEdmundBass@protonmail.com
In subject: key[160313537d]

There is no other way to get you files back, only we have key for decryption.

ITepeBoj 3anMCKH HA PYCCKUH A3BIK:

[Tosppasnsiem!!!

Bce Bamuu sanHble 3amm@poBasb!!

Hammm KoHTakThI:

[Tucarp Ha outy: DamianOlsonsnowdrop@cock.li

Ecnu Mbl He oTBeTHM 3a 24 yaca: gibberishEdmundBass@protonmail.com
B teme: key[160313537d]

WHoro nyTu BepHYTb (ailyibl HET, TOJBKO Y HAC €CTh K/IH0Y [/ PacLUIM(pPOBKHY.
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A CPaBHWJ/T HECKOJIBKO BAPUAHTOB 3dIIMCOK U 06Hapy)KI/I]'[, 4To Ka)K,Z[bIﬁ pa3 resiepupyeTcs HOBBIN KJTIOU.

Texnnueckue AeTaid

MoskeT pacipoCTpaHsSITLCS MYyTEM B3/I0Ma uepe3 He3alluileHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPEJOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(banbLIMBLIX 0OHOBJIEHUH, TePETIaKOBAHHBIX U 3apayKEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOObBI

pacIpoCTpaHeHus KPUIITOBLIMOTaTe el Ha BBOAIHOU CTpaHulle bsiora.

Ecii BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBMPYCHOM 3aruTol Kiacca Internet Security nin Total Security, To

XOTs1 OBl IeialiTe pe3epBHOE KOMMHMPOBAHHE BaXKHBIX (haiiioB mmo Metozy 3-2-1.

» YnasnseT TeHeBble KOMUHU (aii/ioB C TIOMOIIbIO KOMaH/IbI:

vssadmin delete shadows /all /quiet

Cnucok (aiinoBbIX pacliMpeHui, noABeprawomuxca mugpoBaHUIo:
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, Mys3bika, BUIEO,

(hatinbl 06pa3oB, apXUBHI U TIP.

®aiinebl, cBA3aHHBIE ¢ TUM Ransomware:
info.txt - TeKCTOBBII (habisT 3aTMCKH O BBIKYTIE
Al.exe

A2.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (atina
Pacnonoxenus:

\Desktop\ ->
\User_folders\ ->
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\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUKe pe3y/bTaThl aHaIn30B.

CeTeBble ITOAK/IIOYEHNS U CBS3U:

Email-1: DamianOlsonsnowdrop@cock.li

Email-2: gibberishEdmundBass@protonmail.com
BTC: -

CM. HIXKe B OOHOB/IEHUSIX IpYTHeE aZipeca ¥ KOHTAKTHIL.

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

Pesysibrarel aHa/1M30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >> AR>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsI.

ITonpobHble cBefieHMst cOOUparoTCs pery/sipHo. IIpucsinaiite 0Opasipl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHUH === BLOCK OF UPDATES ===

Oonossenue ot 10 mapra 2020:

Tonuk Ha hopyme >>

Pacmmipenue: .anenerbex
3amucka: anenerbex-info.txt

Email: anenerbex@protonmail.com, anenerbex@cock.li
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https://app.any.run/tasks/37383498-09be-4c36-915b-64ed0297af49/
https://app.any.run/tasks/7432dca8-72ba-40a8-a9b8-752815e4b22e/
https://www.bleepingcomputer.com/forums/t/714993/
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» CopiepKaHue 3al1cKu:

Nice to meet

Unfortunately a malware has infected your computer and a large number of your files has been encrypted using a
hybrid encryption scheme

By the way, everything is possible to restore, but you need to follow our instructions. Otherwise, you cant return
your data (NEVER).

What guarantees?

It's just a business. We absolutely do not care about you and your deals, except getting benefits.

You can get proof by mail, just need to ask

Mail for contact With your ID 1a2b3c5***

anenerbex@protonmail.com

anenerbex@cock.li

There is no other way to get you files back, only we have key for dceryption

Oo6noBenue ot 18-19 mapra 2020:

Iloct B TBUTTEpPE >>

Pacmvipenue: .Velar

3amnucka: readme.txt

Email-1: lanthanumRosaKiddgentile@cock.li
Email-2: affrontUmerSummers@tutanota.com
®daiin: 1,2.exe

Pesynbrarel aHamisos: VT + HA + IA + AR
OO6Hapy)XeHUs:

DrWeb -> Trojan.Encoder.30868

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.NSF
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> TROJ_FRS.0ONA103CI20

» CopiepKaHue 3ar1cKu:

Hello
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Unfortunately a malware has infected your computer and a large number of your files has been encrypted using a
hybrid encryption scheme!

Contact us:

1. lanthanumRosaKiddgentile@cock.li

2. affrontUmerSummers@tutanota.com

In subject: ID-7a55359***

There is no possibility to decrypt these files without a special decrypt program!

OonoBienue ot 22 mapta 2020:
IMoct B TBUTTEpE >>
Pacmmmpenne: .UPPER

3ammmcka: infoUPPER.txt

Email-1: TentwenUpperl@protonmail.com

Email-2: Wenuptwen1@tutanota.com

Pesynbratel ananmmsos: VT + HA + IA + AR

» CopiepKaHue 3arm1cKu:

Welcome

You have your data been crypted

Contact us with key ca67d9b***

1 - TentwenUpperl@protonmail.com

2 - Wenuptwen1@tutanota.com

There is no other way to get you files back, only we have key for dceryption
Free decryption as guarantee!

Before paying you send us up to 2 files for free decryption.

Send pictures, text files. (files no more than 1mb)

If you upload the database, your price will be doubled

Oo6noBienue ot 9 anpesis 2020:

Iloct B TBUTTEpPE >>

Tonwk Ha dhopyme >>

Pacumpenue: .~~~
3arucka: Read ME.txt
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Email: cryptofiles20202020@protonmail.com, cryptofiles20202020@cock.li

Pesynbrartel ananmsos: VT + VMR + AR

F wrdl beadd 10 fosn of informason i1 e caref

» CopiepkaHue 3am1cKu:

Dear user! Your data is encrypted!

Any attempts to decrypt your data yourself will lead to loss of information !! Be careful!
Our mail:

1. cryptofiles20202020@protonmail.com

2. cryptofiles20202020@cock.li

Attention!

Decryption of your files is a paid service.

If you do not have money, then you can not apply. All is serious.
Contact us at the address and indicate your id in the subject line.
Your ID: ae3cfd7+***

Oo6Hoeenue ot 16 ampessi 2020:

Tonwk Ha dhopyme >>

Pacmvipenue: .<random>, Haripumep: .fevrbdy
Email: fevrbdy@airmail.cc, fevrbdy@protonmail.com
3armicka: README.txt

» CopiepKaHue 3ar1cKu:

Congratulation

You have your data been crypted

Write to the mail: fevrbdy@airmail.cc

If we dont respond 24h: fevrbdy@protonmail.com

Send us you key 0e0de602f7

Free decryption as guarantee

Before paying you can send us up to 2 files for free decryption. The total size of files must be less than 1Mb (non

archived), and files should not contain valuable information, (databases, backups, large excel sheets, etc.)
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How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site.You have to register, click 'Buy bitcoins", and select the
seller by payment method and price,

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/informati on/now-can-i-buy-bitcoins/

There is no possibility to decrypt these files without a special decrypt program!

Oo6Hoeenue ot 29 anpesisi 2020:

Iloct B TBUTTEpPE >>

Pacmmipenue: .<random>, Haripumep: .XHIIEgqxx

Email: sodinsupport@cock.li, ReftuOne@protonmail.com
|
File Edit Format View Help
Hello!
All your data been crypted.
Use mail to contact: sodinsupport@cock.li

If we not respond 24h: ReftuDne@protonmail. com
Use you ID in subject: ID-20000000X

Pesynwrartel anamusos: VT + HA + VMR

OonoBsenue ot 20 HoAOpPs 2020:
[Mepeble noctpajasiiue 6oyt u3 CIHA.
Pacumpenue: .esexz Wiy .<random>
3ammuicka: readme.txt

Email: costestu@cock.li, setestco@protonmail.com, zetterlow@tutanota.com

CojepxaHue 3allMCKH 0 BBIKYIIe:
Your ID: XXXXXXXXXX

Congrats! I have a bad news for you. All of yours data has been encrypted&stollen_!_
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Also there is a good news - there is the one and the only who can help you to restore yours Data ( u need to write
here about restoring yours data, and write in the subject of the letter yours ID : costestu@cock.li,

setestco@protonmail.com, zetterlow@tutanota.com)

As faster you are - depends on discount of price. As slower you are - depends on higher price. Don't forget about

stollen data its can become public_!_(depends on also on you)
Also dear, you must know that it's impossible to restore infected computers by
yourself\somebody else_!_

As a proof for test, in a letter u can upload 3 files not bigger than 10 mb not contains important or secure info.

ITepeBoj 3anMUCKHM Ha PYCCKUM A3BIK:
Bami ID: XXXXXXXXXX
[Mo3mpaensito! Y MeHs 711 Bac 1/I0Xve HOBOCTH. Bce BallM fiaHHbIe 3alIM(pPOBAHbI U YHUUTOXKEHBI _! _

Tak>ke eCTb XOpOILIMe HOBOCTU - Mbl €JUHCTBEHHbIE, KTO MOXKET ITOMOUb BaM BOCCTAaHOBUTh Balll JlaHHbIE (TTPO
BOCCTAHOBJ/IEHHE BAIlIMX ZAHHBIX HY>KHO IMHUCaTh CIOfla, ¥ HalMcaTh B TeMe mickMa Baill ID: costestu@cock.li,

setestco@protonmail.com, zetterlow@tutanota.com)

Yem ObICTpee HAMUINKTE - 1IeHa MeHbIle. UeM MejieHHee - 1ieHa Bhiiie. He 3a0biBaiiTe 00 YKpaJileHHBIX JAHHBIX,

KOTODbIe MOTYT OBITh OMyO/IMKOBaHbI _! _ (3aBUCHT OT Bac)

Taxoke I,Z[O[)OI“OI\/’I, BbI JOJDKHBI 3HATH, UTO HEBO3MO>XKHO BOCCTAHOBUTDL 3apPa’>X€HHbI€ KOMIIbIOTEPhI CAMUM \ KeM-TO

Apyrum _! _

Kak jj0Ka3are/ibCTBO /IJist TeCTa B TTMChbMe Bbl MOXKETe 3arpy3uTh 3 (atisia He 6osiee 10 MO, He cozepsKaIux

Ba)KHOUW WJTH 3allUITIeHHOW WH(bOpPMaIUK.

BapuanT ot 22 mapra 2021:
[ToBTopsieT BapuaHT oT 20 HOs16pst 2020.
Pacimpenne: .esexz

Email: costestu@cock.li, setestco@protonmail.com, zetterlow@tutanota.com

**¥ MIPOMyLeHHbIEe BADUAHTHI ***
BapuasT ot 3 Hosa0ps 2022:

Coobrrenue: twitter.com/pcrisk/status/1588435327064363008
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Pacumienue: .dom

3armcka: ENCRYPTED.txt

IOC: VT: 49010614f2c6847c02cc3f9652fdc038
OO6HapyXeHHUs:

DrWeb -> Trojan.Encoder.36216

ESET-NOD32 -> A Variant Of Win32/Filecoder.NSF

Kaspersky -> HEUR:Trojan-Ransom.Win32.Generic

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:

k Read to links:

Tweet on Twitter + myTweet + Tweet

ID Ransomware (ID as Gibberish)

Write-up, Topic of Support

*

fe

e g
SIRi, GrujaRs

Andrew Ivanov (author)
*%k%k

nKs

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/gibberish-ransomware.html
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