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2 Tool: SysGet

SysGet

Names
HelloBridge

Category Malware

Type Backdoor
(Palo Alto) All of the Sysget files used in this campaign communicate with a single

Description command and control (C2) server, hosted at biosnews].Jinfo. Sysget communicates with
this server using the HTTP protocol.
<https://unit42.paloaltonetworks.com/unit-42-identifies-new-dragonok-backdoor-
malware-deployed-against-japanese-targets/>

Information
<https://unit42.paloaltonetworks.com/unit42-dragonok-updates-toolset-targets-multiple-
geographic-regions/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sysget>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag;Sysget>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool SysGet

Changed Name Country Observed
APT groups

DragonOK 2015-Jan 2017

1 group listed (1 APT, 0 other, 0 unknown)
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