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(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

ITOT KPUIITO-BbIMOTaTe/Ib IKM(pyeT AaHHbIE T0/Ib30BaTesiell C MoMOLLbI0 MHCTpyMeHTa mn@poBanus Lockdown,
a 3areM TpeOyeT CBS3aTbCs C BEIMOTATeJISIMH, UTO 3aT/IaTUTh 3a K/TH0Y Aei(POBAHIUS U BePHYTh (paiisibl.
OpuruHa/ibHOEe Ha3BaHHe: B 3alTMCKe He yKa3aHo. Ha daiisie Harucano: win.exe. st Windows x64. HamicaH Ha

s3bike Go. Pa3paboruuik (rmosb3oBaresb [TK): Amir.

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.32463

BitDefender -> Trojan.GenericKD.43776492

ESET-NOD32 -> Win64/Filecoder.CE

Kaspersky -> Trojan-Ransom.Win32.Crypren.ahfl

Malwarebytes -> Ransom.FileCryptor

Symantec -> Downloader

TrendMicro -> Ransom_Crypen.R002C0DI520

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benziopam! XoTtuTe ObITH B 3TOM CIIMCKe PeTY/SPHO WM ToBbIe? Coobuure MHe!

© T'eneaiorus: Heu3BecTHbIN Kof > LeakTheMall

s

M306pa>keHre — JIOTOTHIT CTaThbH

Page 1 of 6


https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F09%2Fleakthemall-ransomware.html
https://analyze.intezer.com/analyses/4dfaf690-de32-4c18-8388-70ad9756c2bc
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFLS6dpff9X0PbuSAOn23buGQ2u0OO5Q9g0aYqURxb0ZoM6fOn6VGHZ3r_VTZ-sJ85IKbVJl99tVW4r7B22TBqUTnh6kIxWvv-GT1erjTZ_H3yN1dDsETJk7777GbhrE0HLPbQarxO9mY/s1600/logo2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFLS6dpff9X0PbuSAOn23buGQ2u0OO5Q9g0aYqURxb0ZoM6fOn6VGHZ3r_VTZ-sJ85IKbVJl99tVW4r7B22TBqUTnh6kIxWvv-GT1erjTZ_H3yN1dDsETJk7777GbhrE0HLPbQarxO9mY/s1600/logo2.png

https://id-ransomware.blogspot.com/2020,/09 /leakthemall-ransomware.htm|

K 3ammdpoBaHHbIM (atiniam n00aB/sieTcs: pacivpeHue: .cryptOBHumaHue! Hoseble paciivpenusi, email u
TEKCTBI O BBIKYTIE MO>)KHO HAWTH B KOHIIE CTaThy, B 0OHOBIEHUSIX. TaM MOTYT OBITb Pa3/IMuMs C ePBOHAYATbHBIM

BapUaHTOM.

AKTMBHOCTb 3TOTO KPHUIITO-BbIMOT'aTeJId MPUIIaCh HA HAYaJIO CEHTH6pH 2020 r. OpI/IEHTI/IPOBaH Ha aHIJIOA3BIYHBIX

TI0/Tb30BaTesiel, UTo He MelllaeT PaclpOCTPAHSATh ero Mo BCeEMY MHUDY.

3amucka c TpeboBaHMeM BhIKyTIa Ha3biBaeTcs: ReadMe.txt

[T ettt — it T

15, 1T HEAMS YOHUR DATA 1S ENCEYFTED AND YOUS FHIVATE SEMSIVITIVE

L INSTRUCTIONS T AS0ID PROELIMS WTTH YOHIF DATA

HTACT U5 BMMEDDATELY TO: 6 HVE THIS IS AR BLAKE A DALY

Cojep)XxaHue 3alMCKH 0 BBIKYIIe:

Hello

IF YOU ARE READING THIS, IT MEANS YOUR DATA IS ENCRYPTED AND YOUR PRIVATE
SENSIVITIVE INFORMATION WAS STOLEN!

READ CAREFULLY THE WHOLE INSTRUCTIONS TO AVOID PROBLEMS WITH YOUR DATA
YOU HAVE TO CONTACT US IMMEDIATELY TO RESOLVE THIS ISSUE AND MAKE A DEAL!
II'WARNING!!!

DO NOT Modify, Rename, Copy or Move any file. You can DAMAGE them and decryption will be impossible!
DO NOT Use any third-party or public decryption software, it also may DAMAGE files.

DO NOT SHUTDOWN or RESET your system, it can damage files.

There is ONLY ONE possible way to get back your files

Do not waste your time, contact us and pay for special DECRYPTION KEY. The key is all you need.
For your guarantee we will decrypt 2 of your files for free, as a proof that it works.

Your network was fully COMPROMISED! We Can discuss how to secure it as a bonus.

The data that we gathered could be published in MASS MEDIA for BREAKING NEWS!

If we make a deal everything would be kept in secret and all your data will be restored.

I could make them public them if you decide not to pay.

contact us immediately:

leakthemall@protonmail.com
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ITepeBop 3anycKu Ha PyCCKMil SI3BIK:

[Tpuset

ECJI1 BBl UUTAETE 3TO, 3HAUNT BAIIIN JAHHBIE 3AITN®POBAHBI 1 BAIITA YACTHASA
NHOOPMAIINA YKPAIIEHA!

BHUMATEJIEHO [TPOUNMTAWTE BCE MHCTPYKIIVM, UTOBbI MU3BEXXATH ITPOBJIEM C BAIIIIMM
OJAHHBIMU

BbI IOJDKHEBI CBA3ATBCA C HAMUY HEMEJJIEHHO, UTOBBI PASPEILINTH 3TOT BOITPOC 1
SAK/TFOYUTD CAEJIKY!

INMPEAYTIPEXKEHUE!!!

3ATIPEIIIAETCS u3MeHsTb, [IepeMMeHOBBIBAThL, KOITUPOBATh U IepeMen|aTh Kakue-11ubo daiiibel. Bel MoXkeTe Mx
I[MOBPEINTH u paciimbpoBka OyneT HeBO3MOKHa!

HE VICITOJIb3YUTE cTopoHHMe uiu o611ie0CTyHbIe POrpaMMbl /71 JelidpoBaHHs, OHU TaKKe MOTYT
[MTOBPEINTD daiinsl.

HE BBIK/TFOUAWTE u HE ITEPE3ATPY)KAMTE cuctemy, 3To MOXKeT TIOBPeAUTh (aii/bl.

Ects TOJIBKO OIVIH criocob BepHYTh CBOU (hai/ibl

He TepsiiiTe BpeMmsi, CBSDKATECH C HAMU U oriatuTe crielfuaibHbid K/THOU OEIITMPPOBAHNMSA. Kitou - 31O Bce,
YTO BaM HYJKHO.

[lnist Batield rapaHTHY MBI OecriyiaTHO pacumdpyeM 2 Banmx (aiia Kak oKa3aTeabCTBO TOTO, YTO 3TO paboTaer.
Bama cets nmomHOCTEI0 CKOMITPOMUTHUPOBAHA! MBI MO’keM 00CYANUTE, KaK 00e30T1achTh e€, Kak O0HyC.
CobpaHHbIe HaMU JaHHBIe MOTYT ObITh ory6/mkoBaHsl B CMU g TJIABHBIX HOBOCTE!

Ec/m MBI 3aK/TIOUMM CJIefIKY, BCe Oy/ieT B CeKpeTe W BCe BalllY JJaHHble Oy/yT BOCCTAHOBJIEHBI.

$1 Mory oOHapoZioBaTh WX, /M BBl He 3aIulaTHTe.

CPOYHO HalWIIUTe HaM:

leakthemall@protonmail.com

TexHuuecKue geTanu

MoykeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolsto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(habIIMBBIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3aPaKEHHBIX MHCTA/IIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrmpoCTpaHeHusl KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

Onymo BCeryla MCTO/b30BaTh AKTYalbHYI0 aHTUBHUPYCHYIO 3auTy!!!
Ecrmu BbI ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOH 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (haitios o Metoxy 3-2-1.

Cnucok (aiinoBbIX paciiMpeHuii, nojsepramomuxca mugpoBaHUIo:
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910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

Cor/iacHO COOOIIEHHIO UCC/IeJ0BaTe st BPeAOHOCHBIX TIPOrpaMM Xiaopao, BMeCTo I poBaHus (ariibl

TOBPEXK/IatoTCs U rosyuaroT pa3mep 0 Kb.

Lipg.crapt

B.jpg.crvpt

B.jpg.crypt

LTS t

10jpgocrypt
1Lipgcrvpt

12 jpgcrypt

daiinkl, cBA3aHHbIE ¢ 35THM Ransomware:
ReadMe.txt - Ha3BaHue (haiina c TpebOBaHHEM BBIKYTIa
win.exe - Ha3BaHUe BPeJJOHOCHOTO (aiina

Wcnonb3yer Lockdown 1 MemGuard

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3ysbTaThl aHaIu30B.

MpboTeKchbI:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NOoAK/TIOUEeHHUA U CBA3HU:
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Email: leakthemall@protonmail.com

BTC: -

Github-URL: hxxxs://github.com/raz-varren/lockdown
Github-URL: hxxxs://github.com/awnumar/memguard
Cwm. HiKe B OOHOBJIEHUSIX [IPYTHe ajipeca v KOHTAKThL

CM. HIDKe pe3y/ibTaTbl aHA/IN30B.

Pesysibrarel aHa/1M30B:

v Triage analysis >>

@ Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

[TozmpobHbIe cBesieHNs COOMpParOTCs perynsipHo. ITpuckinaiiTe 06pasibl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUIM === BLOCK OF UPDATES ===

??? OGHoB/ieHue oT 19 cenTsiops 2020:
Pacmmpenne: .montana
Email: montanarecover@aol.com, montanarecover@cock.li

3armcka: 'HELP!.txt

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===
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http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Leakthemall)
Write-up, Topic of Support

*

Thanks:

M. Shahpasandi, Michael Gillespie
Andrew Ivanov (author)

xiaopao

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/09/leakthemall-ransomware.html
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