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DMA Locker: New Ransomware, But No Reason To Panic

By hasherezade

Published: 2016-02-01 - Archived: 2026-04-05 21:12:02 UTC

DMA Locker is another ransomware that appeared at the beginning of this year. For now it has been observed to

be active only on a small scale (source) — but we just want to warn you that it exists.

[UPDATE] READ ABOUT THE LATEST VERSION OF DMA LOCKER: 4.0

UPDATE [4 Feb 2016]: I apologize to everyone misguided by my rush conclusions about the crypto. After

further analysis and consultation with other analysts (special thanks to @fwosar and @maciekkotowicz) I

confirmed that in reality it is AES in ECB mode. Low entropy was just caused by the fact, that it encrypts
separately 16 byte chunks, that are small enough to give this effect. Authors of the malware told many lies in their
ransom note, but this one was true, just my mistake. The only way to recover the key is to find the original sample
with key included. My goal is always to provide best quality analysis — this time I failed, but I tried to fix it as

soon as possible and not let the false information spreading.

Analyzed samples

o d35344b1f48764ba083e51438121e6a9 — Polish version type 2 (from Jan 2016) <- main focus of this
analysis

e 4190df2af81ece296c465e245fc0caea — English version type 2 (from Jan 2016)

o 6fbd3cdcafd6695¢384a1119873786aa — Polish version type 1 (from Dec 2015)

// Special thanks to malware hunters: @PhysicalDrive0 , @JAMESWT MHT and @siri_urz for their respective

help in collecting the samples!

Behavioral analysis

When deployed, the ransomware moves itself into C:ProgramData (or C:Documents and SettingsAll
UsersDokumenty), renamed to fakturax.exe and drops another, modified copy: ntserver.exe. File faktura.exe is

removed after execution. Depending on its version, it may also drop some other files in the same location.
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Local Disk (C:) » ProgramData »

v|¢-’|

Search ProgramData

Mew folder == il
Mame Date modified Type Size
4 2LdIL IvIEnu AR LE b bV Rl I LWL e TOrueEr
o Temnplates 2009-07-14 06:53 File folder
| cryptinfo.bd 2016-02-02 15:02 Text Document 1KB
= date 1.bt 2016-02-02 15:02 Text Document 1KB
fakturax.exe 2016-01-28 15:16 Application 96 KB
[ ntserver.exe 2016-02-02 14:59 Application 96 KB

Symptoms of this ransomware can be recognized by a red window popping up on the screen. So far, it has been

observed in two language versions — Polish or English. An example of the English is below:

DMA Locker

All your personal files are LOCKED!

WHAT'S HAPPENED?
* pll your important files(including hard disks, network disks, flash, USB) are encrypted.
* all of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.

* ¥ou are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 536 GBP in Bitcoin currency { 2.0 BTC ).
After payment we will send you decryption key automatically, which allow you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?

1. To pay us, you have to use B n currency. You can easily buy Bitcoins at following sites:
* https: f vy nfloor.
* https: f frev nbase.com/
* https: 7 /vswew.bitstamp.net/

2. If you already have Bitcoins, pay us 2.0 BTC (536 GBP) on following Bitcoin address:

1 Kxw7 aJRATHWAxtn Y zmysdLx¥hLfa97n

3. After payment, necessarily contact with us to get your decryption key:
januaryD030@gmz.com . In mail title write your unique ID:

DMALOCK 49:15:61:11:84:76:67:71
4. We will automatically send you decryption key after bitcoin transfer .

When you receive your decryption key, copy and paste it to "DECRYPTION KEY" field
Then, press the DECRYPT button to UNLOCK ALL YOUR FILES.

Earlier version comes with a bit different GUI (also Polish or English variant):
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. DMA Locker =8 (EcR (===

Wszystkie twoje pliki zostaly zaszyfrowane przez DMA-Locker!

e "KLUCZ DESZYFRUJACY" i n

KLUCZ
pEszvrru3acy: | T

In contrast to other ransomware that are offering a separate decrypter, DMA Locker comes with a decrypting
feature built-in. It is available from the GUI with ransom note. If the user enters a key (32 characters long) in the

text field and clicks the button, the program switches to the decryption mode (using supplied key):

The program is not very stable and may crash during encryption. An older version has been observed to
sometimes crash after finishing encryption — but before displaying any info about what happened, which may be
very confusing for the victim. What makes things worse is the fact that it does not change file extensions. So, in

such a case the only visible symptom will be that the attacked person cannot open some of his/her files.

Newer versions also add keys to the autorun. One is to deploy a dropped copy of the program, and the other to
display a ransom note in TXT format (via notepad). However, the copy of the program (DMALOCK
41:55:16:13:51:76:67:99ntserver.exe) — is not always dropped successfully and then only the TXT note may be
displayed.

ﬁkegistry Editor
File Edit View Favorites Help

, Internet Sett + || MName Type Data
: E‘Elt_c_“he ) (Default) REG_SZ (value nt set)
: R:;‘;: M =1 cryptedinfo REG_SZ notepad Ch\ProgramDatatcryptinfo. b
. Run L CS5YS REG_5Z Ch\ProgramData\ntserver.exe
E L TH menfinea |7
i | m | §

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentWersion\Run

Detection

It is detected by Malwarebytes Anti-Malware as Ransom.DMALocker:
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&Y Malwarebytes Anti-Malware
@ Malware Detected

Malwarebytes has blocked a threat.
Vendor: Ransom.DMALocker

Weers'[C: . ALocker \DMALocker, exe

C

Path:

Experiment

s look at the files.

>

Let

In the ransom note, the authors mention that the data is encrypted by AES and RSA

is relatively low.

After the first look at encrypted content we can see repetitive patterns and entropy

Left — raw bytes of original BMP, right — the same BMP encrypted by DMA Locker

Let’s compare some more files and see how they changed after being encrypted by DMA Locker.

Example 1 - HTML files

inal files

g

f or

comparison o
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ChUserstesterDeshktopraw_samplestinde html ChUsers'testerDesktopraw_samples‘modules Html
[ Compare ] [ Mext differsnce ] [ Previous diference l [ Fort ] Binary
Edit mode Copy -» Copy <- Undo E] ﬂ
20000z 3C 21 44 4F 43 54 59 50 |<!DOCTY¥E | . |00000: 3C 21 44 4F 43 54 5% 50 |<!DOCTYP
0000B: 45 20 48 54 4D 4C 20 50 |E HIML P |_1 00008: 45 20 48 54 4D 4C 20 50 |E HIML P
00010: 55 42 4C 4% 43 20 22 2D |UBLIC "- — |00010: 55 42 4C 49 43 20 22 2D |UBLIC "-
0001B8: 2F ZF 57 33 43 ZF 2ZF 44 | //W3C//D 00018: ZF 2ZF 57 33 43 ZF 2ZF 44 | //W3C//D
00020: 54 44 20 43 54 4D 4C 20 |TD HIML 00020: 54 44 20 43 54 4D 4C 20 |TD HIML
0002B: 34 2ZE 30 31 20 54 72 g1 |4.01 Tra 00028: 34 2ZE 30 31 20 54 72 gl |4.01 Tr=a
00030z 2E 73 €% 74 &% &F 8E €1 |nszitiona 00030: 8E 73 &% 74 &% &F 8E £l |nszitiona
0003B: &C 2ZF ZF 45 4E 22 3E 0OA |1//EN">. 00038: eC ZF ZF 45 4E 22 3E 0A |1//EN">.
00040z 3C &8 74 gD &C 3E 3C &8 |<html><h 00040z 3C &8 74 gD &C 3E 3C €8 |<html®»<h
00048: &5 &1 ©4 3E 3C &D &5 74 |ead><met 00048: &5 &1 &4 3E 3C &l &5 74 |ead><met
00050z &1 20 &8 74 74 70 2D &5 |la http-e 00050: &1 20 &8 74 74 70 2D &5 |la http-e
00058z 71 75 €% 7& 3D 22 43 &F |guiv="Co 00058: 71 75 &% 7e 3D 22 43 &F |guiv="Co
000&80: ©E 74 ©5 gE 74 2D 54 79 |ntent-Ty 000&80: ®E 74 &85 ®E 74 ZD 54 79 |ntent-Ty
000&8B: 70 &5 22 20 &3 &F gE 74 |pe" cont 000&8B8: 70 &5 ZZ2 20 &3 &F ®E 74 |pe" cont
00070z &5 8E 74 3D 22 74 &5 7B |lent="tex 00070z &5 &8E 74 3D 22 74 &5 TE |ent="tex
00078z 74 2ZF 88 74 gD &C 3B &3 |t/html;c 00078z 74 2ZF &8 74 &l &C 3B &3 |t/html:c
00080: £8 &1 72 73 &5 74 3D &% |harset=i 00080: &8 &1 72 73 &5 74 3D &% |harset=i
0008B: 73 &F ZD 38 3B 325 3% 2D |=o—-8B55- 00088: 73 &F ZD 38 38 35 3% 2D |=o—-8BES-
0005%0: 31 22 3E 0O& 3C 74 &% 74 |1">_<tit 00050z 31 22 3E 0& 3C 74 &% 74 |1">_<tit
000%8: ©C &5 3E 50 &% £E 32& Z0 |le®Pin: 00088: &C &5 3E 50 &% gE 3& 20 |le®Pin:
000RAD:z 50 &5 EE 20 32 ZE 31 33 |Pimn 2.13 000AD: 4D &F &4 75 &C &5 20 45 |Module I
O000RAB:z 20 55 73 85 72 20 47 75 | User Gu 000AB: &E &4 &5 78 3C ZF 74 &5 |ndex</ti
O000BO:z &9 &4 €5 3C 2F 74 85 74 |ide</tit 000BO: 74 &C &5 3E 0OA 3C oC &5 |tle>_<1i
000BB:z &C &5 3E 0& 3C &C &% gE |le>_.<lin 000BB: &E &B Z0 ©B8 72 &5 g8 3D |Ink hretf=
000CO:z &B 20 &8 72 &5 £t 3D 22 |k href=" 000C0:z 22 &4 &F 7B 79 &7 &5 gE |"doxygen
000CB:z ©4 &F 7B 75 &7 ©5 gE ZE |donygen. 000CB: ZE &3 73 7 22 20 72 85 |.cs3™ ke

comparison of the same files encrypted:

Chllsers'tester'Deskiopencrypted_samples indes html ChlUsers'testerDesktopencrypted_samples'modules html

[ Compare ” Next difference ” Previous difference ][ Fort ] Binary

Edit mods Copy = Copy < Undo ([CJ) (B[ Ansi<>ANSI
2 a3

0000: 04 90 4E E3 E7 38 A3 30 | _NEcSE0 | . [00000- 04 90 4E E3 E7 3 30 | .NEgBEO

DO00E: BF DE 4A 71 3B 7E 4A EB |2TJg;~J&é [ | [00008: BF DE 4A 71 3B 7E 4A EB |3TJq;~J8
00010: OE E& AE 91 44 44 34 76 | .&®'DD4v  [00010: OE EB AE 91 44 44 34 76 |.&®'DD4w
no018: 28 61 ©5 R4 A6 ES5 D1 53 | (=L :iNs 00018 23 &1 OS5 A6 26 E5 D1 53 | (=L 115
00020: E3 FS 85 08 AE EC FE 55 | &G 1&g 0002Z0: 23 F3 85 08 A€ EC FE 55 | &G &40
no028- B2 FE 12 71 56 TR 32 1A |, t.qV=Z. 00028- B2 FE 12 71 56 TR 32 1A | ,t.qV=2.
D0030: 38 16 4C 63 16 OF D7 12 |5.Li..x. 00030: 38 16 4C &3 16 OF D7 1R |5.Li..x.
00038 D4 D7 48 E3 0D &C SB 70 |0xHE.1l<p 00038: D4 DT 48 E3 0D &C 8B 70 |OxHE.l<p
00040: 83 R4 BC 26 RO 52 AS 35 |u=fs @3 00040- 53 R4 BC 26 RO &2 A% 39 |=fs ,@3

00048: 31 08 DS ZE 51 02 DE B4 11.8.Q.0- 00045 31 08 DS ZE 51 02 DE B4 |1.86.Q.1
00050- 87 66 32 C7 63 1C 9D CF |+£»¢i th 00050- 87 && 32 C7 &3 1C SD CF |$#£30i tD
000SE: CE OAC EC 58 D ZE e 77 |I-exf..w 00058: CE AC EC 58 D2 ZE 2C 77 |I-EXN.,w
00060 DO BS S0 1B 71 B3 24 29 |Bg.giiE) 00080: DO BS 90 1B 71 BS E4 29 |Ba.qid)

00068 BB 3R 36 38 DS Bl 95 30 |m-&504™ 00085: BB SR 36 38 D5 Bl 35 30 |m-&504™

00070: 16 EA AR 44 F3 EC BE 37 |.eiDdésT 00070: 16 EX AR 44 F3 EC BE 37 |.eSDdésT
00078 17 DS 7B 59 0D F1 51 14 | O{Y.AQ. 00078- 17 DS 7B 5% 0D F1 51 14 | O{Y.AQ.
Do0g0: 15 7C 51 16 23 21 12 F7 |.|1.&1.+ 00080: 15 7C 31 16 23 21 1R F7 | _|1.&!.+
00088 76 4C 21 BD 7C E8 74 DD |wLl”|&t¥ 00088: 76 4C 21 BD 7C E8 74 DD |wL!"|&tY
000S0- 0% FS 20 54 27 03 27 FS | LAfTCE 00030- 0% F3 20 94 27 03 27 FE | _AF7_UE
00098: 1D B0 DD 4F 26 71 CC 6D | .£¥0tgim 00058: 1D 80 DD 4F 86 71 CC 6D | .€¥0tgEm
DOORO- &1 DC BF &R 23 AE DS B7 |alizijemd- 000A0D- BB CB D3 11 51 37 75 3D |<EO_Q7u=
DOORE: 77 EE LB E3 &F 4C 3B 13 |woalol; . O00AS: 41 OC EZ 3B 2& 2E 43 BD |A.&;&.CT
000BO: BB 70 B3 AD 72 BF C& 72 lep-ritr 000BO- 24 94 93 55 92 3D AF &8 |5“®0’ =Zh
DOOBE: 45 0% &E 36 Al 45 D0 EF |I.n&*IBd 000BE: C5 E& 53 &7 1F 23 01 37 |LéSg.£.7
000CO: 6 C1 EB EE FS 36 EE 4F |fA288880 000CO0- OF 94 1B OF CE 7F 8E 45 |.~._I0EE
D0OCB: DO A6 SB 66 55 C4 D& 6B |B! [fUAdK 000CB: D9 BRE AS DF 1F 27 EZ AZ |USRB_'&"

Example 2 — PNG files:

comparison of original files:
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Chilsers‘tester’\Desktop'raw_samples'stack-debugger-commands png CUsers‘tester’\Deskiopraw_samples‘\doxygen png
[ Compare ][ Neat difference ][ Previous difference ][ Forit ]-..Emar:.r EFEISESEF
nare re
v B[ msons )
0000: 29 50 4E 47 0D OZ 12 OA |®ENG. ... » E00D: 83 50 47 0D 0R |RDNG.
0008: 00 00 00 OD 49 48 44 52 |..._THDR [ |ooos: 00 0o 00 OD 43 48 44 52 |....THDR
00l0: 00 00 01 EE Q0 00 00 CO |...&...R ~— |2010: 00 00 00 &4 00 Q00 00 2D |...d...-
00lg: 08 02 00 00 00 RE BD DC |...-- &I 0018: 08 03 00 00 00 &F €B 3E |..--- ok>
00Z0: BT 00 00 00 01 73 52 47 | -....=sRE 0020: CZ 00 00 00 04 &7 41 4D If&._..gﬂ_\i
002&- 42 00 AE CE 1C ES 00 00 |B.®l & . 0028- 41 00 00 D DE D4 4F 58 |A_ _ ORGOX
0030z 00 04 &7 41 4D 41 00 00 |..gAMA . 0030: 32 00 00 00 13 74 45 58 |2.. . _tEX
0038: Bl BF OB FC &1 05 00 OO0 H:é.ﬁ.e... 003B: 74 53 6F 66 74 77 61 72 |tSoftwar
0040: 00 05 70 48 55 73 00 00 |..pHYs.. 0040: &5 00 41 ©4 &F ©Z2 &5 20 |e.hdoke
0048: 12 74 00 00 12 74 01 DE |.t...t.T 004B8: 43 &D &1 &7 &5 52 €5 ©l |ImzgeRes
0050: && 1F 78 00 00 1B 3B 493 |£.x...;I 0050:- &4 75 71 €C5 &5 3C 00 00 Idqu]f:e{__
D0S8: 44 41 54 78 SE ED SD 6D |DATx~itm D0S8: 00 5D 50 4C 54 45 00 00 |.]BLTE..

comparison of the same files encrypted:

Clsers‘tester'\Desktop®encrypted_samples'stack-debubger-commands png CUsers testerDesktop\encrypted_samples dmaygen png

[ Compare ][ Meat difference ][ Previous difference ][ Farit ]...Bmar:.r [[] Case sen

= [¥] Ignare rgy

Edit mode Copy -» Copy =- Unda @ g m.lgnorefre
0000: 42 42 A5 10 A& BZ 33 06 |BJA.: 3. + |DOOO: 42 4B AS EY |BJA. |, 3.
000&: A2 3C 17 7B B4 CE DE EF |:<_{'ﬁ.‘l‘d’ [7] |pooB: 2z 3C 17 7B B4 €8 DE EF |“<.{~ (.'Id'
0010- ©4 50 BE TF SE 55 DE As |&, 03™E- — |ooio: BF EF CAR S5 04 13 B3 AR |adE.. %7
001&- ED 41 DA BC BC 40 25 &0 |iAUDSES" D018: 22 5F OB 4E 24 BB &8 26 |"__N$»fs
0020: B 45 AC RE 05 BD 7F 3C |<E-®.°02 D02Z0: &2 18 EE B2 A3 AF EB CA |b.& RBIZE
00zE: SB 15 B3 SE 19 OR O3 DE |».%3...T DOZB: 43 3B C7 CO D& 31 BE €O |C;¢ROLER
0030: 00 &2 53 00 62 C3 FS ZD |.bS.bis- 0030: FS R4 4% 4B 41 7B 94 SE |&=FER{"~
0038: 4R CC 9B 52 3F 42 BB 70 |JER?B<p D038: BZ CE 15 C7 SA 2F 55 82 |, E.CEZsw,
D040: €B 75 E7 46 E0 Fé C3 B4 |kugFf&E, n0040- CBE OF DS 1B 13 B3 3D D2 |E. 6. a=0
0048: 5C DE DB 23 AZ BA EE &1 [+AO)-sia O048- A2 AS 4D CE 4A &1 BE CB | “@MIJa®
0050: AR EE 46 BO 45 43 22 SF |SEF°EC": 0050:- 82 C1 83 85 F2 FS ED 1B |, AX™A&1.
005&- 35 &0 EE 10 4E ED F1 88 |5 i Nin O058- 4C EE 34 50 4E 2F C3 11 |Li4BN/A.

As we can see, when the beginnings of original files are identical, the beginnings of encrypted outputs also are.
But it seems that encryption is done in some chunks — possibly 8 or 16 bytes at once. Look at the comparison of
PNG files — from 0x10 they have been encrypted differently — although they both have zeros at positions 0x10,
0x11...

Inside

This ransomware is distributed without any packing and no defense against analysis has been observed. All the
used strings and called API functions are in plain text. In fact, the malware even “helps” the analyst by providing

a lot of debug strings describing all it’s activities (original + translation):

[+] Plik jest aktualnie zaszyfrowany, pomijanie.. //The file is already encrypted, skipping.. [*] Ro:

Thanks to the logs, finding important part of the code is trivial!

At the beginning of the execution a new thread is deployed — whose role is to check for the presence of following

processes:

e rstrui.exe
e ShadowExplorer.exe
e sesvc.exe

e cbengine.exe
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If any of them is detected, malware tries to terminate it. Just after deploying this thread malware logs (in Polish):

“[+] Blocking processes of system recovery*

Instead of a list of attacked extensions, this malware contains two blacklists. One for directories:

A04PA25A3 sub esp, 2Ch

884825a6 push esi

80482507 mov [ebp+var_2C], offset aWindows ; ""VilWindowsyiy”

804825AE mov [ebp+var_28], offset aWindows_B@ ; "\VWWINDDWSYY™

80482585 mov [ebp+var_24], offset aProgramFiles ; "‘\‘\Frogram Filesiyy"
804825BC mov [ebp+var_28], offset aProgramFilesi8 ; "‘\Program Files (=86)%4"
884825C3 mov [ebp+var_1C], offset aGames ; “LCames®

804825CA mov [ebp+var_18], offset aTemp ; “‘iTemp”

80482501 mov [ebp+var_14], offset aSamplePictures ; "‘\\Sample Pictures™
804825D8 mov [ebp+var_18], offset aSampleHusic ; "“iSample Music™
804825DF mow [ebp+var_C], offset aCache ; "“icache®

804825E6 mow [ebp+var_8], offset aCache_B ; "“\Cache”

004825ED Xor esi, esi

and another for file extensions:

aB4p2627 mov [ebp+var_38], offset a_exe ; ".exe"
B048262E mov [ebp+var_2C], offset a_msi ; “.msi”
80482635 mov [ebp+var_28], offset a_dl1 ; ".d11"
8848263C mov [ebp+var_24], offset a_pif ; “.pif”
80482643 mov [ebp+var_28], offset a_scr ; “.scr”
804826474 mov [ebp+var_1C], offset a_sys ; “.sys"
80482651 mov [ebp+var_18], offset a_msp ; “.msp”
80482658 mov [ebp+var 14], offset a com ; “.com”
8048265F mov [ebp+var 18], offset a 1nk ; “.lnk"
80482666 mov [ebp+var C], offset a hta ; ".hta"

88482660 mov [ebp+var 8], offset a cpl ; “.cpl”

88482674 mov [ebp+var_4], offset a_msc ; “.msc”

Files that contain in their path blacklisted substrings are skipped.

Malware enumerates all the files — browsing first logical drives, after that network resources — trying to encrypt

each and every file (except the blacklisted)

oL BNG6LED add esp, BEh

BBy BNGHT Llea edx, [esp+P0h+key buf]
BBy BNENT push ebx

ABYB4GHE push edx

BoyaN6HT call enc_dec_logical_drives
BBy BYGHE add esp, H

BBy BNES1 push ebx ; int
BBy BYES2 lea eax, [esp+P4h+key buf]
BBy BNESE push eax ; int
BBy BYESF push ebx ; lpHetResource
BBy BNGSE call enc_dec_net_resources
BBy B4ESD mow ebx, ds:ileep

ABLBNGEI mow esi, Oah

AlLALASKR 3 mm chnet Tor LARATO

A single flag decides whether the malware is in encryption or decryption mode:
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e
B0402BAE mov edx, edi
B0402BAZ push edx ; char =
D04 B2ZBAT call puts
DOLBZBAB add esp, 4
B84 02BAB crp [ebp+mode_Flag], @
BB4BZBAF jnz short decrypt_node
¥ ) L]
e FIEE]
MBLE2BB1 push offset aFlaga@Szyfrowa ; "[+] Flaga i, szufrowanie\n”| |ABLE2BCF
0B4A2BBG call printf B4 B2BCF decrypt_mode: : "[+] Flaga 1, deszyfrowaniein"
084082BBE mov eax, [ebpecryptokey] B4 B2BCF push offset aFlagaiDeszyfro
0B482BC1 add esp, 4 Be482B0Y call printi
0B4B2BCY push Bax : int B4 A2BDY movy edx, [ebp+cruptoley]
0B4B2BLS mov ecx, edi : Filename BO4B2BDF add esp, 4
0B4B2BLT push BCH : char = BO4B2BE2 push edx : int
0B4B2BCE call encrypt_file BO4B2BES lea eax, [ebp+filenamne]
DOLB2BCD jmp short loc 402002 BO4B2BEY push eax : char =
BO4B2BER call decrypt File
| BOLB2BEF mp short loc 482002
Encryption (as well as decryption) is deployed in a new thread:
BB4YB1ESE push offset aRozpoczetoSzyf ; “[+] Rozpoczeto szyfFrowanie plikuw: %s\n*
BBYBESS mov [ebp+Threadld+3], ebx
BOLBIESE call print#
BBYBAESD add esp, B
BBYBAESD mov [ebp+uar_1aB], ebx
BBYBAESS cmp [ebp+nCount], ebx
BBYBAESE jle short loc_ 4EHEDC
[ s [
BBYEAESE jmp short loc_ MBHET6
ve
e
BBLHETS
BBYHETS loc_HBMETA: ; size_t
BBYEHETS push 3 8h
BBLEHETE call nalloc
BBYEHETD mow ecx, [ebpruvar_198]
BBLEHERI mow [rax+B], ecx
BBYEHERS lea edx, [ebx+esi]
BBYEER? mow esi, [ebp+key]
ABYMERC add ESp, 4
BBYEESF lea edi, [eax+10h]
BBYEE?2 mow [eax], edx
BBYEE?Y mow [eax+BCh], ebx
BOLIEYY mow ECx, H
BOYIIEOE rep movsd
BOYIIEYE lea ecx, [ebp+*Threadld+d]
BBYEIEAT push BCX + lpThreadld
BBYEIEAZ push L] » duCreationFlags
BBYEIEAY push Bax + lpParameter
BBYEEAS push offset encrypting_thread ; lpStartaddress
BBLEEAR push [!] ; duStackSize
BBLEEAC push [!] ; lpThreadattributes
BBLEEAE call ds:CreateThread

Encryption key

The encryption key is 32 byte long. In newer version of the malware it is hard-coded at the end of the original file,

and then read. However, there is a twist.

During execution, two copies of the original file are dropped: fakturax.exe and ntserver.exe — but only
fakturax.exe contains the key — ntserver.exe have it cleaned. After reading the key, fakturax.exe is removed and
the key is lost along with it. That’s why, we can easily recover the key if, by any means, we managed to persist the
original copy of the malware sample (it is not a problem if we know the source of infection, i.e in case if the

malware arrived as an e-mail attachment).

In the examined variant of the malware (referred as the type 2, i.e 4190df2af81ece296c465e245fcOcaea) — it was
enough to find the key at the end of the original sample (*WARNING: this is not the original key of this sample.

It has been used just to present how it works and where the real key can be found. Before trying to recover
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files, make sure that you made their backup, just in case if in some other editions the algorithm would be
different.)

[

i V32 - fakturax.exe EI@

File Edit Search Address Bookmarks Tools XVIscript Help
O - g

ODEE X & 2@l ¢
17DRO||0OO0|00|00 00|00 00 00 00 00 00 00|00/ 00|00(00 00 ﬂ
17DBO |00 00|00 00|00 00 00|00 00|00 00 00 00 00|00 00
17DC0 |00 00|00 00|00 00 00|00 00|00 00 00 00 00|00 00
17000 |00 00|00 00|00 00 00|00 00|00 00 Q0 00 00|00 00
17DED | |00|00|00 00|00 00 00 00 00 00 00|00/ 00|00(00 00

17DF0 |00 00 00|00 /00|00|00(00|00(00(00 00|00 /00 00 00
32|33|34|35(36(37|38(3% |31 32 33 34 353637 2|3|4|5|6|7|8(9(1(2(3|4|5|e|7
17E10||268)|35|31|22|33|34|35(36|37(3B(35(31(32(33|34|35 89123456?89123453‘

Adr. dec: 97 792 Char dec: 49 | Owvenwrite

and enter it to the text field:

PRl Ay T el 12345678912345678912345678912345

in order to get all the files back.
Encryption algorithm
Authors claimed that they used AES and RSA. How it looks from the side of code?

File is encrypted chunk by chunk — single unit have 16 bytes (4 DWORDs). The key is 32 bytes long, and is
preprocessed before the encryption. Both elements — the preprocessed key and a chunk of the input file — are

copied to a buffer, that is supplied to the encrypting procedure.

Below — a sample file: square.png processed by the encrypting function. Used key: “11111...”. (The copied

chunk of the file has been selected on the picture)

Page 9 of 11


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/02/key_area.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/02/key_area.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/02/enter_key.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/02/enter_key.png

https://blog.malwarebytes.com /threat-analysis/2016 /02 /dma-locker-a-new-ransomware-but-no-reason-to-panic/

*G.P.U* - thread 00000AES, module fakturax

HE4E12CAH | . | MOV OWORD PTR SS:[CESP+E:C], EAX
HE4E19CE || . | MOV EDIL,EDI

F | rHMoW ERE, DWORD FTR DSz CEEX] OWORO#* input
HE4a130z2 || . MaL ECH, DWORD FPTR DS:CEAX+EDI] OWORD  inputCx]
HE4E1905 |] . MO EDX, DWORD FPTR DS:[CERX+EDI+EX4] OWORD  input[x+1]
BE4a1309 || . AOO ERX, EOI
HE4E1230E || - MOU OWORD FTR S5: [ESP+ExF4].ECH OWORD  inputCx]
HE48190F || . MaL ECH, DWORD FTR DOS5: CEAA+EXE]
HE4E19EZ |] . MOU OWORD FTR S5: [ESP+ExF2]. EDX OWORD  input[x+1]
HE4E19ES |] . MaL EDX, DWORD FTR DOS5: CEAA+EXC]
HE4E19ED |] . MOU OWORD FPTR S5: [ESP+ExFC].ECH OWORD  inputCx]
HE4E1%ED || . LEA ERX,DWORD FTR DOS5: [EEA+Ex16E]
HE4E19Fa || . LEA ECX,DWORD FTR S5:[ESF+Ex1E81 OWORD  input[x+2]
HE4E19F4 |] . MOU OWORD FPTR S5: [ESP+Ex28@7], EOX

0 CALL fakturax.@84@13B68 PrEprocess
HE4E1AEE |] . MOU ERX, ECH
HE4E 1 AEE o FUSH ERX prepared _buffer
HE4E1A83 |] . LEA ESI,DWORD FTR S5: [ESF+ExTE] [

0 CHALL fakturax.@84@1408 enc_fragment
bad4a1pac || . AOOD ESP, a4
HE4E1A6F |] . LEA ERX,DWORD FTR S5: [ESF+ExZE]
bE4a1A1s || . MOL ECH, Bx 26

EE4E1A12 ] .~ ] JMP SHORT fakturan. 884681026
4 |

ERX=BAZZ4FF 18

Address |Hex dump ASCII
H224FF1n
H224FF 26 | i
H224FF 3
H224FF4i
H224FFEH
H224FF&E|H
H224FF 7l
H224FF2e

1111111111111111

original key
M preprocessed key

BE<{#w

faaai .- i i
Tt chunk of input file

after encryption (output marked gray):

aad4aiscH [ . | Moy DWORD PTR SS: [ESP+E=C1, EAX
HEdEl2cE || . | Moy EDILEDI

¥ Moy ERE, OWORD PTR D5: CEBX] OWORD#* input
BEdE1a0z2 (] . Mol ECx, OWORD PTE D5:CEAX+EDI] OWORD  inputCx]
BE4EL10S (] . Mo EDx, OWORD PTR DO5: CEAX+EDI+EH4] OWORD  inputCa+13]
Bad4a1909 (| . RAOD ERX, EOI
BE4E190E (] . MOL OWORD PTE S5: [ESP+Bx74],ECH OWORD  inputCx]
Ga4a190F (| . HMall ECH, OWORD PTR DOS5: CEAR+E4E]
Ba4a19e2 (] « MOL OWORD PTR S5: [ESF+Bu7S1, EDx OWORD  inputCx+11]
BE4E19ES (] » Mol E0, OWORD PTR O5: CEAR+EHC]
BE4EL1ED (] » MOU OWORD FTR S5:[ESF+BxFC],ECH OWORD  inputCx]
BE4E19ED (] LER ERx,OWORD PTE DO5:[EBR+Ex16]
Bad4E19Fa (| . LEA ECX,OWORD PTR S55:[ESP+@x1@] OWORD  inputCa+2]
HE4E19F4 (] . MOU OWORD PTR S5: [ESP+Bx2@1, ED
JEEEEIEEEN | . (| CALL fakturax.@0461 386 DrEproceEss
aadainea (| . MOL ER, ECH
BiE4al AEz . FUSH ERX prepared_buffer
BE4E1AES (] « LER ESI,OWORD PTFR 55: [ESF+ExTE] [

. CALL fakturax.sad461408 enc_fragment
[sISETChN=lsIn | . ROD ESF, G
EEEIEEE ] B LEA ERX,OWORD PTR 55:[ESP+Ex3E]
BE4E1A12 (] . MO ECH, Hx 2@
GE4EiA1s || .1 JMP SHORT fakturax.B88481R028

4 |l
ESF=BZZaFEFC

Address |Hex dump ASCII

Bz224FF1a| 87 F2 15 B3| @81

B224FF28) 42 28 22 F& Bl

B224FF38) 21 21 21 21 g% 21 21 2121 21 21 21/21 21 21 21
a1
E1

B224FF48) 21 21 21 321
B224FFEE| @7 F2 15 B2
B224FFEE| 42 22 82 76
BZ24FFvE| B8 66 08 a8 SIRTSENESTOR "EENIENEETAR EATCENCETDE | . . . FEEETEE .
B224FFSa | BINFENEITAE OS O FE RS 24 FF 24 82|45 3C 03 77| (CEHEA. mid S8E<#w
B224FF28| 75 4E 46 @1 D4 FF 24 82| FS 37 55 77| 73 4E 46 81| [=HFEd $8EF<uxMFEa
BZZ4FFAB| 22 F1 6B V& BB BB B3 B8 B8 B0 68 88 72 4E 46 81 [37kv.....e.. HMHFE

ammdArrnnl an an fa oaal e ar an enl en s fen o anlae FeE oAd ms = Em

output is then copied back to the original buffer, containing the full file. Every encrypted file has a content
prefixed by “ABCXYZ11” — a magic value, used by the ransomware to recognize encrypted files (it has been

introduced in the newer version). Below, we can see the sample file after being dumped on the disk.
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XVE2 - square.png =l o=
File Edit S5Search Address Bookmarks Tools XVIscript Help
DER X & BEBRQEE K2

‘ 41|42 43/58|5% 52 31 31m9FF4 DL EE|1B BO LR |ER hBCX'.‘EleHi

o]
11 |ce|CF|DF|91 7F 281|A&(24 00 &0 C4|CZ|46 19 &3 E3|BS||E|D B |0 L - &l

-[*]s[e|[]
Hel&n
Clels|t
E Bld-

o

22 |AC FB| B89 48|BD|41 |84 00|02 5D|2A|(SE|BO|CB 26 25|FE —-ﬁ’.’HfR,, 11 Z
33 |23/10|3C 43 F2 CD|3C|C2 Bl 46 E3 &6C|B6 4B 50 Fo oz||g+ < ca <&+ F &1

w|0|5

all|ll

n:

44 |oc|az|E6 61 B2 34|70|48 67 CO 5D|22|E8 0077 4F|F&||0|~ &2, 4/pHgB 1 "

55||E€|DC|2E|E89(FD|18|4% | F5|51(E7|7E|CF|SE|E3|5

s H

66 |44 A& AF|05(7E|C2|44|D1|5D(S0(0E|CC|F3 |74 F

16 byte long chunks of file are encrypted by AES in ECB mode.

Conclusion

First of all, not all what malware authors tell is true. In this case the key was neither RSA encrypted, nor randomly

generated — just stored in the original file.

Second — immediately removing the malware is not always the best solution — sometimes we may need it to

recover the data.

If you encountered a ransomware, it is better to try to gather information about it before taking any steps. In case
you cannot find any information, the best way is to make a topic on the forum of your favorite vendor or contact
some known analyst. We are in a constant search of samples of new threats, trying to describe and solve the

problems.

And remember: only some families are really nasty. Other, like i.e LeChiffre have implementation flaws allowing

to recover files.

Appendix

Polish forum, created by a user infected by DMA Locker

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2016/02/dma-locker-a-new-ransomware-but-no-reason-to-panic/
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